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Abstract of the contribution: Proposes a QoS model for the Key issue 2 on QoS framework, with special focus on traffic identification and separation.
1. Introduction
This solution addresses the key issue 2 on "QoS framework".
The proposal is based on the following key points:
· Bearerless model in CN: no separate tunnels for the purpose of QoS differentiation
· Note: tunnels may be used in the 5G CN for routing and session/IP continuity purposes, depending on the solutions related to the respective key issues. However, this proposal suggests that QoS can be orthogonal to and independent of whatever routing mechanism is adopted
· QoS shaping (i.e. decisions on what QoS is assigned to traffic data based on subscription profile, policies, service requirements, etc.) is performed in CN, with QoS information distributed to UE, AN and CN with out-of-band mechanisms
· QoS implementation in CN based on flow labelling in CN (DL) and UE (UL) 
· AN maps the flow labeling to CN-provided parameters; no application awareness in AN  
· Specifically, QoS information is distributed to the various ANs via an access independent mechanism
· QoS information may contain parameters specific to the various access technologies, but each AN uses only the parameters relevant to such AN 
· Several QoS parameters from EPC may still be required to enable IW (handover to/from) with legacy
· Minimize on DPI being performed on “each single packet” 
· Traffic identification/authorization in-band via an identifier of the data traffic and related QoS.
· The UE supports the network in performing traffic identification/application detection
· New flow establishment and detection performed in CN, but UE can provide explicit indications e.g. based on application requirements
The proposal provides an overall generic model for the QoS in NextGen, and in addition focuses explicitly on traffic identification and separation via an end-to-end IP-level mechanism. 
In 3GPP systems, traffic identification and separation are typically performed based on the packet filters created corresponding to the policy and charging information of a UE [see TS 23.203]. In the presence of a large number of service data flows that have different QoS and charging requirements, the network node that enforces such diverse policies needs to create the same number of TFT/SDF filters and apply those filters to every packet, resulting in substantial processing overhead or delay. Such overhead can be dramatically reduced if the network node securely assigns a label token to a specific service data flow, and the UE securely embeds the token in the packets associated with the specific service data flow. This effectively simplifies the flow identification and separation procedure at network nodes that need to distinguish packets belonging to one service or application from packets belonging to another one for traffic authorization, charging and traffic filtering/QoS shaping, which otherwise shall be performed using as many TFT/SDF filters as the number of service data flows that have different filtering rules, for each UE.
Note: security aspects of this solution, e.g. how to securely generate, allocate and verify labels will need to be studied by SA3.
2. Proposal
It is proposed to add the following solution to the TR 23.799 “Study on Architecture for Next Generation System”.
[bookmark: _Toc439686353][bookmark: _Toc439745371][bookmark: _Toc316022751]>>>Start Changes<<<<
6	Solutions
Editor's Note: This section describes the solutions to the key issues and solutions to architecture design. 
[bookmark: _Toc439686354][bookmark: _Toc439745372][bookmark: _Toc316022752]6.2	Solution x for key issue 2 – QoS model for traffic differentiation using tokens
Editor's Note: It should be indicated here to which issue(s) the solution applies. 
The solution applies to key issue 2 and provides a generic QoS model for the 5G NextGen system. The solution introduces:
-	a generic mechanism for QoS policy provisioning to the access networks, independently of the specific access network technology the UE is using.
-	a token-based solution for: 
-	Traffic identification: the token allows identification of traffic and the related QoS at the UE and the various QoS provisioning/enforcement points on a per packet and per flow level for both uplink and downlink directions, with means beyond traffic identification based on L3/L4 information and without requiring per-PDU deep packet inspection or the use of complex IP filters.
-	Traffic differentiation and separation: traffic is separated and differentiated for QoS treatment based on each PDU containing the token.
In the context of this solution, the following terms are defined:
-	QoS shaping: determining the QoS policy for a UE, including determining QoS Policy specific for the UE PDU Sessions and data flows. This includes generation of tokens.
-	Traffic Classification: performing application/service detection and traffic authorization for a UE.
[bookmark: _Toc439686355][bookmark: _Toc439745373][bookmark: _Toc316022753][bookmark: OLE_LINK6][bookmark: OLE_LINK7]6.2.1	Architecture description 
Editor's Note: This clause will contain e.g., terminology, overview, architecture description of the solution. 
6.2.1.1 Functional Architecture
The solution considers the architecture depicted below to describe the QoS functionality.
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Figure 6.2.X-1 Functional Architecture.
The following functional entities are considered: 
-	UE: implements the UE QoS Policy received from the CP-CN Function. The UE adds a traffic identification token to UL data traffic where the token may include the QoS information, e.g., QCI or equivalent. The UE may trigger QoS shaping and Traffic Classification.
-	CP-AN: represents the control plane functionality in the RAN that interfaces with the CN and implements the the AN QoS Policy received from the CP-CN Function. 
-	Access Network: The AN does not perform any application detection and the AN has application awareness at the level of PDU Sessions based on AN QoS Policy received from the CP-CN Function and associated with tokens. The AN performs mapping of DL traffic to access dependent aspects of QoS in the AN (e.g. for a RAN, related to use of data radio bearers). The AN may perform traffic verification for UL data traffic based on the token provided by the UE.
Editor’s Note: Access-dependent aspects of QoS are not considered in this solution.
-	CP-CN Function: Control Plane Core Network Function responsible for:
-	establishing and maintaining the UE context in the network, including the mobility management and session management context
-	performing QoS shaping, i.e. determining the QoS Policy to apply to PDU sessions for the UE, by performing application detection, traffic classification, traffic authorization, define QoS treatment, and token generation
-	delivering the QoS Policy to the UE (UE QoS Policy), to the AN(s) (AN QoS Policy) and to the UP-GW(s) serving the UE (UP QoS Policy).
-	UP-GW: provides connectivity for the UE to a Data Network. In case of IP PDU sessions, it provides the UE IP address(es) and acts as IP anchor. The UP-GW:
-	performs DL QoS shaping: triggers downlink traffic classification for unknown traffic, and marks packet with the corresponding QoS
-	performs DL traffic verification by using the token associated with the traffic
-	performs UL traffic classification and authorization based on the token associated with the traffic, and triggers the traffic classification of unknown traffic
Editor’s Note: It is assumed that for traffic terminated locally to the RAN or at the RAN edge, the CN assigns a UP-GW to serve such PDU sessions in the RAN or at the edge of the RAN. Based on such assumption, with this solution traffic handling for such traffic (i.e. QoS, policing) is handled as for any other traffic served by a CN UP-GW.  
-	Application Function (AF): also called Application Server, the AF interfaces with the CP-CN Functions to trigger the establishment of QoS for PDU sessions.
In addition the following functional entities are considered:
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Figure 6.2.X-2 Detailed Traffic Classification and Token Labeling in UP-GW.
-	Flow Identification Function (FIF): a control-plane function that performs traffic classification based on UE subscription profile and network policies, assigns a unique token to the a data flow, and associates the token with the corresponding Policy Enforcement Engine (e.g. a priority queue) in the Policy Enforcement Function. 
-	Policy Enforcement Function (PEF): a user-plane function that enforces traffic policies based on the token associated to the data traffic. The policy enforcement function is configured to map tokens associated to the UE PDUs to the corresponding policy enforcement engines, e.g., priority queues, by the flow identification function.
-	Matching Function (MF): a user-plane function that maps PDUs to a policy enforcement engine (PEE). The MF uses tokens to perform the mapping based on configuration information from the FIF
-	Policy Enforcement Engine (PEE): a user-plane function that implements policy enforcement. It may e.g. be realized using a token bucket for guaranteed service, leaky-bucket for traffic shaping, etc.
6.2.1.2 Key Functionality
The solution is based on the following points:
-	The QoS policy corresponding to a UE is defined and stored in the CN in the CP Function
-	the QoS policy is derived based on the UE profile, operator policies, application/service awareness, and UE requirements
-	the QoS policy is delivered to 
-	the UE (UE QoS Policy), for UL traffic shaping
-	to the CP-AN (AN QoS Policy), for implementing the QoS requirements associated to the QoS Policy in an access dependent manner (e.g. triggering the establishment of dedicated radio bearers, in Evolved LTE or if dedicated radio bearers are supported in 5G RAN; mapping the data traffic to specific classes of QoS over the access specific media in other technologies; etc.)
-	to the UP-GW(s) (UP QoS Policy) serving the UEs, for traffic identification, DL traffic shaping, etc. 
-	The QoS policy defined by CP-CN Function contains:
-	QoS parameters that apply to the UE independently of the number of connections to data networks, the specific sessions active in the UE, etc. This may include the UL UE Max Bit Rate and DL UE Max Bit Rate if such parameters are supported in 5G NextGen CN. 
-	Token: used to identify the data traffic via in-band information for traffic authorization and classification. Replaces flow templates.
-	5G CN QoS parameters
Editor’s Note: the CN QoS parameters are FFS depending on the overall QoS design.
-	AN-specific QoS parameters: to be used to convey QoS parameters specific to a set of access technologies but not applicable to others. The assumption is that each AN will consume only the parameters that apply to such specific AN. Also, may be needed e.g. for IW with legacy, when the 5G CN QoS parameters do not include parameters that will need to be used if data sessions established over a 5G AN will need to be transferred to a legacy AN.
-	may contain information on how to transport unclassified PDUs, i.e. UL or DL PDUs that are not classified from a QoS point of view and are not authorized. This may include allowing the PDU transport over best effort, or blocking such PDUs.
-	It is expected that the UE has awareness about the QoS requirements of applications and services. This may be based via applications informing the UE of the requirements or, e.g. if not supported by an application, having operator configurable policies in the UE identifying the QoS requirements of applications. The UE provides information to help CN identify applications and new unclassified flows.
-	Bearerless model in CN, with no separate tunnels for the purpose of QoS differentiation.
Editor’s Note: tunnels may be used in the 5G CN for routing and session/IP continuity purposes, depending on the solutions related to the respective key issues. However, this proposal suggests that QoS can be orthogonal and independent of to whatever routing mechanism is adopted
-	AN provides access level admission control (e.g., access control), and CN provides subscriber level admission control. 
-	AN is not application aware, and performs QoS classification/enforcements based on AN QoS Policy and potentially information provided by the UE (regarding application awareness)
-	PDUs are marked based on marking information decided by CN and distributed to AN, UP-GW and UE, and performed via the token
-	QoS Enforcement is based on the following parameters:
Editor’s Note: the specific parameters used in the final QoS design are TBD. The examples provided here are meant to describe the model
-	UL UE Max Bit rate enforcement (in AN). Similar to APN-AMBR. 
-	UL Per DN connection Max Bit rate enforcement (may be done in AN due to multihoming).
Editor’s Note: for multihoming of a Data Network connection, if supported in the 5G NextGen CN, enforcement of the UL Per DN connection Max Bit rate enforcement is FFS 
Editor’s Note: GBR may be assigned in CN for IW to legacy, but use in 5G AN is FFS
-	UL traffic profile conformance enforcement, e.g. for specific verticals covering MTC and low bit rate devices (in UE and UP-GW).
-	DL UE Max Bit rate enforcement (in AN due to multi-homing, or in anchoring functionality for multi-AN connectivity). Similar to UE-AMBR.
-	DL per PDU Session Max Bit rate enforcement (in UP-GW, or in AN for multi-homing). Similar to UE-AMBR.
-	In-band marking is used to enable fast and clear association between PDUs and corresponding application/service also for charging, and enable authorization and charging of per flow sponsored data.
6.2.1.3 Token for Traffic Identification and Authorization
The token associated with PDUs and added as a packet marking to the PDUs is used for both authorization of traffic and QoS marking, i.e. identification of the QoS associated with a flow of PDUs.
The token mechanism is based on the concept of replacing TFT and SDF filters and avoid the need to create CN bearers by providing an identifier for the traffic to identify the associate QoS and enable the QoS enforcement points to also authorize the traffic. Two types of tokens exist, uplink token and downlink token:
-	DL token is applicable to
-	PDU processing for PDUs from application servers enhanced to support the DL token
-	PDU transfer between UP-GW and AN
-	UL token is for explicit UL traffic verification in UP-GW, and possibly AN
-	the joint use of UL and DL enables complete explicit traffic authorization and differentiation
It is assumed that DL traffic for a data network connection for a UE is considered default-off until the traffic is verified. The CN:
-	Creates an UL token and a DL token for the UE traffic based on the subscription profile, service/application requirements and network policies, where each token is associated with a PDU session that belongs to a certain QoS policy. The UL token and the DL token may identify different levels of QoS.
-	Tokens assignment doesn’t need to be done during the DN session establishment or data session; instead, it can be done on-demand by the UE
-	Tokens may include QoS parameters (e.g. QCI if used in 5G CN)
-	A PDU session can be defined in various granularities, e.g., source and destination IPs, IP 5 tuples, or source IP and destination prefix, etc.
-	Provides to the UP-GW information to verify the UL token corresponding to the PDU session, together with any PDU session specific QoS policy. 
-	When the UP-GW receives an UL PDU from the UE containing a token, the UP-GW (in collaboration with control plane entities) verifies the token, authorizes the packet, and enforces the QoS/applies policies based on the token 
-	The CN also provides the DL token to the UP-GW: 
-	For DL PDUs containing a token (e.g. added to the PDUs by the originating end point, such as an application server), the UP-GW (in collaboration with control plane entities) verifies the token, authorizes the packet, and enforces the QoS/applies policies based on the token. The UP-GW does not remove the token in the PDU for processing in AN.
-	For DL PDUs not containing a token, the UP-GW implicitly authorizes the DL: upon receipt of the UL token and upon verifying UL traffic from the UE corresponding to the UL token, the UP-GW reflectively authorizes matching DL traffic. The UP-GW adds the DL token in the PDUs for processing in AN.
-	Provides the UL token and DL token to the UE with the associated data session descriptor for mapping to different data session
-	For UL PDUs, the UE identifies the token corresponding to the PDU based on the provided data session descriptor and embeds the label in the packet. 
-	The CN provides information to verify the UL token and DL token to the AN
-	For UL PDUs, the AN verifies the token, authorizes the packet, and enforces the QoS/applies policies based on the token
-	For DL PDUs, the AN maps the token to the AN resources needed to carry the PDU over the AN
The token mechanism assumes a secure mechanism for the generation and distribution of the tokens. In particular, the token shall be UE-specific, PDU session specific, shall not be reusable by another UE, shall not be used by the legitimate UE for a different PDU session, and it shall not be possible for the UE to modify the token. This ensures that the token, used as QoS identifier, cannot be misused by the UE thus ensuring the correct traffic identification. 
Editor’s note: security aspects of this solution, e.g. how to securely generate, allocate, verify, and provision tokens to the UE will need to be studied by SA3.
[bookmark: _Toc439686356][bookmark: _Toc439745374][bookmark: _Toc316022754]6.x.2	Function description 
Editor's Note: This clause will contain function descriptions and the interactions among the network functions.
In the following procedures, if a PDU does not carry a token, the AN and CN consider the PDU as unclassified from a QoS point of view and unverified. Whether such PDUs are allowed by the AN and the CN and how they are transported (e.g. in best effort traffic) is define by the QoS Policy the CN provides to the AN and the UP-GW upon session establishment. 
6.x.2.1 Initial QoS Policy Setup
The following procedures describe the system behaviour upon session establishment.
[image: ]
Figure 6.2.X-3. Initial QoS Policy Setup.
In this solution the following steps are performed:
1. The UE establishes a Mobility Management (MM) context.
2. The UE sends a Session Establishment Request, optionally containing QoS requirements for applications/services
3. Upon accepting the request, the CP-CN defines the QoS Policy for the UE
3a. The CP-CN sends a Resource Establishment Request to the AN providing the AN QoS policy. The AN stores the AN QoS Policy and translates it the AN specific requirements
3b. The CP-CN sends a Resource Establishment Request to the UP-GW providing the UP QoS policy. The UP-GW stores the UP QoS Policy.
4. The CP-CN confirms a successful procedure and returns to the UE the UE QoS Policy
6.x.2.2 QoS Setup for a PDU Session
The following procedure describe the system behaviour upon establishment of QoS for UE traffic. Establishment of QoS for UE traffic may happen in one of three manners:
-	AF-triggered QoS
-	CN-triggered QoS upon traffic detection
-	UE-triggered QoS
 [image: ]
Figure 6.2.X-4. QoS Policy Setup for a PDU Session.
In this solution the following steps are performed:
1. The UE establishes a Mobility Management (MM) context, an SM context and may have established one or more PDU Sessions.
2. An event to trigger QoS establishment takes place:
2a. The AF sends a QoS Establishment Request to the CP-CN providing QoS requirements for a specific (set of) PDU Sessions
2b. The UE starts an unclassified UL traffic flow (if allowed by the QoS Policy)
2b’. the UE transmits the UL PDUs
2b”. upon receiving an unknow UL flow of PDUs, the UP-GW triggers the CP-CN to perform traffic classification (including e.g. application detection, determining the related QoS, and defining a QoS policy for such traffic).
2c. The UE sends an explicit QoS Establishment Request to the CP-CN providing QoS requirements for a specific (set of) PDU Sessions
3. The CP-CN defines the QoS Policy for the UE. This includes generating an UL Token and a DL Token
3a. The CP-CN sends a Resource Establishment Request to the AN providing the AN QoS policy, including the information to verify the generated token(s). The AN stores the AN QoS Policy and translates it the AN specific requirements.
3b. The CP-CN sends a Resource Establishment Request to the UP-GW providing the UP QoS policy, including the information to verify the UL token and the DL token. The UP-GW stores the UP QoS Policy.
3c. The CP-CN provides the UE QoS Policy to the UE, including the generated token(s).
3d. if a DL token was created, the CP-CN delivers the DL token to the AF.
4. [bookmark: _GoBack]Classified marked PDU traffic is exchanged.
[bookmark: _Toc439686357][bookmark: _Toc439745375][bookmark: _Toc316022755]6.x.3	Solution evaluation 
Editor's Note: This clause will contain evaluation on the system impacts, e.g., UE, access network and non-access network.
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