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	Reason for change:
	SA has sent an LS to SA2 (S2-160054) indicating that the ePDG selection need to be enhanced to comply with Lawful Interception requirements. 
1) The following guiding principles for ePDG selection in roaming scenarios are listed in the LS: 

a) the serving PLMN must have full control of ePDG selection, but also 

b) "the Serving PLMN (if required by the Serving PLMN country) must be able to perform LI in the Serving PLMN without assistance or co-operation of the HPLMN". This implies that the UE should not trust the HPLMN when it provides information leading the UE to select an ePDG in another country (e.g. HPLMN country) than the country the UE is located in.
2) The two requirements in the LS: 

"A Serving PLMN which deploys an ePDG shall be able to control the selection of an ePDG in the Serving PLMN, when this is required by national regulations applicable to the Serving PLMN.", and

"When the UE is not served by any PLMN or the Serving PLMN has not deployed an ePDG, then a default system behaviour should be defined that allows the local country authorities to perform lawful interception if required"

This implies: 
· A way to inform the UE that local authorities require LI in the country;

· When required, an UE attached to a VPLMN shall try to select an ePDG in the RPLMN first (if ePDGs deployed), then in other PLMNs in the same country, before trying any other PLMN;
· When required, an UE not attached to a VPLMN shall only try to select an ePDG in the local country.

3) Only PLMNs to which the VPLMN has Untrusted-WLAN roaming agreements should be considered by the UE, as otherwise the ePDG selection would be delayed and it would lead to useless signalling. Hence there should be means for the UE to know which PLMNs have roaming agreements with its HPLMN.

4) It is assumed that the local authorities can force the operators in that country to send an indication to the UE if ePDG has to be selected in the same country.
5) Note that some countries have several MCCs. This should also be taken into account (the UE is not assumed to know all the MCCs of a country).


	
	

	Summary of change:
	The ePDG selection procedure is enhanced as follows:

· The UE considers an indication introduced in 23.401 in NAS from the VPLMN when connecting to it, as to whether an ePDG shall be selected in the visited country or not; 
· The selection algorithm is modified to consider both the cases in which the UE has received the indication and it has not received the indication

· Addition of an optional query to a DNS server, to derive from the known MCC all the PLMNs in the local country (for the case of multiple MCCs in the country).

· Enhancements to the ePDG Selection Info (based on the extension of the attributes of each PLMN in the ePDG selection info "mandatory, preferred" with  a new "not preferred" value) to enable the UE to know all the PLMNs having roaming agreements for untrusted WLAN with the HPLMN when roaming. 
· The UE can then attempt to establish an IPSec tunnel to an ePDG that is operated by any PLMN listed in the enhanced ePDG Selection Info.
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START OF CHANGES
4.5.4
ePDG Selection

4.5.4.1
General

The UE performs ePDG selection based on a set of information configured by the HPLMN in the UE, and based on the UE's knowledge of the PLMN it is attached to.
A UE connected to one or multiple PDN GWs uses a single ePDG.

4.5.4.2
ePDG FQDNs Construction

When the UE attempts to construct an FQDN for selecting an ePDG in a certain PLMN-x (either a VPLMN or the HPLMN), then the UE shall construct one of the following FQDN formats:

-
Operator Identifier FQDN: The UE constructs the FQDN by using the PLMN-x ID as the Operator Identifier.

-
Tracking/Location Area Identity FQDN: The UE constructs the FQDN by using the identity of the Tracking Area/Location Area it is located in (i.e. based on PLMN-x ID and TAC/LAC). The Tracking/Location Area Identity FQDN is used to support location-specific ePDG selection within a PLMN.

The ePDG FQDN formats are specified in TS 23.003 [16].

The UE selects one of the above FQDN formats as follows:

a)
If the UE attempts to select an ePDG in the registered PLMN and the UE is configured to use for this PLMN the Tracking/Location Area Identity FQDN as defined in point 2) of clause 4.5.4.3; and

b)
the UE knows the TAI/LAI of the area the UE it is located in (e.g. the TAI/LAI from the most recent Attach or TAU/LAU),

then the UE constructs a Tracking/Location Area Identity FQDN. Otherwise the UE constructs the Operator Identifier FQDN.

Also, the UE constructs the Operator Identifier FQDN as a fallback in the case of failure of DNS resolution of a Tracking/Location Area Identity based FQDN.

4.5.4.2A
MCC FQDN Construction
When an UE  knows one of the MCC of the country it is located in (derived from the RPLMN, or from other means if not attached to a PLMN), it shall attempt to construct an FQDN for obtaining the list of PLMNs in that country using the MCC FQDN format.
MCC FQDN: the UE constructs the FQDN by using one of the MCCs of the country.
 The MCC FQDN format is specified in TS 23.003 [16].
4.5.4.3
UE Configuration By HPLMN

The UE may be configured (e.g. via H-ANDSF, USIM, etc.) by the HPLMN with the following configuration, whose usage is defined in clause 4.5.4.4:

1)
ePDG identifier configuration: It contains the FQDN or IP address of an ePDG in the HPLMN.

NOTE:
The FQDN in the ePDG identifier configuration may have a different format than the one described in clause 4.5.4.2.

2)
ePDG selection information: It contains a list of PLMNs which may include the HPLMN and for each PLMN it indicates whether the selection of an ePDG in this PLMN is not-preferred, preferred or mandatory, hence containing all the PLMNs which have roaming agreements for untrusted WLAN with the HPLMN. It also indicates if selection of an ePDG in this PLMN should be based on Tracking/Location Area Identity FQDN or on Operator Identifier FQDN, as specified in clause 4.5.4.4.

a) 

4.5.4.4
UE ePDG Selection Procedure

When constructing an FQDN, the UE shall contruct the FQDN as described in clause 4.5.4.2.

The UE shall perform ePDG selection by executing the steps below:

1)
If the UE is attached via 3GPP access to a PLMN-x, then:

a)
if the UE has received a Local Country ePDG Required Indication (see 3GPP TS 23.401 sub-clause 4.3.5.8b) indicating that the UE shall select an ePDG in the visited country, then

i)
If the UE is configured with the ePDG selection information defined in point 2) in clause 4.5.4.3 and there is an entry matching the PLMN-x in the ePDG selection information as not-preferred, preferred or mandatory PLMN, then the UE shall attempt to select an ePDG in this PLMN-x. The UE shall construct an ePDG FQDN for this PLMN-x as described in clause 4.5.4.2, and shall use the DNS server function to obtain the IP address(es) of the ePDG(s);
ii)
If the UE is configured with the ePDG selection information defined in point 2) in clause 4.5.4.3 and there is no entry matching the PLMN-x in the ePDG selection information or step 1)a)i) has failed, then 

· 1)
The UE shall contruct an MCC FQDN as described in 4.5.4.2A, and shall use the DNS server function to obtain the list of PLMNs of the country;

· 2)
If there is an entry in the ePDG selection information for PLMN-y, different from PLMN-x, matching one of the MCC of the country of PLMN-x, then the UE shall attempt to select an ePDG in PLMN-y. Mandatory and preferred PLMNs have higher selection priority than non-preferred PLMNs. The UE shall construct an ePDG FQDN for this PLMN-y as described in clause 4.5.4.2, and shall use the DNS server function to obtain the IP address(es) of the ePDG(s);
· 3) In all other cases or if step 1)a)ii)2) fails, the UE shall stop the ePDG selection.

b)

If the UE has not received a Local Country ePDG Required Indication (see 3GPP TS 23.401 sub-clause 4.3.5.8b), and the UE is configured with the ePDG selection information defined in point 2) in clause 4.5.4.3 , then

·  i)
If there is an entry matching the PLMN-x in the ePDG selection information as preferred or mandatory PLMN, then the UE shall attempt to select an ePDG in this PLMN-x. The UE shall construct an ePDG FQDN for this PLMN-x as described in clause 4.5.4.2, and shall use the DNS server function to obtain the IP address(es) of the ePDG(s).

· ii)
If the UE is configured with the ePDG selection information but there is no entry matching PLMN-x in the ePDG selection information as preferred or mandatory PLMN (i.e. there is an "non-preferred" entry), or if the UE is not configured with the ePDG selection information then
1)
If the UE is configured with the ePDG identifier defined in point 1) in clause 4.5.4.3, the UE shall attempt to select in ePDG in the HPLMN. The UE shall either use the configured FQDN and use the DNS server function to obtain the IP address(es) of the ePDG(s) in the HPLMN, or the UE shall use the configured IP address.

2)
If the UE is not configured with the ePDG identifier, the UE shall construct an Operator Identifier FQDN for HPLMN and use the DNS server function to obtain the IP address(es) of the ePDG(s) in the HPLMN.
2)

If the UE is not attached via 3GPP access to any PLMN, then:

a)
If the UE can determine the country it is located in and derives at least one of the corresponding MCCs of the country:

· i)
The UE shall contruct an MCC FQDN as described in 4.5.4.2A, and shall use the DNS server function  to obtain the list of PLMNs of the country;

· ii)
If the UE is configured with the ePDG selection information defined in point 2) in clause 4.5.4.3, and if there is an entry in the ePDG selection information for PLMN-y matching one of the MCCs of the local country, then the UE shall attempt to select an ePDG in PLMN-y. Mandatory and preferred PLMNs have higher selection priority than non-preferred PLMNs.The UE shall construct an ePDG FQDN for this PLMN-y as described in clause 4.5.4.2, and shall use the DNS server function to obtain the IP address(es) of the ePDG(s);


NOTE 1:
It is out of scope of the present specification to define how the UE can identify the country it is located in when it's not attached to any PLMN.

NOTE 2:
The detailed ePDG selection mechanism when the ePDG selection information includes more than one PLMN in the country where the UE is located is defined in stage 3 specifications.

3)
In all other cases, the UE shall select the ePDG in the HPLMN as described in points 1)b)i) and 1)b)ii) above.

NOTE 3:
According to the steps above, the home operator can configure the UE to always select an ePDG in the HPLMN, for example, by:

-
providing neither the ePDG identifier configuration nor the ePDG selection information, in which case the UE always selects an ePDG in HPLMN by using the Operator Identifier FQDN, according to step 1)b)ii) above; or

-
providing ePDG identifier configuration only, in which case the UE always selects an ePDG in HPLMN based on the FQDN or IP address in the ePDG identifier configuration, according to step 1)b)i) above.

NOTE 4:
According to the steps above, the home operator can configure the UE to attempt first to select an ePDG in the VPLMN, for example, by providing the ePDG selection information containing the "any PLMN" entry and the indication of "preferred".

If the UE fails to select an ePDG in a VPLMN, then:

-
If the ePDG selection information for this VPLMN contains the "preferred" indication based on point 2) in clause 4.5.4.3, the UE shall select the ePDG in the HPLMN as described in points 1bi) and 1bii) above.

-
If the PDG selection information for this VPLMN contains the "mandatory" indication, the UE shall stop the ePDG selection.

When the UE fails to select an ePDG in the HPLMN, then:

-
The UE shall stop the ePDG selection.

NOTE 5:
If the HPLMN entry in the ePDG selection information contains "preferred" / "mandatory" indications, these indications are not used during the selection of an ePDG in the HPLMN.

If a selected ePDG is not reachable from an untrusted non-3GPP access, the UE shall attempt to reach the next discovered ePDG, if available.
 END OF CHANGES
�With the addition of "non-preferred", all PLMNs having Untrusted WLAN roaming agreements with the HPLMN are in flagged in ePDG Selection Information. The UE should not attempt PLMNs for which there is no roaming agreement with the HPLMN.


�In such case, the UE should try to select ePDG in RPLMN first, then in PLMNs of same country that have roaming agreements with HPLMN. No selection in HPLMN.


�It is assumed that the local authorities can force the operators of that country to implement the "Local Country ePDG Indication". So, here we should have the original behaviour


�In such case, the UE should try to select ePDG in RPLMN first, then in HPLMN. No selection in other PLMNs (as original behaviour).





�In such case, the UE will not receive any Local ePDG Selection Indication. We should ensure that the UE will first try in the PLMNs of the same country before trying ePDGs in the HPLMN (safe side).





