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Abstract of the contribution: This paper discusses the ePDG selection enhancements necessary for Lawful Interception requirements per described in the LS from SA plenary SP-150831, and proposes a way forward.
Assumptions
The LS from SA plenary SP-150831 brings a number of requirements, numbered below 1, 2a, and 2b. Let's discuss them one by one. 
1. The guiding principles for ePDG selection in roaming scenarios are listed in the LS: 
a) the serving PLMN must have full control of ePDG selection, but also 
b) " the Serving PLMN (if required by the Serving PLMN country) must be able to perform LI in the Serving PLMN without assistance or co-operation of the HPLMN (this includes any scenarios where the Serving PLMN is reliant on the HPLMN to configure UEs to allow Serving PLMN control)".
In other words, as stated also in an earlier LS from SA3-LI (S3i150344/ S2-153572), " However, due to the risk of mis-configuration of ePDG selection (e.g. selecting only ePDGs in the HPLMN) either accidentally or deliberately) may mean that the VPLMN is not meeting its regulatory obligations.", the UE should not trust the HPLMN if it forces the UE to always avoid LI in some countries by e.g. forcing the UE to always select an ePDG in the HPLMN. 
Proposal 1: Agree to not trust the HPLMN when it provides information leading the UE to select an ePDG in another country (e.g. HPLMN country) than the country the UE is located in. 
2a. The first requirement is: "A Serving PLMN which deploys an ePDG shall be able to control the selection of an ePDG in the Serving PLMN, when this is required by national regulations applicable to the Serving PLMN."
Here, it seems the assumption is that – when the VPLMN as deployed ePDGs - the ePDG can only be selected in the same PLMN. 
2b. The second requirement is: "When the UE is not served by any PLMN or the Serving PLMN has not deployed an ePDG, then a default system behaviour should be defined that allows the local country authorities to perform lawful interception if required". 
This statement seems to allow a VPLMN that has not deployed ePDGs to select an ePDG in another VPLMN of the local country. This somehow contradicts the assumption of the previous bullet.

So, the question is: when the UE is attached to a VPLMN via 3GPP access, should we allow the UE to select an ePDG in another PLMN of the same country, independently on whether the VPLMN has deployed ePDG? 

Per current TS 23.402 clause 4.5.4.4, the UE can either select the VPLMN or the HPLMN. On the other hand, when a UE is not attached to any VPLMN, it may be able to select an ePDG in the country it is located in. In fact, the first requirement specifies that the Serving PLMN actually has to be able to enforce the selection of its own ePDG but, in our understanding, doesn’t preclude other options if that selection fails.
So, there should be no specific restrictions when the UE is registered to a VPLMN, even if the VPLMN has deployed ePDGs. 

Proposal 2: Agree to allow a UE attached to VPLMN via 3GPP access to select an ePDG in another PLMN of the same country if the VPLMN has indicated that an ePDG has to be selected in the same country.
Note that the current "mandatory" flag in the ePDG Selection Information can be interpreted as "no other PLMN", but our view is that it was to indicate that the UE shall not select an ePDG in the HPLMN. So, we don't see any restriction to select a PLMN in the same country even in the case of "mandatory" flag for the RPLMN.
The high-level algorithm should be:

· if the UE is attached to a VPLMN and receives an indication from that VPLMN, indicating an ePDG selection in the same country, then the UE should first attempt to select an ePDG in the RPLMN (if ePDGs deployed), then other PLMNs in the same country. No selection of an ePDG in the HPLMN is allowed;

· if the UE is attached to a VPLMN, does not receive any indication from the VPLMN, then the UE shall first attempt to select an ePDG in the VPLMN (if ePDGs deployed), then in the HPLMN as fallback. No selection of ePDGs in other PLMNs of the same country as there is no restriction to select the HPLMN.
· Only PLMNs to which the VPLMN has Untrusted-WLAN roaming agreements should be considered by the UE, as otherwise the ePDG selection would be delayed and it would lead to useless signalling. Hence there should be means for the UE to know which PLMNs have roaming agreements with its HPLMN.
NOTE:
As proposed above, the UE needs to distinguish between a VPLMN that has deployed ePDGs and a VPLMN that has not deployed ePDGs. For that, we need to have 3 cases for the Local ePDG Selection Indication: 1) not sent; 2) Local ePDG selection required; 3) Local ePDG selection not required.
Proposal 3: Agree that the local authorities can force its operators to implement an indication to the UE for selecting an ePDG in the same country. 

Proposal 4: Agree with the above algorithm and that the UE shall only attempt the selection of ePDGs in PLMNs that have Untrusted-WLAN roaming agreements with the HPLMN 
Another consideration is that a country may comprise several MCCs. This is the case for the US and some other countries (see https://en.wikipedia.org/wiki/Mobile_country_code https://fr.wikipedia.org/wiki/Mobile_country_code ). Even in small islands, there could be several MCCs. 
Alternatives

The UE should attempt to select ePDGs ONLY in the PLMNs that have roaming agreements with the HPLMN for Untrusted WLAN (please read first my discussion paper).
We see two alternatives to achieve that: 
-
By DNS queries;
-
By adding all the PLMNs that have roaming agreements for untrusted WLAN with the HPLMN in the ePDG Selection Information.
Alternative 1 (DNS queries)
This alternative is based on the current definition of ePDG Selection Info: ePDG Selection Info only contains the "mandatory" and "preferred" PLMNs, but not all PLMNs with which the HPLMN has roaming agreements for untrusted WLAN.

If the UE is attached to a VPLMN via 3GPP access, then it should first try in that PLMN if it is in the ePDG Selection Info. 

If it fails or if the ePDG Selection Info does not contain the RPLMN or if the UE is not attached to a VPLMN via 3GPP access, then the UE needs to try another PLMN in the country. 
For that, the UE can first try with the PLMNs in the ePDG Selection Info that have the same MCC as the UE (MCC derived from RPLMN if attached, from other means if not).

If the attempts are not successful, the UE needs to retrieve all the PLMNs in the country it is located in that have roaming agreements for untrusted WLAN: 

· The UE has to first query a public DNS to get the list of local PLMNs (MCC and MNC) of the country. The input would be a FQDN which includes the MCC (or one of the MCCs) of the country the UE is located in. The output would be the list of the identities of the PLMNs of the country (MCC and MNC). This public DNS should be managed by a country-level administration. 

· Then there is a need for a second set of queries to DNS managed at PLMN level (they cannot be practically managed at country level), in order to determine which local PLMNs have roaming agreements for untrusted WLAN access with the UE’s HPLMN (so as to prune out the local PLMNs that haven’t such agreement within the list of PLMNs retrieved by the first query). 

This second set of queries corresponds to DNS queries targeting a FQDN which includes:

· The MCC and the MNC of a local PLMN in the visited country;

· The MCC and the MNC of the UE’s HPLMN.

The output of DNS query to each local PLMN is 

· A failure if the local PLMN has no roaming agreements for untrusted WLAN access with the UE’s HPLMN;

· An FQDN (that may depend on the UE's HPLMN) that allows to further obtain a list of ePDGs of the local PLMNs that can serve users of the HPLMN. This avoids the VPLMN having to configure the list of ePDG IP addresses for each of the HPLMNs it has roaming agreement with.
Alternative 2 (Extension of ePDG Selection Information)
This alternative is based on the extension of the attributes of each PLMN in the ePDG selection info "mandatory, preferred" with "not preferred". This allows knowing which PLMNs have roaming agreements with the UE's HPLMN. 
As in the other alternative, if the UE is attached to a VPLMN via 3GPP access, it should first try in that PLMN if it is in the ePDG Selection Info. 
In this alternative, either the UE already knows the list of MCCs of the country it is located in, or it needs to query a public DNS to get the full list of PLMNs (MCC and MNC) of the country. As said above, there might be several MCCs in the country (e.g. US 310 to 316, Japan 440 & 441, China 460 & 461). Better to have the option anyway. The corresponding DNS records should be managed by a central administration at country level.
Once the UE knows the MCCs or the list of PLMNs in the country, the UE knows the list of PLMNs the HPLMN has roaming agreements with, thanks to the enhanced ePDG Selection Info. The UE can then attempt to establish an IPSec tunnel to an ePDG that is operated by any PLMN listed in the enhanced ePDG Selection Info. 

This alternative implies dependence from the HPLMN because ePDG Selection Info is provided by the HPLMN, but it avoids a subsequent set of DNS queries as in alternative 1. 
If – due to misconfiguration - a PLMN is not provided by the HPLMN in the ePDG selection info, the UE will just not attempt to select an ePDG in that PLMN, but it does not harm because the UE will not attempt to select an ePDG outside the country.
Proposal
In addition to proposals 1, 2 and 3 above, it is proposed to adopt alternative 2 (Extension of ePDG Selection Information) since it only requires one additional DNS query. Alternative 1 requires multiple DNS queries.
The group also need to discuss how to cope with multiple MCCs in the same country. 

Corresponding CRs are based on alternative 2 (Extension of ePDG Selection Information).  
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