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Abstract of the contribution: This paper proposes a solution for service authorization and revocation for V2X.
1. Introduction

To address the following key issue, we propose to reuse service authorization mechanisms specified in clause 5.2 “Service authorisation and revocation for ProSe Direct Discovery and ProSe Direct Communication” of TS 23.303. 
	5.1
Key Issue #1: Service authorization for V2X

5.1.1
General description
In order for the UE to use V2X Service, service authorization for V2X is needed. 
For this key issue the following aspects need to be studied at least:
-
Means for the MNO to authorize a UE to use V2X Service when the UE is "served by E-UTRAN" and when the UE is "not served by E-UTRAN".

-
Means for the MNO to revoke authorization for a UE related to V2X Service.


Compared to clause 5.2 of TS 23.303, in the proposed solution:

1) Using “V2X Control Function” instead of “ProSe Function”
2) Removing contents related to ProSe Direct Discovery because there is no service requirement for ProSe Direct Discovery in clause 7.2 of TR 22.885
2. Proposal
It is proposed to add the following solution to TR 23.785.
* * * * Start of 1st Change * * * *
2
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* * * * Start of 2nd Change * * * *
6.A
Solution #A: Service authorization and revocation for V2X
6.A.1
Functional Description

6.A.1.1
General
This solution corresponds to the Key Issue #1 "Service authorization for V2X". This solution reuses service authorisation and revocation mechanisms specified in clause 5.2 of TS 23.303 [z].
6.A.1.2
Service authorization for V2X

The HPLMN pre-configures the UE with the authorization information for V2X as described in clause 6.A.2.1. The UE gets the service authorization for V2X as described in clause 6.A.2.2.
6.A.1.3
Service authorization update for V2X
The allowed PLMN for ProSe Direct Communication for V2X can be updated at any point by the HSS as described in clause 6.A.2.3 or the V2X Control Function as described in clauses 6.A.2.4 and 6.A.2.5. The V2X Control Function can be the V2X Control Function in HPLMN or in VPLMN.
NOTE:
The addition of the PLMN into allowed PLMN list for ProSe Direct Communication for V2X is triggered by HSS.

6.A.2
Procedures

6.A.2.1
Pre-configuration of service authorization information for V2X
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Figure 6.A.2.1-1: Pre-configuration of service authorization information for V2X
The HPLMN pre-configures the UE with the authorization information for a list of PLMNs where the UE is authorized to perform ProSe Direct Communication for V2X and in addition information regarding out-of-coverage operation may be provided. If there is no associated UE context, the V2X Control Function gets the subscription information for ProSe Direct Communication for V2X from HSS.
6.A.2.2
Service authorization for V2X
The UE gets the service authorization for ProSe Direct Communication for V2X, with a given validity time, from the V2X Control Function of the HPLMN. The authorization is happening using "over IP" mechanisms and only IP connectivity is required to allow the UE to access this V2X Control Function.
The service authorization procedure is executed:

-
before starting the setup of ProSe Direct Communication if the UE has no valid authorization information, or

-
when the UE already engaged in a ProSe Direct Communication changes its registered PLMN and has no valid authorization information for the new registered PLMN, or

-
when the service authorization expires.
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Figure 6.A.2.2-1: Service authorization for V2X
1.
The UE requests authorization for ProSe Direct Communication for HPLMN or for the VPLMN from the V2X Control Function in HPLMN.
2.
The V2X Control Function in HPLMN obtains authorization information from VPLMN and merges with own policy.

3.
The V2X Control Function in HPLMN provides authorization information to UE. The authorization information provided to the UE applies to the serving PLMN. The UE stores the authorization information obtained from this V2X Control Function in a secure way.
6.A.2.3
HSS triggered V2X service authorization update

[image: image3.emf] 

MME   HSS  

V2X Control  Function  

Serving PLMN  

1.  Subscription Data U pdated   Notify  (IMSI, updated  V2X   subscription  data)  

eNodeB   UE  

HPLMN  

3. Insert Subscriber Data  (IMSI,   subscription data)  

4. UE Context Modification   Request  ( V 2X   Authorized)  

2.  V2X   Service Notification  


Figure 6.A.2.3-1: HSS triggered V2X service authorization update

NOTE:
Steps 3, 4 can be executed at the same time as step 2.

1.
The V2X related subscription data is updated, e.g. the authorization for V2X is updated. The HSS sends a Subscription Data Updated Notify (IMSI, updated V2X subscription data) message to the V2X Control Function in HPLMN. The Subscription Data Updated Notify message may add or remove the PLMNs from the allowed PLMN list for ProSe Direct Communication. The updated V2X subscription data includes the indication and the PLMN ID. The PLMN ID is optional. If it is not included, it denotes the authorization for ProSe Direct Communication identified by the indication is to be updated on all PLMNs. Otherwise only the authorization for ProSe Direct Communication in the indicated PLMN is to be updated. Upon receiving the message, the V2X Control Function in HPLMN updates the associated UE context if it has been stored before.

2.
The UE get the updated authorization for V2X via the V2X Service Notification message immediately or waits to the next time communication with the V2X Control Function in HPLMN per operator's policy.

3.
If the authorization for V2X includes the change to the PLMN which UE is registered, e.g. remove the PLMN UE registered from allowed ProSe Direct Communication PLMN list, and the authorization for V2X to be updated includes ProSe Direct Communication, the HSS notifies the updated V2X subscription data to the MME via the Insert Subscriber Data message. The MME updates the stored UE context.

4.
If the S1 bearer is established, the MME sends the updated UE V2X context to eNodeB via the UE Context Modification Request (V2X Authorized) message. The eNodeB take the following action based on the updated "V2X Authorized" indication.

6.A.2.4
V2X Control Function triggered V2X service revocation (non-roaming)


[image: image4.emf] 

MME  

HSS    

HPLMN  

2.  Update  V2X   Policy  Data     ( IMSI ,  updated  V2X  data )  

3.  Insert Subscriber Data   (IMSI,  subscription data )  

eNodeB  

4.  UE Context Modification   Request    (V2X   Authorized )  

UE  

1. V2X   Service Notification  

V2X Control   F unction    


Figure 6.A.2.4-1: V2X Control Function triggered V2X service revocation (non-roaming)

NOTE:
Steps 2, 3, 4 can be executed at the same time as step 1.

1.
The HPLMN V2X Control Function decides to revoke the authorization for V2X, e.g. ProSe Direct Communication is revoked on one PLMN. The UE get the updated authorization for V2X via the V2X Service Notification message immediately or waits to the next time communication with the V2X Control Function in HPLMN per operator's policy.

2.
The V2X Control Function notifies the HSS to change the subscription data by sending an Update V2X Policy Data (IMSI, updated V2X data) message. The updated V2X data includes the indication and the PLMN ID. The combination of the indication and the PLMN ID denotes the authorization for ProSe Direct Communication identified by the indication is to be revoked on the indicated PLMN. Upon receiving the message, the HSS updates the V2X subscription data.


The description of steps 3-4 are the same as steps 3-4 in clause 6.A.2.3.

6.A.2.5
V2X Control Function triggered V2X service revocation (roaming)
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Figure 6.A.2.5-1: V2X Control Function triggered V2X service revocation (roaming)

NOTE:
Steps 3, 4, 5, 6 can be executed at the same time as step 2.

1.
The VPLMN V2X Control Function decides to revoke the authorization for V2X, e.g. ProSe Direct Communication is revoked for the inbound roamer. The VPLMN V2X Control Function sends a V2X Service Policy change Notification (UE identity, indication, revoked PLMN ID, HPLMN ID) message to HPLMN V2X Control Function. The UE identity is optional, e.g. it is not included if the VPLMN V2X Control Function wants to revoke ProSe Direct Communication for all UEs of the HPLMN. The UE identity can be either IMSI or MSISDN. If UE identity is not included in the message, the ProSe Direct Communication to be revoked aims to all the UE from the indicated HPLMN ID. The combination of the indication and the revoked PLMN ID denotes the authorization for V2X identified by the indication is to be revoked on the indicated PLMN.

2.
The UE get the updated authorization for V2X via the V2X Service Notification message immediately or waits to the next time communication with the V2X Control function in HPLMN per operator's policy.

3.
The HPLMN V2X Control Function notifies the HSS to change the subscription data by sending an Update V2X Policy Data (IMSI, updated V2X data) message. If the UE identity is received in step 1, the V2X Control Function includes the IMSI of the UE in the message. The updated V2X data includes the indication and the revoked PLMN ID received in step 1.

4.
If the IMSI is not received, the HSS determines the affected UE based on the revoked PLMN ID, i.e. all UE's whose V2X authorization includes the revoked PLMN ID, and updates the corresponding V2X subscription data.

For each affected UE the HSS trigger the update procedure as the steps 5-6. The description of steps 5-6 are the same as steps 3-4 in clause 6.A.2.3.
6.A.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.A.4
Topics for further study

Editor's Note: Topics for FFS will be collected for this particular functionality.
6.A.5
Conclusions

Editor's note: Conclusions will be collected for this particular functionality.
* * * * End of Changes * * * *
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4. HSS determines the affected UE
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