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Abstract of the contribution: Introduces a new Solution which is related with the Key issue: IMEI check in case of emergency sessions. Updates also the solution for un-authenticated EPC session over WLAN accordingly.
1
Discussion

Void.
2
Proposal

It is proposed to modify TR 23.771 as follows…(All text is NEW)
6.&X
Solution &X: IMEI check in case of an EPC session for emergency services
6.&X.1
Overview

This solution targets the Key issue X ”IMEI check” and is for SEW phase 2.

Although the IMEI check is performed by the 3GPP AAA server in the HPLMN contacting the EIR, the solution allows the VPLMN or the TWAN operator (i.e. the operator owning the ePDG or the TWAN supporting emergency services):
· To trigger the IMEI(SV) checking (request the 3GPP AAA server in the HPLMN to contact the EIR for IMEI check)
· To decide whether to continue the EPC session establishment process in case of black-listed, grey-listed or white-listed ME.

To trigger the IMEI(SV) checking the ePDG / TWAN adds an "IMEI check request" indication in the Authentication & Authorization Request (Diameter DER) message to the AAA server. Based on this indication (or based on local policies of the HPLMN) the 3GPP AAA server contacts the EIR for IMEI check.

To allow the ePDG/TWAN to decide whether the emergency services should continue or should be stopped for each of the IMEI check result values provided by the EIR i.e. black-listed ME, grey-listed ME and white-listed ME, another indication "action on IMEI check result" may be added in the Authentication & Authorization Request message sent to the 3GPP AAA server. 
· The "action on IMEI check result" indication provides the AAA server with instructions on whether to continue or to stop the authorization process to the UE for each of the IMEI check result values provided by the EIR i.e. black-listed ME, grey-listed ME and white-listed ME. In the case of a trusted WLAN access, the instructions may also only allow to continue the authorization process for an emergency session (the UE indicates this is an emergency session in EAP signalling to the 3GPP AAA server, and the TWAN is not aware whether the authentication and authorization procedure initiated by the UE is to setup an emergency session till much later in the call flow).

· The setting of "action on IMEI check result" is related with local regulatory requirements. The 3GPP AAA server (in HPLMN) always follows the "action on IMEI check result" about emergency related requests received from the TWAN/ePDG (in the local PLMN thus possibly in VPLMN)

The Authentication & Authorization Answer message may also contain an “information on IMEI check result” in order to inform the ePDG/TWAN whether the authorization for the emergency call was given to a user that uses a black-listed, grey-listed or white-listed ME. This indication is purely informative but the ePDG/TWAN may e.g. to inform the use it to inform local authorities or log the event. 
All information (e.g. "IMEI check request", "action on IMEI check result", "information on IMEI check result",…) added to control the IMEI check  procedures is exchanged at Diameter (SWm / STa/..) level (and not at EAP-AKA level)

This is further explained in the call flows provided in following sections. In these call flows, text in red is associated with the additions due to the IMEI check procedure.

6.&X.2
IMEI check in case of an authenticated EPC session for emergency services over a TWAN
The call flow to support an IMEI check in case of an authenticated EPC session for emergency services over a TWAN is provided in following figure that uses Figure 6.2-1 of 33.402 as a baseline. Text in red corresponds to addition due to the IMEI check procedure.
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 Figure 6.&X.2: IMEI check in case of an authenticated EPC session for emergency services over a TWAN
1.to 3.
As in the same steps of Figure 6.2-1 of 33.402
4.

As in the same steps of Figure Annex Figure 6.2-1of 33.402 (the TWAN issues an STa Authentication and Authorization Request to forward the EAP payload received from the UE to the 3GPP AAA Server) with following additions: This message is also used to request an IMEI check (“IMEI check request”) from the 3GPP AAA server and to provide the 3GPP AAA server with instructions ("action on IMEI check result") on whether to continue or to stop the authorization process to the UE for each of the IMEI check result values provided by the EIR i.e. black-listed ME, grey-listed ME and white-listed ME 
5 to 12.
As in the same steps of Figure 6.2-1 of 33.402
13. to 14. 
 As in the same steps of Figure Annex Figure 6.2-1of 33.402 with following addition: As it has received an “IMEI check request” from the TWAN, the 3GPP AAA server requests the IMEI(SV) from the UE in the EAP-REQ /AKA’-Challenge sent to the UE.
15.

As in the same steps of Figure 6.2-1 of 33.402.
16.
to 17. 
As in the same steps of Figure 6.2-1of 33.402 with following addition: The UE provides its IMEI(SV) in the EAP-RSP /AKA’-Challenge sent to the UE.
18 to 22b.
As in the same steps of Figure 6.2-1 of 33.402
22c. to 22d.
As it has received an “IMEI check request” from the TWAN, the 3GPP AAA server contacts the EIR for an EIR check. The EIR answers to the 3GPP AAA server with an EIR check result. 
The call flow (AA-answer in step 23 contains EAP-Success) assumes that the UE was part of the white-list or that the "action on IMEI check result" indication has provided the 3GPP AAA server with instructions to continue the authorization process to the UE even though the UE was not part of the white-list. 

In case the terminal would be detected by the EIR check as e.g. black or grey listed and where the corresponding “Action on IMEI Check Result” would not be “Continue” the AA-answer in step 23 would contain an EAP-rejection.
23.

As in the same steps of Figure 6.2-1 of 33.402 with following addition: The 3GPP AAA server may indicate in the “information on IMEI check result” whether the ME was detected by the EIR check as black/grey. The TWAN may log this information and inform the local authorities.
6.&X.3
IMEI check in case of an authenticated EPC session for emergency services over UWAN
The call flow in case of IMEI check in case of an authenticated EPC session for emergency services over Untrusted WLAN is provided in following figure that uses Figure 8.2.2-1 of 33.402 as a baseline. Text in red corresponds to addition due to the IMEI check procedure.
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Figure 6.&X.3: IMEI check in case of an authenticated EPC session for emergency services over Untrusted WLAN
1.to 4.
As in the same steps of Figure 8.2.2-1 of 33.402
5.

As in the same step of Figure 8.2.2-1 of 33.402 with following additions: This message may also be used by the 3GPP AAA server  to request the IMEI retrieval from the ePDG when HPLMN policies require an IMEI check .

6.

As in the same step of Figure 8.2.2-1 of 33.402 with following additions: When the 3GPP AAA server has requested the retrieval of the IMEI or when local VPLMN policies request the retrieval of the IMEI  the ePDG request the IMEI from the UE

7
As in the same steps of Figure 8.2.2-1 of 33.402 with following additions: The IKE_AUTH message carries the IMEI of the UE. 
8
As in the same steps of Figure 8.2.2-1 of 33.402 with following additions: The Authentication and Authorization Request message carries following information
-
The IMEI of the UE

-
A request for an IMEI check (“IMEI check request”) from the 3GPP AAA server 

-
instructions ("action on IMEI check result") on whether to continue or to stop the authorization process to the UE for each of the IMEI check result values provided by the EIR i.e. black-listed ME, grey-listed ME and white-listed ME
8a to 8e.
As in the same steps of Figure 8.2.2-1 of 33.402
8A. to 8B.. 
 As in the same steps of Figure Annex Figure 8.2.2-1 of 33.402 with following addition: As it has received an “IMEI check request” from the ePDG, the 3GPP AAA server contacts the EIR for an EIR check. The EIR answers to the 3GPP AAA server with an EIR check result.
The call flow (AA-answer in step 9 contains EAP-Success) assumes that the UE was part of the white-list or that the "action on IMEI check result" indication has provided the 3GPP AAA server with instructions to continue the authorization process to the UE even though the UE was not part of the white-list. 

In case the terminal would be detected by the EIR check as e.g. black or grey listed and where the corresponding “Action on IMEI Check Result” would not be “Continue” the AA-answer in step 9 would contain an EAP-rejection.
9.

As in the same steps of Figure 8.2.2-1 of 33.402 with following addition: The 3GPP AAA server indicates in the “information on IMEI check result” whether the ME was detected by the EIR check as black/grey. The ePDG may log this information and inform the local authorities.
10. to 15.
As in the same steps of Figure 8.2.2-1 of 33.402
6.&X.4
IMEI check in case of an Unauthenticated EPC session for emergency services over UWAN

This case is documented in § 6.19.4.1
6.&X.5
IMEI check in case of an Unauthenticated EPC session for emergency services over a TWAN

This case is documented in § 6.19.4.2
* * * * Next Change * * * *
6.19.4
IMEI check

6.19.4.1
IMEI check in case of an Unauthenticated EPC session for emergency services over UWAN

The IMEI check in case of an Unauthenticated EPC session for emergency services over UWAN follows the principles described as part of solution 6.&X for the case of an case of an authenticated EPC session but uses a dedicated 3GPP AAA server located in the same country than the ePDG
6.19.4.2
IMEI check in case of an Unauthenticated EPC session for emergency services over TWAN

The IMEI check in case of an Unauthenticated EPC session for emergency services over TWAN follows the principles described as part of solution 6.&X for the case of an case of an authenticated EPC session but uses a dedicated 3GPP AAA server located in the same country than the TWAN.
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