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Abstract of the contribution: This paper proposes one solution to support the LI reference points in the split architecture. The proposal is to terminate the LI related reference points in the control plane function.
Discussion

This paper proposes one solution to support the LI reference points in the split architecture.
Since X1_1 interface provides LI functionality management related information, it is proposed to terminate it in the control plane function.

Since X2 interface requires information and events which are stored in the control plane function, it is proposed to terminate it in the control plane function.

X3 interface could be terminated at the user plane function since it mostly provides the content of communication, i.e. the UE’s data packets. However, even the control plane function requires UE’s data packet to report some of the events, such as packet header information, packet header summary, over the X2 interface. Hence it is proposed that user plane function sends a copy of UE’s data packet towards the control plane function so that control plane function reports the necessary event over the X2 and/or X3 interfaces. Thus, it is proposed to terminate the X3 interface in the control plane function.

Proposal

It is proposed to agree to the following changes to TR 23.714.

* * * 1st Change * * * *
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6.1.1.X
Considerations for performing LI functionality
6.1.1.X.1
Description 

This section describes solutions for item “J” in the table, i.e. solutions for interfacing Legal Intercept (LI) functions through reference points specified in 3GPP TS 33.107 [xx] and performing LI functionality.
6.1.1.X.2
Solution 1: Terminating the LI related reference points in the control plane function

6.1.1.X.2.1
Description
In this solution, all the LI related reference points for EPS, as specified in 3GPP TS 33.107 [xx] clause 12.1, are terminated at the control plane function:
· Terminating X1_1 interface in control plane function

· Terminating X2 interface in control plane function

· Terminating X3 interface in control plane function

This solution is applicable to SGW and PGW.
6.1.1.X.2.2
Motivation
6.1.1.X.2.2.1
For LI reference point X1_1
As specified in 3GPP TS 33.107 [xx] clause 5, the X1_1 interface is used to activate, deactivate and interrogate the LI functionality at the SGW, PGW for a specific UE. Further, over the X1_1 interface the information provided, such as address of Delivery Function 2 (DF2) for the X2 interface, address of the Delivery Function 3 (DF3) for the X3 interface, whether content of communication is needed, etc., are related to the management the LI functionality. And hence it is proposed to terminate the X1_1 interface in the control plane function.
6.1.1.X.2.2.2
For LI reference point X2
As specified in 3GPP TS 33.107 [xx] clause 12.2.1.1, the information required to be reported over the X2 interface, such as  UE identities, location information, QoS parameters, APN, PDN type, etc., are mostly information stored in the control plane function. More importantly, as specified in 3GPP TS 33.107 [xx] clause 12.2.1.2 the events, such as Bearer activation, Bearer modification, Bearer deactivation, UE requested Bearer Resource Modification etc., during which those information are reported over the X2 interface are mostly control plane events. Considering both these aspects, it is proposed to terminate the X2 interface in the control plane function.
6.1.1.X.2.2.3
For LI reference point X3
As specified in 3GPP TS 33.107 [xx] clause 12.2.2, the UE’s data packet is duplicated and a copy (without modification) along with the additional information is provided over the X3 interface if reporting of Content of Communication (CC) is activated.
Although it is possible to terminate the X3 interface in the user plane function, there are following practical and functional implications:

- 
There could be many user plane functions as compared to control plane functions in the operator’s network. Moreover, the user plane function may be added or removed dynamically in the system (to meet the data traffic throughput requirements) and located at the radio edge. In such a case, terminating the X3 interface in the user plane function could be operationally difficult, e.g. the IP connectivity between the user plane function and the DF3 needs to be ensured.
- 
The UE’s permanent identities, e.g. IMSI, IMEI, MSISDN etc., are required to be provided to the user plane function, specifically for supporting the LI functionality, so that it can report the same over the X3 interface. However, the user plane function may be hosted in the third-party owned data centre without adequate security measures. In that case, passing the UE’s identity to the user plane function may risk the subscriber’s privacy and hence the operator may decide against it. Thus, the user plane function may not be able to provide all the information as defined today over the X3 interface.
-
Over the X2 interface the Packet Data Header reporting event may be activated. In that case, the packet data header information, which includes source IP address, destination IP address, source port, destination port, packet size, transport protocol, etc., along with other UE session related information such as APN, location information, RAT type, etc., are required to be provided over the X2 interface on a per packet basis (as specified in 3GPP TS 33.107 [xx] clause 12.4.3.17.1). To support this, the SGW and PGW function terminating the X2 interface is required to have access to the UE session related information as well as each and every data packet.
- 
Similar to the above, Packet Data Header Summary report is required over the X2 interface (as specified in 3GPP TS 33.107 [xx] clause 12.4.3.17.2). To support this, the SGW and PGW function terminating the X2 interface is required to have access to the UE session related information as well as ability to summarize the data traffic on a per IP flow basis. The packet header summary includes packet header information, number of packets and bytes transmitted, start time, stop time etc., of an IP flow.
Considering all of the above, it is proposed to terminate the X3 interface at the control plane function. 
6.1.1.X.2.3
Functionality needed from the user plane function
To generate events related to X2 and X3 interfaces from the control plane function, the user plane function is required to duplicate and send a copy of the UE’s data packet to the control plane function. 
6.1.1.X.2.4
Architecture with LI reference points
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Figure 6.1.1.X.2.5-1: Split architecture with LI reference points

6.1.1.X.2.5
Call flows
No specific call flows are required between control and user plane function to support X1 reference points for LI. For supporting the X3 reference point and some events over the X2 reference point, packet duplicator functionality is required in the user plane function and the activation/deactivation of the same is controlled by the control plane function.
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Figure 6.1.1.X.2.6-1: Call flows to activate/deactivate packet duplication in user plane function

The above call flow is applicable to SGW and PGW.

1.
The LI functionality is activated/deactivated over the X1_1 interface into the control plane function for an UE.
2.
The control plane function checks if the Content of Communication (CC) and/or packet header information is/are required for the UE.

3.
The control plane function activates packet duplication function in the user plane for the UE. If the LI functionality is to be deactivated then the control plane function deactivates the packet duplication function in the user plane for the UE. 
4.
When packet duplication function is activated, the user plane function makes a copy of every uplink/downlink packet and provides it to the control plane function. The actual packet is processed based on the other policy applicable to the UE session.
5.
The control plane uses the copy of the packet and other information from the UE session to generate the required event over X2 and/or X3 interfaces.
* * * End of changes * * * *
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