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This contribution discusses possible solutions to satisfy requirements described in the LS from SA plenary (SP-150805/S2-160054) based on the current R13 ePDG selection mechanism.
1. Discussion
Key Issues
Key issue 1. A Serving PLMN which deploys an ePDG shall be able to control the selection of an ePDG in the Serving PLMN, when this is required by national regulations applicable to the Serving PLMN.
Key issue 2. When the Serving PLMN has not deployed an ePDG, default system behaviour should be defined that allows the local country authorities to perform lawful interception if required.
Key issue 3. When the UE is not served by any PLMN, default system behaviour should be defined that allows the local country authorities to perform lawful interception if required.
Possible Solutions

Solution 1: Configure different ePDG FQDNs to satisfy different requirements
Roaming FQDN: used when the UE is roaming in a vPLMN, including a roaming indication and Operator Identifier FQDN. This FQDN is used to satisfy Key issue 1.
Country Identity FQDN: The UE constructs the FQDN by using the country MCC. This FQDN is used to satisfy Key issue 2 and 3.
The solution is described in detailed in the following considering directly the revision of SA2 ePDG selection procedure. 
The mechanism for constructing the FQDN specified by 3GPP is generally implemented as part of the OS or part of the chipset, which is not made available to the application. The user can force the DNS server associated to the WLAN interface manually in android selecting any DNS in the world different from those provided when IP address is assigned locally. However the resolution of FQDN based on DNS hierarchy, shown in figure 1, ensures that the IP addresses provided to the UE will be uniquely configured (or cached) in the appropriate DNS server. For example the Country Identity FQDN “ePDG.mcc<MCC>.3GPPnetwork.org” can be configured in DNS under control of owner of domain “mcc<MCC>.3GPPnetwork.org” or other top domain “.”,”org”, ”3GPPnetwork.org”.  This solution further requires that the user can not temper or bypass the FQDN construction procedure forcing the selection of a different ePDG. However does not ensure from DNS hijacking of the FQDN from a provider of DNS service. 

Figure 1: DNS resolution query (from Microsoft https://technet.microsoft.com/en-us/library/cc775637(v=ws.10).aspx )

Solution 2: NAS indication
In this solution, the MME (serving PLMN) provides an indication based e.g. on local policy, subscription information received from the HSS. A related contribution was submit to SA2#112 (S2-153973). 
This scenario ensures the enforcement from the VPLMN, but the UE cannot receive this indication when it connects to WLAN only consequently not address all requirements.
Solution 3: vANDSF policy
In this solution, the vANDSF provides ePDG selection information to the UE. ALU submitted the related contribution to last CT1 meeting.
The UE cannot receive the policy when it connects to WLAN only, since in order to contact the ANDSF in the appropriate currently the UE shall know the Visited PLMN ID of the PLMN where to select the ANDSF, which is unknown. In such scenario the UE can use the hANDSF, but this is not aligned to the requirement to not rely on HPLMN indication.
The support of ANDSF shall become mandatory for all UEs, in order that any country that has such regulation can deploy a vANDSF and provide the policy; otherwise there is no guarantee to fulfil. In fact if the country mandates the solution, but the phone does not support, this is not applicable to roamers for which the requirements have been defined.
2. Conclusion and Proposal
Solution 2 and 3 allow the vPLMN/ visited country to send the LI requirement explicitly to the UE but cannot be used in WLAN only scenario. Therefore, Solution 2 and 3 should be used together with Country Identity FQDN.
Solution 1 can satisfy all the three key issues described in the LS from SA plenary (SP-150805) and do not have impact to the network entities. 
It is proposed to revise the ePDG selection mechanism based on Solution 1. Corresponding revisions are captured in CR S2-160237.
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