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Introduction

There are a number of different optional mechanisms for UE IP address allocation in EPC, both related to how the UE IP address is signalled between the UE and the PGW, as well as for how the PGW determines the UE IP address. There are also different methods for how IP configuration parameters (e.g. DNS address) are provided to the UE. The following methods are considered in EPC:
UE IP address/prefix and IP configuration signalling between UE and PGW (for GTP-based S5/S8):

· IPv4 address assignment via NAS and GTP-C (PCO and separate IEs)

· IPv4 address assignment using DHCPv4 (deferred IPv4 address allocation)
· IPv6 prefix assignment using stateless IPv6 address (prefix) allocation (RS/RA as defined in RFC 4861)

· Configuration options (e.g. DNS Server address) via PCO (IPv4 and IPv6)

· Configuration options via stateless DHCPv6 for configuration options such as DHS servers (IPv6 only?)

· IPv6 Prefix delegation using DHCPv6 
Means for the PGW to determine the UE IP address/prefix:

· Allocation from local pool in PGW

· RADIUS/Diameter (RADIUS/Diameter client in PGW)

· DHCPv4 / DHCPv6 (DHCP client in PGW)

· Static IPv4 address / IPv6 prefix (as stored in subscription data in HSS) received via GTP-C
It can be noted that some of these methods involve the C-plane (NAS, GTP-C, PCO) while other methods are control signalling carried between via the user plane (RS/RA, DHCP).
Discussion
Based on the functionalities described above, one can distinguish the following functions that can be allocated either to the PGW CP or PGW UP function:

1. GTP-C handling (towards UE and MME)

2. DHCPv4/DHCPv6/RS/RA/ND server (towards UE)

3. RADIUS/Diameter/DHCPv4/DHCPv6 client (towards external server, e.g. located in the PDN)

4. Local IPv4/IPv6 pool
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Figure 1. PGW functions involved in UE IP address allocation

Clearly #1 (GTP-C handling) is located in the CP function. 
Items #2 and #3 are also control signaling, even though #2 and possibly #3 need to be carried via the user-plane. It is advantageous to allocate also this functionality to the CP function. There are several reasons for this, including:

· It allows a simpler UP function, not having to support CP protocol stacks for RS/RA/ND, DHCP, RADIUS and Diameter. The UP function only needs to be able to forward the control messages (e.g. DHCP) to and from the CP function.  

· It maintains control of UE IP address allocation in a single functional entity (CP function), reducing the need to correlate state between CP and UP function, and avoids having to upgrade both CP and UP functions when e.g. a new IP address allocation method is to be deployed. 

· It reduces the need to provision the UP function with 3GPP-specific information. For example, RADIUS/Diameter on SGi is used for more than IP address allocation and would thus introduce significant 3GPP-specific control capabilities in the UP function and the need to carry the corresponding IEs in the CP-UP protocol. If DHCPv4 or stateless DHCPv6 would be terminated in the UP function, the UP function would need to be provisioned with the P-CSCF addresses, DNS server addresses etc. 
· A single function (PGW CP) is managing all signaling towards the UE, independent of whether it goes via GTP-C, DHCP or ND/RS/RA. This simplifies the state handling. 

As for item #4 it is proposed that also this function is supported by the CP function. Handling the Local pool in the CP function allows simplified management of the UP function since configuration of IP address ranges can be handled in the CP function. It also simplifies overall configuration since selection and authorization of a certain provisioning method towards the UE (e.g. DHCPv4, PCO) as well as IP address allocation method (local pool, RADIUS, DHCP) is handled solely from the CP function. 

When it comes to handling the resources of a Local IPv4/IPv6 pool address/prefix pool (#4 above), it can be noted that it is in general ”correlated” with each PGW UP function. This relation between UE IP address and selected UP function applies also to the other methods for IP address allocation (RADIUS/Diameter and also static IP). A reason is that the down-link user plane packets are in general assumed to reach the PGW based on IP routing (e.g. in many cases based on IP subnets and not on individual IP addresses) . The UE IP address for a PDN Connection may thus be dependent on what UP function is selected for the PDN Connection. This is however a SGi-related aspect that is not covered by 3GPP standards. The relation between UE IP address allocation and selection of PGW UP function is implementation specific and is not specified in standards.
Proposal
It is proposed to update TR 23.714 as follows

**** First Change ****
6.1.1.X
Consideration for UE IP address allocation

6.1.1.X.1
Description 

This section describes solutions for items B and M in the table, i.e. solutions for how UE IP address allocation is handled by the user plane or control plane solutions. 

6.1.1.X.2
Solution 1: UE IP address allocation supported by the PGW control plane function 

The following functions are supported by the PGW CP function:
1.
GTP-C handling (towards UE and MME)

2. 
DHCPv4/DHCPv6/RS/RA/ND server (towards UE)

3. 
RADIUS/Diameter/DHCPv4/DHCPv6 client (towards external server, e.g. located in the PDN)

4. 
Local IPv4/IPv6 pool
The PGW UP function has the capability to forward DHCP, ND (RS/RA), RADIUS and Diameter signalling to the CP function.
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Figure 6.1.1.X.2-1: Call flow for IP address allocation by PGW

1.
The UE initiates a PDN Connection Establishment (or Initial Attach) as described in TS 23.401. The MME sends a Create Session Request to SGW. 

2.
The SGW sends a Create Session Request to the PGW CP function.

3.
The PGW CP function selects a PGW UP function. In case of static IP address assignment, the PGW CP selects a UP function based on the information received in step 2 (PGW IP address or APN). The PGW CP also allocates a UE IP address/prefix. The details of how this is done depend on the UE IP address allocation method:

a.
In case of static IP address allocation, the UE IP address that was received in step 2 is used

b.
For allocation from Local Pool, the PGW CP allocates an IP address/prefix from the local pool

c.
For allocation from an external server, the PGW CP sends a RADIUS/Diameter (DHCPv4/DHCPv6 message as described in TS 29.061. In case the DHCP/RADIUS/Diameter server is located in the PDN, this communication may traverse the PGW UP function in order to reach the server in the PDN (PGW UP traversal not shown in the call flow above).

4.
The PGW CP sends a request to the PGW UP to establish resources for the default bearer and setup corresponding forwarding context. The message includes the UP IP address/prefix and may also contain other information described as part of other key issues and solutions (e.g. related to GTP-U TEIDs)

5.
The PGW UP acknowledges the setup of the user plane resources for the default bearer

6.
The PGW CP sends a Create Session Response message to SGW. This message may contain the IPv4 address and/or IPv6 prefix as described in TS 23.401.

7.
The PDN Connection procedure is completed 

8.
In case of PDN type IPv6 and IPv4v6, the PGW CP sends a Router Advertisement to the UE. This message goes via the PGW UP.

**** Next Change ****

6.1.1.3
Functional split of PGW

The following table describes the functionality of the PGW control plane function and PGW user plane.

Most functionality performed by the UP function are controlled from the CP function and thus even if it is marked below as a UP function only there will be corresponding control functionality in the CP function. 

For interfaces not listed in the table below, Figure 6.1.1-1 describes whether they are terminated in the CP and UP function respectively.

Table 6.1.1-2: Functional split of PGW
	Main functionality
	Sub-functionality
	P-GW C
	P-GW U
	Comments

	A. Session management (default & dedicated bearer establishment, bearer modification, bearer deactivation)
	1. Resource management for bearer resources
	
	X
	

	
	2. IP address and TEID assignment for GTP-U
	
	
	See clause 6.1.1.5

	
	3. Packet forwarding
	
	X
	

	
	4. Transport level packet marking 
	
	X
	

	B. UE IP address management
	1. IP address allocation from local pool 
	
	
	See clause 6.1.1.X

	
	2. DHCPv4 / DHCPv6 client
	
	
	See clause 6.1.1.X

	
	3. DHCPv4 / DHCPv6 server 
	
	
	See clause 6.1.1.X

	
	4. Router advertisement, router solicitation, neighbor advertisement, neighbor solicitation as defined in RFC 4861
	
	
	See clause 6.1.1.X

	C. Support for UE mobility
	1. Forwarding of "end marker" (as long as user plane to source eNB exists)
	
	
	N/A

	
	2. Sending of "end marker" after switching the path to target node 
	
	X
	

	
	3. Forwarding of buffered packet (5.3.3.1A)
	
	
	N/A

	
	4. Change of target GTP-U endpoint (e.g. handover procedures) = mobility anchor
	X
	X
	intra-3GPP RAT HO with SGW change

	
	5. Mobility between 3GPP and non-3GPP access
	X
	X
	

	D. S1-Release / Buffering / Downlink Data Notification
	1. ECM-IDLE mode DL packet buffering; Triggering of Downlink Data Notification message generation per bearer (multiple, if DL packet received on higher ARP than previous DDN); Inclusion of DSCP of packet in DDN message for Paging Policy Differentiation
	
	
	N/A

	
	2. Delay Downlink Data Notification Request (if terminating side replies to uplink data after UE service request before SGW gets updated) 
	
	
	N/A

	
	3. Extended buffering of downlink data when the UE is in a power saving state and not reachable (high latency communication); dropping of downlink data (if MME has requested SGW to throttle downlink low priority traffic and if the downlink data packet is received on such a bearer (see 4.3.7.4.1a).
	
	
	N/A

	
	4. PGW pause of charging procedure based on operator policy/configuration the SGW (failed paging, abnormal radio link release, number/fraction of packets/bytes dropped at SGW)
	X
	X
	

	E. Bearer/APN policing
	1. UL/DL APN-AMBR enforcement
	
	X
	

	
	2. UL/DL bearer MBR enforcement (for GBR bearer)
	
	X
	

	
	3. UL/DL bearer MBR enforcement (for nonGBR bearer on Gn/Gp)
	
	X
	

	F. PCC related functions
	1. Service detection (DPI, IP-5-tuple)
	
	X
	

	
	2. Bearer binding (bearer QoS & TFT)
	X
	
	

	
	3. UL bearer binding verification and mapping of DL traffic to bearers
	
	X
	

	
	4. UL and DL service level gating 
	
	X
	

	
	5. UL and DL service level MBR enforcement
	
	X
	

	
	6. UL and DL service level charging (online & offline, per charging key)
	
	
	See clause 6.1.1.6

	
	7. Usage monitoring
	
	
	See clause 6.1.1.6

	
	8. Event reporting (including application detection)
	X
	X
	Note: User-plane related events such as application detection reporting supported in UP function, while control-plane related events such as RAT change etc. supported only in CP function.

	
	9. Request for forwarding of event reporting
	
	
	N/A

	
	10. Redirection
	
	
	FFS

	
	11. FMSS handling 
	X
	X
	Packet marking for FMSS handled by the UP function

	
	12. PCC support for NBIFOM 
	X
	X
	

	
	13. DL DSCP marking for application indication
	
	
	N/A

	G. NBIFOM 
	Non-PCC aspects of NBIFOM
	X
	X
	

	H. Inter-operator accounting (counting of volume and time)
	1. Accounting per UE and bearer 
	
	
	UP function performs collection of usage data.

	
	2. Interfacing OFCS through reference points specified in TS 32.240
	
	
	See clause 6.1.1.6

	I. Load/overload control functions
	Exchange of load/overload control information and actions during peer node overload 
	
	
	FFS

	J. Legal intercept
	Interfacing LI functions through reference points specified in TS33.107 and performing LI functionality
	
	
	FFS

	K. Packet screening function 
	(check that UE uses only assigned IP addresses in uplink packets)
	
	X
	

	L. Restoration and recovery
	(under CT4 responsibility)
	
	
	FFS

	M. RADIUS / Diameter interfaces on SGi 
	(under CT3 responsibility)
	X
	X
	RADIUS/Diameter supported by CP function. The signalling may be carried via the user-plane function in case of signalling via SGi.
See clause 6.1.1.X

	N. OAM interfaces 
	(under SA5 responsibility)
	X
	X
	

	O. GTP bearer and path management 
	(under CT4 responsibility) 

Generation of echo request

Handling of echo response

Handling of echo request timeout

Handling of Error Indication message
	
	
	FFS


**** End of Changes ****
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