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Abstract of the contribution: This paper analyses whether or not the UE Identifier, EBI, and NIDD Destination Address are sufficient to allow the SCEF to route data to/from the SCS/AS when there are multiple UE Applications or the UE is in communication with multiple SCS/AS’s.
Background
AT SA2 #113, the following CR’s were approved and are related to this discussion.
· S2-160832 – Introduction of non-IP data delivery via the SCEF for cellular IoT (CR for TS 23.682)
· S2-160906 – Response to LS on questions on CIoT
The following discussion paper from SA2 #113 is also related to this discussion.
· S2-160277 - Options to establish SCEF connection for Non-IP data for CIoT
In S2-160906, SA2 stated “the UE needs to provide the MME with information on how to route the uplink data. Similarly the MME needs to tell the UE where to route the downlink data within the UE/TE. SA2 assume that the existing EPS Bearer ID concept can be reused for this purpose.”
EBI seems to be sufficient to route data between the UE and SCS/AS when there is one application on the UE connected to one SCS/AS.  However, it is the author’s option that EBI and UE identity are not sufficient for the case where there are multiple UE applications communicating with different SCS/AS’s.
Assuming that we require each UE application to be provisioned with its own APN and establish its own PDN connection, the SCEF is not currently provided with enough information to determine how to route MO and MT data.
Routing Data to/from multiple SCS/AS’s
Consider the case where there are two applications on the UE that are configured to send data to two separate SCS/AS’s.  An example scenario would be an application running on a dishwasher that communicates with the electric company to find the optimal time to run and an application on the same device that communicates with a home automation service provider to provide the home owner with statistics about its usage.  An example of this scenario is shown in Figure 1.
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0. A) At time 0A, the SCS/AS#1 executes the NIDD Configuration procedure and provides the SCEF with the UE identifier and NIDD Destination Address associated with SCS/AS#1.
0. B) At time 0B, the SCS/AS#2 executes the NIDD Configuration procedure and provides the SCEF with the UE identifier and NIDD Destination Address associated with SCS/AS#2.
· At this point, the SCEF knows that 2 SCS/AS’s expect to receive data from the same UE.  
1. The Application #1 starts on the UE and wants to send data to SCS/AS#1.  The UE requests PDN Connectivity with PDN Type = non-IP.  The APN indicates that the PDN connection is to an SCEF.  The MME assigns an EBI.
2. The MME establishes a T6a connection with the SCEF.  The EBI and UE identifier are provided to the SCEF.  Based on the information that was received during the NIDD Configuration procedures of step 0, the SCEF knows that both SCS/AS#1 and SCS/AS#2 are expecting data from the UE.  The SCEF does not know if the data associated with this EBI should be routed towards NIDD Destination Address #1 or NIDD Destination Address #2.  
3. UE Application #1 sends a non-IP data packet, the message includes the EBI. (In this example, Application #2 has yet to do anything.)
4. The MME sends the packet, the UE ID, and EBI to the SCEF.
5. The SCEF does not know to send the data to towards NIDD Destination Address #1 or NIDD Destination Address #2.
A similar routing issue exists in the SCEF if an SCS/AS is attempting to send MT data.
Conclusion 1: EBI, UE Identifier, and NIDD Destination Address are not sufficient information for the SCEF to route data to/from a UE and more than one AS/SCS.  


Proposals
Solution 1
One solution that could be considered is to require that the SCEF be able inspect the non-IP packet contents and determine what NIDD Destination Address to send the data to.  
Drawbacks of this approach:
· For handling MT data, requires a “dispatch function” on the SCEF that inspects the non-ip traffic and routes it to the correct EBI.
· For handling MO data, requires a “dispatch function” on the SCEF that inspects the non-ip traffic and routes it to the correct NIDD Destination Address.
· Both dispatch functions requires would be required to know all non-IP protocols, be able to detect what protocol is being used, and be able to decrypt any encrypted data.  

Benefits of this approach:
· No additional changes beyond the new requirement that the SCEF be able to inspect the non-IP packet contents and determine what NIDD Destination Address to send the data to.
Proposal 1: Require that the SCEF be able to inspect the non-IP payload and determine what NIDD Destination Address to send the data to.  


Solution 2
A second solution that could be considered is to simply require that the UE host no more than one Application that uses a non-IP PDN connection and that the Application talk to no more than one SCS/AS.  
Drawbacks of this approach:
· Places a severe limitation on how the feature can be used.  Multiple Applications would not be supported.
Benefits of this approach:
· No additional changes beyond the new restriction that the UE only host no more than one Application that uses a non-IP PDN connection and that the Application talk to no more than one SCS/AS.
Proposal 2: Require that the UE host no more than one Application that uses a non-IP PDN connection and that the Application talk to no more than one SCS/AS.


Solution 3
Require that each non-IP Application on the UE establish a PDN connection for each SCS/AS that it communicates with and update the T6a configuration procedure so that the MME provides the SCEF with the APN and EBI when each PDN connection is established.  The SCEF would also have to be provisioned with an APN to SCS/AS mapping or the SCS/AS could provide the APN to the SCEF during the NIDD configuration procedure.  
Drawbacks of this approach:
· All applications in the UE would need to be provisioned with an APN per SCS/AS that they communicate with.
· Every Application to SCS/AS connection requires a separate PDN connection.  For example, if two applications are communicating with the same SCS/AS then 2 PDN connections are required.
Benefits of this approach:
· Requires a relatively simple change to the T6a configuration procedure (the addition of APN).
Proposal 3: Update the T6a configuration procedure so that the MME provides the SCEF with the APN and require that each non-IP Application on the UE establish a PDN connection for each SCS/AS that it communicates with.


Solution 4
A fourth solution is to say that, if the UE is going to host multiple applications or communicate with multiple SCS/AS’s, the UE and AS/SCS should communicate on pre-arranged non-IP port numbers similar to a UDP port number or an SMS port number.  This solution is similar to the SMS trigger issue that was addressed in R11 when it was decided that the Application Port ID field of the SMS header would be used to identify the trigger recipient on the UE.
An example of this solution is shown in Figure 2.
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0. A) At time 0A, the SCS/AS#1 executes the NIDD Configuration procedure and provides the SCEF with the UE identifier, NIDD Destination Address associated with SCS/AS#1, and non-IP port number#1.
0. B) At time 0B, the SCS/AS#2 executes the NIDD Configuration procedure and provides the SCEF with the UE identifier, NIDD Destination Address associated with SCS/AS#2, and non-IP port number#2.
a. At this point, the SCEF knows that 2 SCS/AS’s expect to receive data from the same UE.  
1. The Application #1 starts on the UE and wants to send data to SCS/AS#1.  The UE requests PDN Connectivity with PDN Type = non-IP.  The APN indicates that the PDN connection is to an SCEF.  The MME assigns an EBI.
2. The MME establishes a T6a connection with the SCEF.  The EBI and UE identifier are provided to the SCEF.  Based on the information that was received during the NIDD Configuration procedures of step 0, the SCEF knows that SCS/AS#1 and SCS/AS#2 are expecting to receive data on from the UE.    
a. The SCEF does not yet know if this EBI is associated with NIDD Destination Address #1 or #2.
3. The UE application sends a non-IP data packet, the NAS message includes the EBI and non-IP port number#1.
4. The MME sends the packet, the UE ID, and EBI and non-IP port number#1 to the SCEF.
5. The SCEF sees that non-IP port number#1 is being addressed and determines that the non-IP payload should be sent to SCS/AS#1.
Drawbacks of this approach:
· If multi-applications are to be supported, the port number needs to be sent with the non-IP data and in the NIDD configuration.  Otherwise, it could be optional.
Benefits of this approach:
· If the UE hosts a single Application that communicates with a single SCS/AS, then the non-IP port number would not be needed.
· When the UE hosts multiple applications, the applications would not need to be APN aware, an APN per applications would not be needed.  UE applications could optionally use the same PDN connection.
Proposal 4: If the UE is going to host multiple applications or communicate with multiple SCS/AS’s, then the UE and AS/SCS should communicate on pre-arranged non-IP port numbers. 



Conclusions:
Conclusion 1: EBI, UE Identifier, and AS/SCS identifier are not sufficient information for the SCEF to route data to/from a UE and more than one AS/SCS.  


It is the opinion of the author that solution 1 is not acceptable because it is not reasonable to assume that is always possible for an SCEF to incept and inspect all traffic so that it can be routed to a particular SCEF.
It is the opinion of the author that solution 2 is not acceptable because it is not reasonable to assume that CIoT devices will always want to send their data to a single SCS/AS.
It is the opinion of the author that solution 3 will allow the UE to hosts multiple Applications that talk to multiple SCS/AS’s.  However, proposal 3 places a burden on the system in the sense that it requires all UE applications to be provisioned with an APN and all UE applications to establish separate PDN connections.
It is proposed that solution 4 be adopted.  This solution will allow the UE to hosts multiple Applications that talk to multiple SCS/AS’s and avoids the requirement that all applications be provisioned with their own APN.  The drawback of this approach is that it requires a port number to be communicated with the non-IP traffic, however, this would only be required when multiple applications are in use.
Proposal 4: If the UE is going to host multiple applications or communicate with multiple SCS/AS’s, then the UE and AS/SCS should communicate on pre-arranged non-IP port numbers. 


If proposal 4 is acceptable, an accompanying draftCR is provided in S2-160962.

References
1. S2-160832 – TS 23.682 - Introduction of non-IP data delivery via the SCEF for cellular IoT 
2. S2-160906 – Response to LS on questions on CIoT
3. S2-160277 - Options to establish SCEF connection for Non-IP data for CIoT

image2.emf
MME SCEF SCS/AS #1

0a. NIDD Config(NIDD Dest. Addr#1, UE ID, 

non-IP Port #1)

2. Establish T6a (EBI, UE ID)

4. Non-IP Data (EBI, UE ID, and 

Data Packet, non-IP Port #1)

SCS/AS #2

0b. NIDD Config(NIDD Dest. Addr#2, UE ID, 

non-IP Port #1)

UE

App #1

1a. PDN Conn. Req(non-IP)

3. Non-IP Data (EBI, Data Packet, 

non-IP Port #1)

1b. PDN Conn. Accept(EBI)

5. Non-IP Data (UE ID and Data Packet)

App #2


Microsoft_Visio_Drawing2.vsdx
MME
SCEF
SCS/AS #1
0a. NIDD Config(NIDD Dest. Addr#1, UE ID, non-IP Port #1)
2. Establish T6a (EBI, UE ID)
4. Non-IP Data (EBI, UE ID, and Data Packet, non-IP Port #1)
SCS/AS #2
0b. NIDD Config(NIDD Dest. Addr#2, UE ID, 
non-IP Port #1)
UE
App #1
1a. PDN Conn. Req(non-IP)
3. Non-IP Data (EBI, Data Packet, non-IP Port #1)
1b. PDN Conn. Accept(EBI)
5. Non-IP Data (UE ID and Data Packet)
App #2



image1.emf
UE

MME SCEF SCS/AS #1

0a. NIDD Config(NIDD Dest. Addr#1, UE ID) 2. Establish T6a (EBI, UE ID)

4. Non-IP Data (EBI, UE ID, and Data Packet)

SCS/AS #2

5. Which SCS/AS gets the non-IP 

packet?

App #1

1a. PDN Conn. Req(non-IP)

3. Non-IP Data (EBI and Data Packet)

1b. PDN Conn. Accept(EBI)

0b. NIDD Config(NIDD Dest. Addr#2, UE ID)

App #2


Microsoft_Visio_Drawing1.vsdx
UE
MME
SCEF
SCS/AS #1
0a. NIDD Config(NIDD Dest. Addr#1, UE ID)
2. Establish T6a (EBI, UE ID)
4. Non-IP Data (EBI, UE ID, and Data Packet)
SCS/AS #2
5. Which SCS/AS gets the non-IP packet?
App #1
1a. PDN Conn. Req(non-IP)
3. Non-IP Data (EBI and Data Packet)
1b. PDN Conn. Accept(EBI)
0b. NIDD Config(NIDD Dest. Addr#2, UE ID)
App #2



