3GPP TSG-SA WG2 Meeting #111


S2-153242
19 - 23 October 2015, Chengdu, P. R. China
Title:
[DRAFT]
 LS on IPsec tunnelling mechanism for LTE-WiFi aggregation
Response to:
LS (R2-154915/ S2-153126) on IPsec tunnelling mechanism for LTE-WiFi aggregation 
Release:
Release 13
Work Item:
LTE_WLAN_radio_legacy-Core
Source:
SA2
To:
RAN2
Cc:
SA3
Contact Person:


Name:
Nicolas Drevon
Tel. Number:
+33-1-6040-0916
E-mail Address:
nicolas.drevon at alcatel-lucent.com
Attachments:
None
1. Overall Description:

SA2 thanks TSG RAN for their LS on IPsec tunnelling mechanism for LTE-WiFi aggregation.

Even if this is related to RAN architecture and hence is not of the remit of SA2, SA2 has discussed architectural impacts in distinguishing data for a bearer over the IPsec tunnel established between the UE and eNB. 
DRBs may be identified both in downlink and uplink by the use of separate IPSec Security Association per dedicated radio bearers (DRB): 
· In the uplink, identifying which DRB an IP packet belongs to is required in order to enable the eNB to identify the associated EPS bearer on S1 interface, i.e. there is a need for “marking” the uplink traffic in the IPSec tunnel. This can be achieved e.g. via the establishment of one IPSec Child Association per DRB: the identity of the child association can be used for that marking. Note that using one IPSec Child Association per DRB also guarantees a possible QoS differentiation if the receiver is employing the anti-replay feature as described in IETF RFC 4301 clause 4.1. 
· In the downlink, identifying the DRBs is only required if different QoS per bearer is applied. DRB identification can be achieved the same way as for the uplink. 
Such DRB identification has no impact to CN as the establishment of Child SAs are achieved via IKEv2 signalling between UE and eNB.  

SA2 would like to clarify that this issue does not affect Core Network and is of the remit of SA3 and RAN2.
2. Actions:

To RAN2 group.

ACTION: 
SA2 kindly asks RAN2 to take the above information into account for their specification work.
3. Date of Next TSG-SA WG2 Meetings:

TSG-SA WG2 Meeting #112 
16 - 20 Nov 2015
Anaheim, California, US
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