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1. Overall Description:

SA3 has noted a number of incoming LS on VoLTE S8HR. SA3 discussed implications from not having encryption on IMS traffic. SA3 would like to highlight the following: 

- Simply turning off all security between UE and P-CSCF for all roamers would create a much greater reduction in security than would be needed to satisfy the LI requirement. 

This means that solutions for a problem related to VoLTE S8HR should not negatively impact areas beyond VoLTE S8HR. But in the absence of any additional information (aka “indicators”), from which the P-CSCF could deduce where a SIP REGISTER request came from, the P-CSCF would have no choice but switching off encryption for all subscribers, including e.g. those accessing the IMS via WiFi+DSL.
- At a minimum, integrity protection should remain on between UE and the P-CSCF in the home network, as this has no impact on the ability to perform regulatory requirements such as LI. SA3 specifications for IMS already support integrity protection without confidentiality protection. Currently, however, SA3 specifications do not mandate nor prohibit the capability of selecting a security profile on a per registration basis. So currently, it would depend on implementation of P-CSCF function whether confidentiality protection can be switched off based on the network from which the SIP registration was message was received. But it was unclear to SA3 from which indicators the P-CSCF could determine the network of origin or, even more, whether an LTE access or some other form of access was used. IP address ranges may serve as such indicators, but SA3 felt not competent to decide this and kindly asks SA2 and CT1 to help out with this question. Such indication is required for security.
- If over the air encryption in LTE is kept intact, confidentiality of the communication is ensured between the UE and the access of the visited network, which is equivalent to the security of current CS voice service. 
- SA3 noted that there is a risk of eavesdropping on the IPX introduced by turning off confidentiality protection for IMS signalling between the UE and the P-CSCF in the home network. To mitigate this, Za interface described in TS 33.210 can be used. Thus,  SA3 recommends that Za should be used for IMS signalling in conjunction with VoLTE S8HR. 
2. Actions:

To SA2, CT1, and CT4: 

ACTION: 
SA3 kindly asks SA2, CT1, and CT4 to take into account that the P-CSCF needs to be able to determine the network of origin.
To SA and SA3-LI
ACTION: 
SA3 kindly asks SA and SA3-LI to take the above into account.
To GSMA-NG
ACTION: 
SA3 kindly asks GSMA to consider the requirement on implementation of NDS/IP on the IPX when encryption is turned off for IMS signalling in S8HR deployments.
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