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Abstract of the contribution: This contribution proposes that the ProSe Layer-2 ID can be assigned during provisioning time.
1
Discussion

There is the following FFS item in clause 7.1.4:
It is FFS how Layer-2 ID for unicast communication is assigned to the UE, whether the same Layer-2 ID can be used for multiple layer-2 links for one-to-one communication and whether the same Layer-2 ID can be used for Source Layer-2 ID of both one-to-one and one-to-many communication. This FFS applies to both cases when bearer level security as defined by TS 33.303[11] is used and when it is not.
Despite the fact that the UE may self-assign a Layer-2 ID on the spot to avoid potential conflict, we think that it should be beneficial to allow for providing a Layer-2 ID from a centralised server during provisioning time. This would help to minimise the likelihood of Layer-2 ID conflicts on the spot.

However, given that 1) the Layer-2 ID is not really meaningful to the mobile network operator, and 2) it can be dynamically changed by the UE on the spot, we see little value from operator involvement during the assignment process. We propose that the Layer-2 ID for unicast communication be provided from the 3rd party Public Safety provider application server during provisioning time, similar to how ProSe Layer-2 Groups are provisioned in Rel-12.

Given that the layer-2 link is identified by the combination of Source Layer-2 ID and Destination Layer-2 ID, a single Layer-2 ID can be used for multiple layer-2 links.
Assuming that the only difference between a layer-2 link for 1:1 communication and 1:many communication is the nature of the Destination Layer-2 ID (i.e. unicast vs multicast), and as long the combination of Source Layer-2 ID and Destination Layer-2 ID is unique on the spot, we think there is no reason to prevent the use of the same Source Layer-2 ID for both 1:1 and 1:many communication.

2
Proposal
It is proposed to agree the changes below for inclusion in TR 23.713.
##################### START OF CHANGE ##############################

7.1.2.1
Establishment of secure layer-2 link over PC5
Depicted in figure 7.1.2.1.1 is the procedure for establishment of secure layer-2 link over PC5:
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Figure 7.1.2.1.1: Establishment of secure layer-2 link over PC5
1.
UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication.

NOTE 1:
The link initiator (UE-1) needs to know the Layer-2 ID of the peer (UE-2) in order to perform step 1. As an example, the link initiator may learn the Layer-2 ID of the peer by executing a discovery procedure first or by having participated in ProSe one-to-many communication including the peer.

NOTE 2:
“Secure layer-2 link” implies at least mutual authentication between the two users. Whether bearer level confidentiality or integrity protection over PC5 is mandatory or not is in SA3 scope.
2.
UE-2 initiates the procedure for mutual authentication. The successful completion of the authentication procedure completes the establishment of the secure layer-2 link over PC5.

##################### NEXT CHANGE ##############################

7.1.4
Topics for further study for one-to-one ProSe Direct Communication

It is FFS whether the Direct Communication Request message (step 1 in figure 7.1.2.1.1) and the authentication messages (step 2 in figure 7.1.2.1.1) belong to the same or different protocols.

Resolution: PC5 signalling protocol is used for both Direct Communication Request message and authentication messages.
It is FFS whether there is a need for other mechanisms for IP address assignment (e.g. to assist service continuity between the direct path and the infrastructure path between the two UEs, or for the case of an isolated (i.e. non-relay) one-to-one communication).

Resolution: service continuity between the direct path and the infrastructure path is not supported.
It is FFS whether one-to-one communication requires real-time network authorisation when the two UEs are in coverage.

Resolution: in SA3 scope
It is FFS how Layer-2 ID for unicast communication is assigned to the UE, whether the same Layer-2 ID can be used for multiple layer-2 links for one-to-one communication and whether the same Layer-2 ID can be used for Source Layer-2 ID of both one-to-one and one-to-many communication. This FFS applies to both cases when bearer level security as defined by TS 33.303[11] is used and when it is not.
Layer-2 ID for unicast communication is provided to the UE during provisioning time according to the provisioning options described in clause 6.1.2.1.

The same Layer-2 ID can be used for multiple layer-2 links for one-to-one communication. The same Layer-2 ID can be used for Source Layer-2 ID of both one-to-one and one-to-many communication. Whether and how bearer layer security is applied is in SA3 scope.
The Layer-2 ID can also be self-assigned by the UE (e.g. to avoid Layer-2 ID conflict with adjacent UEs, or for ProSe UE-to-Network Relay operation).

The Layer-2 ID used as the Source Layer-2 ID in one-to-one ProSe Direct Communication frames sent from UE-1 to UE-2 is used as the Destination Layer-2 ID in the frames sent from UE-2 to UE-1.
##################### END OF CHANGE ##############################
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