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1. Proposal

It is proposed to agree the following changes to 3GPP TR 23.720.
6
Solutions
6.x
Solution #: infrequent small data transmission using pre-established NAS security
6.X.1
Description

Editor's Note:
Describe the solutions. First Sentence should list solution corresponds to which key issue #. Sub-clause(s) may be added to capture details, procedural flow etc. 
The solution is based on the Lightweight CN architecture for Narrowband CIoT. Typically, the PGW is only used for roaming case. For non roaming case, C-SGN can be the termination of SGi interface and C-SGN can send/receive data on SGi directly.
procedure for single MO IP packet (and response):
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Figure: CIoT Small data transmission for MO
1. The mobile already performs Attach activating a default PDN connection.

The finally selected C-SGN makes sure to establish secure exchange of NAS messages, i.e. to use encryption of NAS signalling messages.


The finally selected C-SGN performs P-GW selection taking into account the UE’s roaming status and possible other information, e.g. specific APNs. 

The UE requests the UE's AS to establish an RRC connection. A new NAS message format is used to carry the IP packet in an encrypted IE. The UE can also indicate whether acknowledgment/response to the IP packet is expected or not. There is no need to set up the user plane and AS security.
NOTE 1:
It is RAN decision how to transfer the small data NAS PDU over the radio interface for CIoT RAT.

The unencrypted part of this new NAS PDU carries the "eKSI and Sequence Number" IEs as usual for encrypted NAS messages. The C-SGN uses this, and the S-TMSI, to identify the security context to decrypt the IP packet.

2. The CIoT RAN forwards NAS PDU and the indication on whether ack/response is expected to the C-SGN in the initial UE message.
3. The C-SGN decrypts the NAS message, obtaining the IP packet.

The C-SGN retrieves the P-GW IP address and TEID, forms the GTP packet and sends it to the P-GW.
Editor’s Note: It is FFS whether GTP-U tunnel will be needed on S8 or GTP-C only can be used to send the small data packets to PGW. 
The P-GW forwards the IP packet on to the SGi interface.

4. If no acknowledgment/response to the IP Packet is expected (based on the subscriber information and the indication from the UE), the C-SGN immediately releases the connection locally. Otherwise, when a (response) IP packet arrives in the P-GW, the P-GW forms the GTP packet and sends it to the C-SGN. 

5. The C-SGN encrypts the NAS message with the downlink IP packet and sends the downlink NAS transport message to the CIoT-RAN. C-SGN releases the signalling connection locally after the timer monitoring the connection expires.
6. CIoT-RAN sends the Downlink Information Transfer including the NAS message to UE and also releases the RRC connection after the timer monitoring the connection expires.
procedure for single MT IP packet delivery

This uses similar concepts to the MO case described above.
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Figure: CIoT Small data transmission for MT 
1. P-GW sends the GTP packet to the C-SGN. 
Editor’s Note: It is FFS whether GTP-U tunnel will be needed on S8 or GTP-C only can be used to send the small data packets. 
2. If there is no signalling connection with the UE, the C-SGN buffers the received IP packet(s), and pages UE. The UE sends the Service Request message to C-SGN. 
3. The C-SGN then sends the IP packet in an encrypted IE in a NAS PDU in a Downlink NAS Transport message and the CIoT-RAN sends the NAS PDU onto the UE. There is no need to set up the user plane and AS security.
4. The UE might send a packet as an acknowledgement that is sent in an encrypted IE in a NAS PDU in an UL Information Transfer message. The CIoT-RAN forwards the NAS PDU to the C-SGN. After the timer monitoring the connection expires, the C-SGN, UE and CIoT-RAN release the connection locally.
5. The C-SGN decrypts the IE, adds the GTP header and forwards it to the P-GW.

6.X.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW etc.).

Impacts on UE:

-
Handle "small data" transaction (including transfer the encrypted uplink packet to C-SGN in the first NAS message).

Impacts on RAN:

-
Handle "NAS small data" session
-
C-SGN selection for CIoT UE.

Impacts on C-SGN comparing with MME:

-
Receive the uplink IP packet from UE by NAS.

-
Receive and encrypt the downlink IP packet and transfer to UE by NAS.

6.X.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
Benefits:
-
No establishment of DRBs and no resource reservation over the radio interface;

-
Reduced signalling procedures in the core network and radio interface.

Drawbacks:

-


This solution piggybacks uplink small data onto the initial NAS uplink message that is extended and it uses an additional NAS message for carrying downlink response small data. The efforts for setting up the user plane, i.e. related RRC messages and AS security setup, can be avoided. C-SGN capacity needs to be suitable for this traffic;

The data transfer on the radio interface depends on the CIoT RAN design.
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