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1. Introduction

One of the main uses cases for GERAN CIOT and MTC in general is devices that transmit and receive small data packets.

Therefore, one requirement to be fulfilled by the system is to transmit/receive small data packets efficiently, where efficiency can be defined by having a solution that provides low battery consumption and reduces the amount of signalling required in the network and over the air.

This document proposes solutions for both mobile originated and mobile terminating small data packet transmission in an S1-based architecture. 

The following considerations are taken into account for the design:

	Consideration #1: Both power consumption and signalling load need to be considered.

	Consideration #2: It is assumed that small data transactions (both for MO and MT) consist of either one small data message (with no reply) or one small data message followed shortly by a reply. 

	Consideration #3: Small data transactions are expected to be in general infrequent


Currently for an S1-based architecture there are two modes the UE can be, either in idle mode or connected mode. 
In idle mode, the UE can reselect cells and move from cell to cell, and as long as there is no tracking area change, this creates no signalling towards the network. No signalling while reselecting to a new cell not only provides the benefit of not adding signalling overhead to the network, but also avoids power consumption required for the signalling procedure, particularly for transmission. 

In connected mode, the UE must always update its location with the network when reselecting a cell. So even assuming handover procedures are not supported (i.e. “no connected mode mobility”). If the UE is connected mode as far as the core network is concerned, and the UE reselects a different cell from a different eNB, the UE must start a procedure to adjust the S1-MME and S1-UE tunnels. Otherwise both NW originated signalling and MT data would be sent to the wrong eNB and lost. This creates unnecessary signalling, and possibly worse it burns the  battery of the device due to transmission/reception of signalling. For mobile devices a UE kept in connected mode would be an issue due to frequent procedures every time the UE reselects to a new eNB. But even if the UE is stationary, if the UE is in cell edge, it may reselect to a different eNB if conditions change, and that would create frequent signalling. Forcing a UE in cell edge to stay within the same cell  all the time has also the big drawback that link budget takes an impact with all its negative effects (more power consumed per packet transmission/reception). This could be particularly problematic for deployments of multiple devices (e.g. meters/sensors) throughout an area, where some devices with good coverage perform efficiently while some devices at cell edge burn their battery much faster due to relatively frequent cell reselections. 
	Conclusion #1: For S1-based architecture, UEs need to be in idle mode while not transmitting/receiving data to avoid unnecessary signalling (with its power consumption) when reselecting to a new cell.


UEs in idle mode have the drawback currently that every time the UE sends/receives a small data packet, full RRC connection establishment/modification and NAS service request/TAU is required, which adds signalling overhead. Therefore the focus of the design for efficient small data transmission is to avoid the full RRC/NAS connection establishment as currently defined. 

	Conclusion #2: For S1-based architecture, when the UE is idle mode, small data transmission/reception should avoid full RRC/NAS connection establishment. 


2.
Efficient small data 

This document proposes to reduce the signalling for small data transmission based on the following architecture, described in more detail in SA2-15xxxx.
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The Core Network node C-SGN combines the MME and S-GW functionality in one network element. 
This architecture provides an efficient way to combined control plane procedure (currently in charge of authentication/ establishment of integrity protection/cyphering) with user plane functionality (data delivery). 
Since the UE is in idle mode, and no context is in the RAN, one main source of inefficiency is that RAN currently needs to communicate to the CN to verify authenticity of the device, and then establish a security context. In this solution, the security context, integrity protection and cyphering of both control plane signalling an user plane data are always performed in the CN, and no security context is established in the RAN.

From RAN perspective we consider two options:

Option 1: Purely connectionless small data communication

· The UE is always in idle mode
Option 2: Small data communication with short lived connected-lite state

· The UE and eNB keep a temporary reduced context when a small data packet is transmitted/received

· This reduced context is reused in the case the small data packet causes a reply, and has the following characteristics

· It lacks a security context (no encryption at AS level)

· It provides a temporary identifier to the device (e.g. C-RNTI)

· It is not transferable to a different eNB (no mobility if this context supported)

· It is locally released at both the UE and eNB once a timer expires (alternatively a very short release message could be sent from eNB to UE)

From CN perspective, for both options, the UE is not considered EMM connected at the C-SGN during small data transmission/reception. The CSGN may keep a context of from which eNB the UE transmitted small data last, and when was the last transmission. And may decide to transmit the small data to that eNB first. 
The small data is transmitted over SCTP/S1-AP, GTP-U/S1-U is not established.  
The security aspects between the UE and C-SGN (integrity protection, encryption) are negotiated during registration and registration update procedures (attach/TAU).
More details for both options are discussed in the following sections.
2.1
Option 1: Purely connectionless small data transmission
2.1.1
MO small data

The following figure shows the call flow for mobile originated small data transmission for purely connectionless small data transmission. During the procedure the UE never establishes an RRC connection and it stays in idle mode.
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0. 
During registration or registration update (attach/TAU) the UE and C-SGN establish the security context for transmission of MO/MT connectionless small data
1-3: When the UE is in idle mode and has a small data packet to transmit, the UE creates a message with a security header, and the encrypted small data packet. Then it initiates an enhanced RACH procedure, to receive a grant for uplink transmission and  transmit the message with the encrypted small data packet to the RAN node. The UE also provides an UE ID (e.g. GUTI) that identifies the C-SGN. 

Although the details of the message exchange need to be studied and confirm by RAN WGs, one possibility is to have a 3 message handshake for uplink small data transmission as follows:

1. The UE sends an enhanced RACH message with the UE ID (GUTI) and an indication of connectionless mode

2. The eNB replies with an RA response and contention resolution which includes the UE ID for contention resolution, a time advance, and an UL grant.

3. The UE sends an enhanced message with the encrypted data message

4.
The RAN node identifies the target C-SGN from the UE ID and forwards the message with the encrypted data and the UE ID in an Initial UE message. 
5.
The C-SGN checks the message (e.g. performs integrity check), decrypts the message and forwards the small data packet to the P-GW. The C-SGN may also store the last eNB from which the UE sent a small data packet and the time it was sent (or starts a timer for which the last RAN node information is still considered valid). This information is used to send to the UE any MT small data packet.

6.
If there is a reply small data packet, and the C-SGN receives and MT data packet for the UE, the C-SGN performs connectionless MT small data packet delivery trying first to deliver the packet though the last used RAN node. 

2.1.2
MT small data

For purely connectionless small data, the UE is always in idle mode. Therefore when an MT small data is received at the C-SGN, the C-SGN needs to 

1. Page the device (currently done by MME for S1-based architecture)

2. Deliver the MT data (currently done by S-GW)

Since the proposed architecture combines both control plane (MME) and user plane (S-GW) functionality, our proposal is to have a combined paging/data delivery procedure. This avoids the need to first page the device, then confirm with the CN, and then wait for the CN to provide for delivery, which adds a little of S1 signalling, but perhaps more importantly it reduces delay and power consumption. 

The following figure shows the call flow:
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1.
When the CSGN receives a small data packet to a device which is in idle mode (and connectionless transmission is enabled) the MME initiates a paging procedure with the following steps
2.
The C-SGN encrypts the small data packet and adds a security header. It may also perform integrity protection of the message. 

3.
The C-SGN selects the RAN node(s) in which to page the device. If the UE has recently send an MO small data packet from a RAN node, the CSGN may first try to page in that RAN node. Then the CSGN sends a paging request to all selected RAN nodes with the following:

- 
Regular paging request content (UE identity, paging info, etc).
-
Encoded message with encrypted small data packet.

4.
The RAN node first performs paging, and if the UE initiates a RACH procedure it sends the MT small data packet to the UE. The details of the over the air procedure are to be studied by RAN WGs. The RAN node should keep a context of the device temporarily for the UE to be able to send a short MAC as confirmation of receipt that will be used for authentication in the CSGN. 

5. 
Once the MT data is delivered by the RAN node, the RAN node sends an S1 message with confirmation of delivery, and including the short MAC from the UE. The short MAC is used by the CSGN to confirm the MT small data was delivered to the right UE. The UE, after decrypting the small data packet, it delivers the packet to upper layers. 

The CSGN performs paging retransmission strategy as usual, i.e., if no confirmation is received from a RAN node, the CSGN retries paging/data delivery.

2.2
Option 2: Small data communication with short lived connected-lite state
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· Steps 1-4: The UE performs enhanced RACH and transmits encrypted small data packet in parallel with establishment of RRC-LITE connection.  This reduced context is reused in the case the small data packet causes a reply, and has the following characteristics

· It lacks a security context (no encryption at AS level)

· It provides a temporary identifier to the device (e.g. C-RNTI)

· It is not transferable to a different eNB (no mobility if this context supported)

· It is locally released at both the UE and eNB once a timer expires (alternatively a very short release message could be sent from eNB to UE)

5. 
The RAN node sends an Initial UE message to the C-SGN with the encrypted small data packet.

6. The C-SGN checks integrity protection of the message, decrypts the small data packet and sends it to the P-GW. It also keeps the information of the RAN node. 

7.
If the C-SGN receives a reply small data packet, it creates a message with encrypted small data packet and sends it to RA N node.

8. The RAN node delivers the small data packet and releases the RRC-LITE connection.

3. 
Proposal

It is proposed to capture the above described solutions in the TR.

>>>Start Changes<<<
6
Solutions
6.x
Solution #: Purely connectionless small data transmission

6.x.1
Description

Editor's Note:
Describe the solutions. First Sentence should list solution corresponds to which key issue #. Sub-clause(s) may be added to capture details, procedural flow etc. 
This solution corresponds to the Key Issue x1# - Efficient support of infrequent small data transmission for clean-slate narrowband Cellular IoT.
6.x.1.1
MO small data

The following figures show the call flow for mobile originated small data transmission for purely connectionless small data transmission. During the procedure the UE never establishes an RRC connection and it stays in idle mode.
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Figure 6.x.1.1-1 MO small data procedure for non-roaming scenario
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Figure 6.x.1.1-2 MO small data procedure for roaming scenario
0. 
During registration or registration update (attach/TAU) the UE and C-SGN establish the security context for transmission of MO/MT connectionless small data

1-3: When the UE is in idle mode and has a small data packet to transmit, the UE creates a message with a security header, and the encrypted small data packet. Then it initiates an enhanced RACH procedure, to receive a grant for uplink transmission and  transmit the message with the encrypted small data packet to the RAN node. The UE also provides an UE ID (e.g. GUTI) that identifies the C-SGN. 


Although the details of the message exchange need to be studied and confirm by RAN WGs, one possibility is to have a 3 message handshake for uplink small data transmission as follows:

1. The UE sends an enhanced RACH message with the UE ID (GUTI) and an indication of connectionless mode

2. The eNB replies with an RA response and contention resolution which includes the UE ID for contention resolution, a time advance, and an UL grant.

3. The UE sends an enhanced message with the encrypted data message

4.
The RAN node identifies the target C-SGN from the UE ID and forwards the message with the encrypted data and the UE ID in an Initial UE message. 

5.
The C-SGN checks the message (e.g. performs integrity check), decrypts the message and forwards the small data packet to the P-GW. The C-SGN may also store the last eNB from which the UE sent a small data packet and the time it was sent (or starts a timer for which the last RAN node information is still considered valid). This information is used to send to the UE any MT small data packet.

6.
If there is a reply small data packet, and the C-SGN receives and MT data packet for the UE, the C-SGN performs connectionless MT small data packet delivery trying first to deliver the packet though the last used RAN node. 

6.x.1.2
MT small data

For purely connectionless small data, the UE is always in idle mode. Therefore when an MT small data is received at the C-SGN, the C-SGN needs to 

1. Page the device (currently done by MME for S1-based architecture)

2. Deliver the MT data (currently done by S-GW)

Since the proposed architecture combines both control plane (MME) and user plane (S-GW) functionality, our proposal is to have a combined paging/data delivery procedure. This avoids the need to first page the device, then confirm with the CN, and then wait for the CN to provide for delivery, which adds a little of S1 signalling, but perhaps more importantly it reduces delay and power consumption. 

The following figure shows the call flow:
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 Figure 6.x.1.2-1: MO small data procedure
1.
When the CSGN receives a small data packet to a device which is in idle mode (and connectionless transmission is enabled) the MME initiates a paging procedure with the following steps
2.
The C-SGN encrypts the small data packet and adds a security header. It may also perform integrity protection of the message. 

3.
The C-SGN selects the RAN node(s) in which to page the device. If the UE has recently send an MO small data packet from a RAN node, the CSGN may first try to page in that RAN node. Then the CSGN sends a paging request to all selected RAN nodes with the following:

- 
Regular paging request content (UE identity, paging info, etc).
-
Encoded message with encrypted small data packet.

4.
The RAN node first performs paging, and if the UE initiates a RACH procedure it sends the MT small data packet to the UE. The details of the over the air procedure are to be studied by RAN WGs. The RAN node should keep a context of the device temporarily for the UE to be able to send a short MAC as confirmation of receipt that will be used for authentication in the CSGN. 

5. 
Once the MT data is delivered by the RAN node, the RAN node sends an S1 message with confirmation of delivery, and including the short MAC from the UE. The short MAC is used by the CSGN to confirm the MT small data was delivered to the right UE. The UE, after decrypting the small data packet, it delivers the packet to upper layers. 

The CSGN performs paging retransmission strategy as usual, i.e., if no confirmation is received from a RAN node, the CSGN retries paging/data delivery.

6.x.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW etc.).

UE:

-
New UE procedures.

RAN

-
New procedure in RAN node for connectionless transmission
Core Network 
-
small data encryption/decryption and transport over control plane
6.x.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
>>>End of Changes<<<
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