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Abstract of the contribution: This contribution proposes to add User Info in the procedure for secure layer-2 link establishment. It is proposed User Info is the same parameter that is used to identify the user during Public Safety Discovery under the name of Announcer/ Discoverer/ Discoveree Info.
1
Discussion

By nature the Layer-2 ID that is used for secure establishment of a layer-2 link is not an identifier of the UE’s user. As currently described in clause 7.1.1.1, the Layer-2 ID is not globally unique and can be changed on the spot upon conflict detection through self-reassignment of a new Layer-2 ID.
On the other hand, the procedure for secure layer-2 link establishment refers to “mutual authentication”, but does not state which identity is being asserted and authenticated in the process.

The Public Discovery procedures already contain an asserted user identity that is referred to as Announcer Info, Discoverer Info or Discoveree Info, depending on the context.

We propose to use User Info – a new parameter in the procedure for secure layer-2 link establishment that is used as asserted user identity. It is also proposed that this parameter be the same as the one used as Announcer/ Discoverer/ Discoveree Info. As proposed in S2-151474 in the last meeting, as well as in a companion paper for this meeting, we propose that User Info be of fixed size equal to 64 bits.
2
Proposal
It is proposed to agree the changes below for inclusion in TR 23.713.
If this proposal is agreeable, the 23.303 CR submitted in a companion paper for this meeting S2-152392 will need a minor update.
##################### START OF CHANGE ##############################

7.1
Solution for one-to-one ProSe Direct Communication

Editor's note:
This clause is intended to document the agreed architecture solution for one-to-one ProSe Direct Communication.
7.1.1
Functional Description
Editor's note:
General description, assumptions, and principles of the solution.
7.1.1.1
General
ProSe direct communication one-to-one is realised by establishing a secure layer-2 link over PC5 between two UEs.

Each UE has a Layer-2 ID for unicast communication that is included in the Source Layer-2 ID field of every frame that it sends on the layer-2 link and in the Destination Layer-2 ID of every frame that it receives on the layer-2 link.

NOTE:  Conflicts between Destination Layer-2 ID for unicast and one-to-many communication will be resolved by RAN2 WG.
The UE needs to ensure that the Layer-2 ID for unicast communication is at least locally unique. So the UE should be prepared to handle Layer-2 ID conflicts with adjacent UEs using unspecified mechanisms (e.g. self-assign a new Layer-2 ID for unicast communication when a conflict is detected).

The layer-2 link for ProSe direct communication one-to-one is identified by the combination of the Layer-2 IDs of the two UEs. This means that the UE can engage in multiple layer-2 links for ProSe direct communication one-to-one using the same Layer-2 ID.
From the previous description it follows that the Layer-2 ID is not an identifier of the UE’s user. The UE’s user is identified by an upper layer parameter referred to as User Info. The User Info parameter is 64-bit long and is the same parameter that is used during Public Safety discovery under the name of Announcer Info, Discoverer Info or Discoveree Info (depending on the Public Safety discovery message). Its definition is out of 3GPP scope.
7.1.1.2
PC5 Signalling Protocol
A PC5 Signalling Protocol is used for control plane signalling over PC5. The PC5 Signalling Protocol stack is illustrated in figure 7.1.1.2.1. The SDU Type field (3 bits) in the PDCP header is used to discriminate between IP, ARP and "PC5 Signalling Protocol".

Editor's note:
The use of PC5 Signalling Protocol as described in this clause is a working assumption and needs to be reconfirmed.
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Figure 7.1.1.2.1: PC5 Signalling Protocol stack
PC5 Signalling Protocol messages may be sent on a unicast, groupcast or broadcast Destination Layer-2 ID.

The following functionality is enabled by the PC5 Signalling Protocol:

-
1:1 ProSe Communication: Direct Communication Request message (Step 1 in figure 7.1.2.1.1), potentially including the subsequent messages.
-
TMGI advertisement and eMBMS traffic relay: defined in clause 7.2.2.2, and specifically, TMGI Monitoring Request and Response messages

-
Cell ID announcement procedure: defined in clause 7.2.2.3, and specifically Cell ID Announcement Request /Response messages.

7.1.2
Procedures

Editor's note:
Describes the high-level operation, procedures and information flows for the solution.
ProSe direct communication one-to-one is composed of the following procedures:

-
Establishment of a secure layer-2 link over PC5.

-
IP address/prefix assignment.

-
Layer-2 link maintenance over PC5.
-
Layer-2 link release over PC5.
7.1.2.1
Establishment of secure layer-2 link over PC5
Depicted in figure 7.1.2.1.1 is the procedure for establishment of secure layer-2 link over PC5:
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Figure 7.1.2.1.1: Establishment of secure layer-2 link over PC5
1.
UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication. The message includes the User Info-1 parameter that is used to assert the identity of the UE-1’s user.
NOTE:
The link initiator (UE-1) needs to know the Layer-2 ID of the peer (UE-2) in order to perform step 1. As an example, the link initiator may learn the Layer-2 ID of the peer by executing a discovery procedure first or by having participated in ProSe one-to-many communication including the peer.

2.
UE-2 initiates the procedure for mutual authentication. As part of this step UE-2 includes the User Info-2 parameter that is used to assert the identity of the UE-2’s user.The successful completion of the authentication procedure completes the establishment of the secure layer-2 link over PC5.

7.1.2.2
IP address assignment
At least the following standard IETF mechanisms are used for IP address/prefix assignment:

-
DHCP based IP address configuration for assignment of IPv4 address.

-
IPv6 Stateless Address auto configuration specified in RFC 4862 [6] for assignment of IPv6 prefix.
One of the two UEs acts as DHCP server or IPv6 default router.

In the ProSe UE-NW Relay case the relay acts as DHCP server or IPv6 default router for all Remote UEs that connect to it over a secure layer-2 link over PC5.

UEs engaging in isolated (non-relay) one-to-one communication may also use link-local addresses.

7.1.2.3
Layer-2 link maintenance over PC5
The PC5 Signalling Protocol shall support keep-alive functionality that is used to detect that when the UEs are not in ProSe Communication range, so that they can proceed with implicit layer-2 link release.

NOTE:
It is left to Stage 3 to determine how and when the keepalive messages are used.

7.1.2.4
Layer-2 link release over PC5

Depicted in figure 7.1.2.4.1 is layer-2 link release procedure over PC5.
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Figure 7.1.2.4.1: Layer-2 link release over PC5

1.
UE-1 sends a Disconnect Request message to UE-2 in order to release the layer-2 link and deletes all context data associated with.

2.
Upon reception of the Disconnect Request message UE-2 responds with a Disconnect Response message and deletes all context data associated with the layer-2 link.
7.1.3
Impact on Existing Entities and Interfaces

Support for following PC5 functionality:

-
PC5 Signalling Protocol and procedures.

-
Additional mechanisms for IP address assignment.
##################### END OF CHANGE ##############################
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