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Abstract of the contribution: In the establishment of isolated ProSe one to one communication, the method of IP address assignment is still FFS. In this contribution, we analyzed the possible options and propose the solution.
Introduction
IP address assignment is a component of establishment of one to one communication. The mechanisms currently proposed in the TR work well for the relay case, but do not applied to the isolated (non-relay) one. Moreover, how UEs use link-local address for communication, e.g. initiating UE informs the target UE to use the LLA address, has not been clarified in detail.

In this contribution, we propose the IP address assignment mechanisms and procedures for the isolated one to one communication.
Discussion
It is described in clause 7.1.2.2 of the IP address assignment principles:

At least the following standard IETF mechanisms are used for IP address/prefix assignment:

-
DHCP based IP address configuration for assignment of IPv4 address.

-
IPv6 Stateless Address auto configuration specified in RFC 4862 [6] for assignment of IPv6 prefix.

One of the two UEs acts as DHCP server or IPv6 default router.

In the ProSe UE-NW Relay case the relay acts as DHCP server or IPv6 default router for all Remote UEs that connect to it over a secure layer-2 link over PC5.

UEs engaging in isolated (non-relay) one-to-one communication may also use link-local addresses.
For the case of relay, as agreed in TS 23.303 since rel-12, it is the ProSe UE-Network Relay acts as the DHCP server or IPv6 router, which can also be applied to rel-13 work.

ProSe UE-to-Network Relaying shall include the following functions:

…
-
Act as a default router to the Remote UEs forwarding IP packets between the UE-ProSe UE-to-Network Relay point-to-point link and the corresponding PDN connection.

-
Handle Router Solicitation and Router Advertisement messages as defined in IETF RFC 4861.

-
Act as DHCPv4 Server and stateless DHCPv6 Relay Agent.
-
Act as a NAT if IPv4 is used replacing the locally assigned IPv4 address of the Remote UE with its own.

However, in case of ProSe isolated one to one communication, the engaged UEs probably don’t have the same functionality as ProSe UE-Network Relay and it is not explicitly described in 3GPP specs that all the rel-13 ProSe-enabled public safety UEs shall have the functionality to act as the DHCP server or IPv6 router, thus it is a specialized requirement for ProSe UE-Network Relay.

Therefore, it does not necessarily require that DHCP server or IPv6 router functionality is enabled on ordinary ProSe enabled non ProSe UE-Network Relays.

Proposal 1: it is proposed that IP address assignment mechanism (proposed in TR 23.713 clause 7.1.2.2) is only applied to one to one communication between one Remote UE and one ProSe UE-Network Relay.
Therefore, other IP address assignment mechanisms need to be introduced for isolated ProSe one to one communication. 
Basically, there are two possible options in principle:

(1) One UE allocates IP address for the other UE;
(2) Re-use existing IP address in UE, e.g. use link-local address as captured in TR;
Option 1
One UE allocates the IP address for the other UE
Considering legacy DHCP message flows, it is the initiating UE always acts as the client and sends the request to the target UE act as DHCP server / IPv6 router. As analyzed above, for example, the target UE may not have the DHCP functionality thus no IP address will be successfully assigned to initiating UE.
Generally speaking, it is due to that initiating UE does not be aware of the DHCP capability of the target UE and no negotiation mechanism beforehand exists.
Therefore, there should be some negotiation mechanism to make sure which UE can act as the “DHCP server” before the IP address assignment is performed.
If the initiating UE can act as DHCP server, it directly include the IPv4 address or IPv6 prefix in the PC5 signalling message, e.g. by using “direct communication request” as defined in clause 7.1.2.1. The target UE indicates in the response message (need to be defined) whether the assigned IP address can be supported at target UE side. In order to reduce the possible message interaction, the initiating UE can include both an IPv4 address and an IPv6 prefix in the request message if PDN type IPv4v6 is supported. In this case, target UE should response with a message indicating which IP address will be used for the subsequent communication.
If the initiating UE cannot act as DHCP server, it should indicate in the request message that it needs the target UE to assign the IPv4 address or IPv6 prefix. Furthermore, to facilitate the target UE, the initiating UE may also include the PDN type it supports. On receiving this request, the target UE should assign the IP address to the initiating UE and include in a response message.
Option 2
Re-using the existing IP address in UE
As described in TS 23.303 clause 4.5.3, UE can self-configure a link-local address for ProSe one-to-many communication. Same mechanism can be applied to UE for ProSe one-to-one communication use as well. Compared to ProSe one-to many communication, when initiating UE should inform the target UE of the LLA to be used because the target UE need to use it as the target IP address for subsequent communication.
It is proposed that initiating UE should include the LLA of initiating UE in the PC5 signalling message. If PDN type supported, the target UE should response the LLA of target UE in a response message.
Evaluation

Option 1 potentially has the same drawback as the DHCP-based solution that in case both UEs engaged in ProSe one-to-one communication cannot act as DHCP server or IPv6 router, IP address assignment will be a failure.
Therefore, it is proposed that using link-local address is the only mechanism for isolated ProSe one-to-one communication.
Proposal

It is proposed to add the following text into TR 23.713.

Begin change
7.1.1.2
PC5 Signalling Protocol
A PC5 Signalling Protocol is used for control plane signalling over PC5. The PC5 Signalling Protocol stack is illustrated in figure 7.1.1.2.1. The SDU Type field (3 bits) in the PDCP header is used to discriminate between IP, ARP and "PC5 Signalling Protocol".

Editor's note:
The use of PC5 Signalling Protocol as described in this clause is a working assumption and needs to be reconfirmed.
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Figure 7.1.1.2.1: PC5 Signalling Protocol stack
PC5 Signalling Protocol messages may be sent on a unicast, groupcast or broadcast Destination Layer-2 ID.

The following functionality is enabled by the PC5 Signalling Protocol:

-
1:1 ProSe Communication: Direct Communication Request message (Step 1 in figure 7.1.2.1.1), potentially including the subsequent messages.
-
TMGI advertisement and eMBMS traffic relay: defined in clause 7.2.2.2, and specifically, TMGI Monitoring Request and Response messages

-
Cell ID announcement procedure: defined in clause 7.2.2.3, and specifically Cell ID Announcement Request /Response messages.
-
Link-local address negotiation: defined in clause 7.1.2.2.X.
7.1.2
Procedures

Editor's note:
Describes the high-level operation, procedures and information flows for the solution.
ProSe direct communication one-to-one is composed of the following procedures:

-
Establishment of a secure layer-2 link over PC5.

-
IP address/prefix assignment between a remote UE and a ProSe UE-Network Relay.

-
Layer-2 link maintenance over PC5.
-
Layer-2 link release over PC5.
-
Link local address negotiation for isolated one to one communication.
7.1.2.1
Establishment of secure layer-2 link over PC5
Depicted in figure 7.1.2.1.1 is the procedure for establishment of secure layer-2 link over PC5:
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Figure 7.1.2.1.1: Establishment of secure layer-2 link over PC5
1.
UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication.

NOTE:
The link initiator (UE-1) needs to know the Layer-2 ID of the peer (UE-2) in order to perform step 1. As an example, the link initiator may learn the Layer-2 ID of the peer by executing a discovery procedure first or by having participated in ProSe one-to-many communication including the peer.

2.
UE-2 initiates the procedure for mutual authentication. The successful completion of the authentication procedure completes the establishment of the secure layer-2 link over PC5.

7.1.2.2
IP address assignment




In the ProSe UE-NW Relay case the relay acts as DHCP server or IPv6 default router for all Remote UEs that connect to it over a secure layer-2 link over PC5, detail procedures are described in clause 7.2.2.1 
UEs engaging in isolated (non-relay) one-to-one communication  use link-local addresses.
7.1.2.2.X
Link-local address negotiation for isolated ProSe one-to-one communication
Depicted in figure 7.2.2.X-1 is how UEs negotiate the link-local address used for isolated ProSe one-to-one communication.
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Figure 7.1.2.2.X-1: Link-local address negotiation
1. UE 1 includes the configured link-local address in the direct communication request message. To ensure the UE 2 can use the IP address of the PDN type it supports, UE 1 can include both an IPv4 address and an IPv6 address in the message.
2. UE 2 checks whether it supports the PDN type of the link-local address indicated by UE 1. If it supports, then UE 2 responds a direct communication response message (link-local address of UE 2).
7.1.2.3
Layer-2 link maintenance over PC5
The PC5 Signalling Protocol shall support keep-alive functionality that is used to detect that when the UEs are not in ProSe Communication range, so that they can proceed with implicit layer-2 link release.

NOTE:
It is left to Stage 3 to determine how and when the keep alive messages are used.

7.1.2.4
Layer-2 link release over PC5

Depicted in figure 7.1.2.4.1 is layer-2 link release procedure over PC5.
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Figure 7.1.2.4.1: Layer-2 link release over PC5

1.
UE-1 sends a Disconnect Request message to UE-2 in order to release the layer-2 link and deletes all context data associated with.

2.
Upon reception of the Disconnect Request message UE-2 responds with a Disconnect Response message and deletes all context data associated with the layer-2 link.
7.1.3
Impact on Existing Entities and Interfaces

Support for following PC5 functionality:

-
PC5 Signalling Protocol and procedures.

-
Additional mechanisms for IP address assignment.
7.1.4
Topics for further study for one-to-one ProSe Direct Communication

It is FFS whether the Direct Communication Request message (step 1 in figure 7.1.2.1.1) and the authentication messages (step 2 in figure 7.1.2.1.1) belong to the same or different protocols.

Resolution: PC5 signalling protocol is used for both Direct Communication Request message and authentication messages.
It is FFS whether there is a need for other mechanisms for IP address assignment (e.g. to assist service continuity between the direct path and the infrastructure path between the two UEs, or for the case of an isolated (i.e. non-relay) one-to-one communication).

Resolution: service continuity between the direct path and the infrastructure path is not supported. Mechanisms of IP address assignment for isolated ProSe one to one communication are depicted in clause 7.1.2.2.X.
It is FFS whether one-to-one communication requires real-time network authorisation when the two UEs are in coverage.

Resolution: in SA3 scope
It is FFS how Layer-2 ID for unicast communication is assigned to the UE, whether the same Layer-2 ID can be used for multiple layer-2 links for one-to-one communication and whether the same Layer-2 ID can be used for Source Layer-2 ID of both one-to-one and one-to-many communication. This FFS applies to both cases when bearer level security as defined by TS 33.303[11] is used and when it is not.
End of change
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