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********* Start of Changes ********

4.5.4
ePDG Selection

4.5.4.1
General

The UE may select the ePDG by static configuration or dynamically. Static selection shall take prescendence over dynamic selection. If the UE is not configured with an identity of an ePDG then the UE shall use dynamic ePDG selection.
A UE connected to one or multiple PDN GWs uses a single ePDG. In case of handover between ePDGs, the UE may be temporarily connected to two ePDGs.


4.5.4.2
Static selection

It shall be possible to configure the UE with an identity of an ePDG in its HPLMN. The ePDG identity can take the format of:

1)
An FQDN; or

2)
An IP address

If an FQDN address is configured the UE employs the DNS server function to obtain the IP address(es) of the ePDG(s). If the DNS server responds with:

a)
At least one IP address, the UE selects an IP address from the list returned in the DNS response; or

b)
No IP address is returned then the UE shall stop static ePDG selection.
Once the UE has an IP address either using DNS procedures or using a statically configured IP address, the UE initiates the IPsec tunnel establishment towards the IP address.
4.5.4.3
Dynamic selection.

If the ePDG needs to be dynamically selected when the UE roams in a VPLMN which VPLMN ID is known by the UE, the procedure is as follows:

-
The UE constructs an FQDN using the VPLMN ID as the Operator Identifier and employs the DNS server function to obtain the IP address(es) of the ePDG(s) in the VPLMN.

-
The UE selects an ePDG address from the list returned in the DNS response and initiates the IPsec tunnel establishment.

Otherwise if the ePDG needs to be dynamically selected the procedure is as follows:

-
The UE constructs an FQDN using the HPLMN ID and employs the DNS server function to obtain the IP address(es) of the ePDG(s).

-
The UE selects an ePDG address from the list returned in the DNS response and initiates the IPsec tunnel establishment.


4.5.4.4
ePDG redirection
After the UE performing the ePDG selection (either static or dynamic way) the UE initiates an IKEv2 tunnel establishment with the initially selected ePDG. During the tunnel establishment the 3GPP AAA server may trigger an ePDG redirection by sending an alterntive ePDG identity to the initially selected ePDG. Then the initially selected ePDG redirects the UE using the IKEv2 redirect mechanism towards the preferred ePDG(s) using the IP address or FQDN received from the 3GPP AAA server (see clause 7.X).
The ePDG identity sent by 3GPP AAA server can take the format of an FQDN or an IP address. If an FQDN address is configured the UE employs the DNS server function to obtain the IP address(es) of the ePDG(s):

-
If the DNS server responds with at least one IP address, the UE selects an IP address from the list returned in the DNS response. 
-
If no IP address is returned then the UE shall stop ePDG selection. 
Once the UE has an IP address either using DNS procedures or receiving it from the initially selected ePDG, the UE initiates the IPsec tunnel establishment towards the IP address.
The redirection decision can be based on the local policies configured by the HPLMN operator in the 3GPP AAA server, VPLMN identifier of the initially selectred ePDG, subscriber data, location information of the UE, emergency indication received from the UE or any combination of these parameters.
NOTE 1:
A HPLMN can force the use of an ePDG in the HPLMN with redirecting the UE to an ePDG in the HPLMN if the initially selected ePDG is in the VPLMN. This decision can depend on the subscribed services and the VPLMN ID of the initially selected ePDG. 
NOTE 2:
The redirection can also be used for location based ePDG selection. The 3GPP AAA server can use various methods to learn the location of the UE. E.g. the 3GPP AAA server receives the local IP address of the UE and in case of a global IP address this can give a hint about the location of the UE. If a 3GPP based access authentication is performed in the Untrusted WLAN (over SWa) then the 3GPP AAA server will have information about WLAN currently used by the UE and thus the location of the UE. The 3GPP AAA server can receive or fetch the location (e.g. location of the UE in cellular access) from the HSS. 
4.5.4.6
ePDG selection for emergency bearer services
In order to select an ePDG for emergency bearer services the UE follows the static or dynamic ePDG selection procedure but during the initiation of the tunnel establishment procedure the UE shall send an indication to the ePDG that the tunnel establishment is for emergency bearer services. The ePDG shall forward this information to the 3GPP AAA server. If the 3GPP AAA server finds that the UE shall use another ePDG for emergency bearer services (e.g. the initially selected ePDG does not support emergency bearer services) then the 3GPP AAA server shall use ePDG redirection procedure to redirect the UE to an appropriate ePDG.
When the UE can determine in which country it is, and if the UE is not in the same country of the HPLMN then the UE shall not initiate an IKEv2 tunnel establishment for emergency bearer services.

NOTE:
It is out of scope of the present specification to define how the UE can locate itself in a specific Geographical Area. When the UE is in coverage of a 3GPP RAT it can for example use information derived from the serving PLMN. When the UE is not in coverage of a 3GPP RAT it can use other techniques as determined by local regulations or GPS co-ordinates or UE implementation specific means.

********* Next Changes ********

7.X
ePGW redirection procedure
The ePDG redirection procedure is depicted in Figure 7.X-1 can be used by the HSS/AAA to force the assignment of a new ePDG to the UE upon receiving an IKEv2 tunnel establishment request to an ePDG over an untusted non-3GPP IP access. 
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Figure 7.X-1: ePDG redirection procedure
The following is a detailed description of the involved steps:

1)
The UE selects an initial ePDG according either static (see clause 4.5.4.2) or dynamic (see clause 4.5.4.3) ePDG selection mechanism.
2)
The UE initiates an IKEv2 tunnel establishment procedure with the initially selected ePDG. This implies an AAA exchange with the HSS/AAA. The HSS/AAA triggers the redirection of ePDG by sending a reallocation indication and the target ePDG identity in the AAA exchange. The ePDG forwards the identity of the target ePDG to the UE within IKEv2 signalling.
3)
The UE initiates an IKEv2 tunnel establishment with the target ePDG (see clause 4.5.4.4).

********* End of Changes ********
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