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Abstract of the contribution: Proposal to add more details to already existing solution 4 in 3GPP TR 23.720.

Discussion
The abstraction level in call flows of Solution 4 is inconsistent, as in some cases a very general flow name is used, whereas in other places a flow that can be correlated with protocol message is shown. It is proposed to show more details, as several decision points depend on the detailed signalling flow, such as

· Possible new RRC establishment cause values (up to RAN to decide)

· Encapsulation of small data payload in NAS message
· Connection release

It is also proposed to identify MME functionality inside the C-SGN and the related text and the initial analysis of the impacted system entities. This is more accurate, as MME is the control plane signalling entity inside C-SGN that contains also user plane elements. It is also stated that just like C-SGN, the MME in this solution is not a standard MME implementation, but has some specific functionalities to support CIoT.
Finally it is proposed to start collecting pros and cons related with this proposal inside the Solution 4, so that they will be readily available for conclusions on the solutions later on. 

The following changes are proposed on 3GPP TR 23.720
Proposal

***************** Start of changes **********************
6.4
Solution 4: CIoT Architecture for efficient non IP small data transmission
6.4.1
Description
The figure 6.4.1-1 shows the cellular IoT network architecture proposed for efficient non-IP small data transmission based on T5 interface. MTC-IWF protocol entity may be a standalone entity or combined with MME. 
Pre-requisite requirement for small data transfer is that the UE is attached to the network and the capabilities for small data service have been exchanged between the UE and the MME during EPS Attach or TAU.
Editor’s Notes: It is FFS whether to support IP data transmission by using T5 interface.



Figure 6.4.1-1: CIoT Architecture for small data transmission
The MTC-IWF has similar functions as defined in Rel-12 for T5 small data transmission.

6.4.1.1
Procedure

6.4.1.1.1
General

If the small data is non-IP data packet, the network can use T5 interface for data transmission.
NAS message containers that are already specified can be re-used at S1 interface and at radio interface.
Editor’s note: The choice of PDUs is left for stage 3 protocol groups.
6.4.1.1.2
MO small data transmission
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Figure 6.4.1.1.1.1-1: MO non IP based small data transmission
1.
Based on the request of transferring an SDT-PDU from an application, idle mode CIoT UE initiates a RRC Connection Request for sending a small data packet. 

2.
The CIoT RAN responds by sending RRC Connection Setup message. 

The CIoT RAN and MME can only establish signalling connection towards the UE.
Editor’s note: If TSG RAN decides to add new RRC establishment cause for small data, then UE shall indicate it in its RRC Connection Request.
3.
The UE encapsulates the SDT-PTU into a Uplink Generic NAS Transport message with Protocol type set to "SDT", and sends it as NAS PDU in RRC Connection Setup Complete.

The SDT-PDU includes header and payload data. Within the header, if not already done by the application, the UE fills the "SENDER" field with its MSISDN (if known) or External ID (if known) and places SCS/AS ID in the "RECEIVER" field. The sub address field may include the identity of the application. The UE performs any wanted security functions, i.e. integrity protection and/or encryption, if not already done by the application. The UE also assigns a sequence number for the small data message and includes in the message an indication on whether acknowledgement is required or not.
Editor's Note:
The exact format of RECEIVER ID is FFS.
4. 
The CIoT RAN forwards the NAS PDU to the MME in the S1AP Initial UE message.
5.
The MME decrypts the NAS message if necessary, obtains the SDT-PDU, and sends it over T5 interface using T5-AP protocol. If the SDT-PDU contains no sender ID, The MME adds a sender ID. If the subscription doesn't require home-routing, the MME determines the destination for the SDT-PDU by interrogating the HSS for the SDT Receiver ID and finds thereby the appropriate MTC-IWF. If the subscription requires home-routing, the MME determines the appropriate MTC-IWF from the UE's IMSI or sender ID. If MME determines from the Initial NAS message that the signalling connection is for small data, then MME does not send any UE context to eNB.

NOTE:
This avoids eNB performing RRC signalling to configure the UE for measurement reporting. 

6.
When the MTC-IWF receives the SDT-PDU on T5 interface, it determines the SCS/AS using the 'RECEIVER ID' field in the SDT-PDU header, and replaces IMSI (if indicated as sender ID) with MSISDN or External ID as 'SENDER ID'.

7.
The MTC-IWF forwards the SDT-PDU or SDU to the SCS/AS.

8.
The SCS/AS returns an appropriate response, i.e. a Tsp-AP-PDU-Ack to confirm the Tsp transfer of the SDT-PDU or the SDU, if an acknowledgment is requested.

9.
If an acknowledgement is requested, the MTC-IWF sends a T5-PDU-Ack to the MME
10.
The MME sends an NAS-PDU-Ack to the UE in Downlink Generic NAS Transport message..
11.
eNB forwards the NAS-PDU-Ack to UE.

13.
MME releases S1 connection

14.
eNB releases RRC connection
6.4.1.1.3
MT small data transmission
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Figure 6.4.1.1.1.2-1: MT non IP based small data transmission
1.
The SCS/AS sends a downlink small data SDT-PDU including the receiver UE ID and possibly a receiver sub-address to the MTC-IWF. The SCS/AS identifies the UE by its External Identifier. The SCS/AS indicates whether a delivery confirmation is required and possibly the message lifetime.

2.
On receiving downlink small data SDT-PDU from the SCS/AS, the MTC-IWF first interrogates the HSS for routing information (i.e. serving MME address), if a T5 association is not already established. Such associations may also last longer and might be used for all UEs that share the same MME and MTC-IWF pair. In this case the MTC-IWF may store the serving node address instead of a T5 association per UE. The IMSI of the UE is also retrieved to enable the MME to determine the UE.


The MTC-IWF also verifies with the help of the HSS whether the originator of the SDT-PDU is allowed to send small data to the UE.

3.
The MTC-IWF sends SDT-PDU together with an indication whether a delivery confirmation is needed and possibly a lifetime of the message to the serving node over T5 interface using T5-AP protocol. The IMSI of the UE is also included in the T5-AP message.

4.
If CIoT UE is in idle mode, the MME needs to buffer the received IP packet, and pages UE. 
5-7.
CIoT RAN pages UE, and the UE responds by identifying itself with S-TMSI and includes an appropriate establishment cause. RRC connection is set up and only signalling connection is established for the CIoT UE.
Editor’s note: If TSG RAN decides to add new RRC establishment cause for small data, then paging will indicate it and the UE shall include that same RRC establishment cause when responding to paging.

8-9.
The CIoT UE send a initial NAS message (e.g. Service Request or TAU Request without the active flag) as the paging response carrying the "KSI and sequence number" IE. The MME uses this to verify the message. 

10. 
Upon receiving the Service Request, the MME sends the SDT-PDU encapsulated in NAS PDU in S1 Downlink Generic NAS Transport message to the UE.
11.
CIoT RAN forwards the NAS PDU in Downlink Information Transfer message to the UE
12.
When the CIoT UE receives the SDT-PDU, it will deliver the SDT-PDU or the payload of SDT-PDU to the application, e.g. using receiver sub-address. If delivery confirmation is required, the application layer in the UE will ask the UE to send a NAS PDU ACK carrying confirmation in Uplink Information Transfer message towards the MME.

13.
CIoT RAN forwards the NAS PDU ACK in Uplink Generic NAS Transport message to the MME.

14.
The MME confirms the transfer towards MTC-IWF
15-16.
MME initiates context release and the RRC Connection is released.
17. The MTC-IWF confirms the transfer towards SCS/AS.


If the MME cannot deliver the PDU, e.g. because the UE is not reachable, it indicates this to the MTC-IWF. If the MTC-IWF stores the PDU once the lifetime permits, the MTC-IWF registers for being informed when the UE becomes active. The MTC-IWF indicates to the SCS/AS that the PDU is not delivered but stored and allocates a reference number and indicates it also to the SCS/AS.

6.4.2
Impacts on existing nodes and functionality

6.4.2.1
CIoT UE
UE already supports the necessary procedures, but the binding of the existing encapsulation mechanisms to small data needs to be considered. 
If the CIoT traffic needs to be prioritized at RRC connection setup, then a new establishment cause can be added. This new CIoT establishment cause may be indicated by CIoT RAN in paging and the CIoT UE will respond with the corresponding establishment cause when requesting for RRC connection establishment.
CIoT UE extracts the small data payload from Downlink Generic NAS Transport and forwards it to application. If small data acknowledgment is required, CIoT UE encapsulates it in the Uplink Generic NAS Transport message. 
6.4.2.2
CIoT RAN

If the CIoT traffic needs to be prioritized at RRC connection setup, then a new establishment cause can be added. This new CIoT establishment cause may be indicated by CIoT RAN in paging and the CIoT UE will respond with the corresponding establishment cause when requesting for RRC connection establishment.
6.4.2.2
MME
Additionally to providing the role of MME, the MME shall extract the small data payload from the T5-AP-PDU, and buffer it for the duration of the paging and RRC connection establishment. Upon receiving the initial NAS message, the MME shall send the small data payload to the UE encapsulated in Downlink NAS Transport message.
There is no need to set up the user plane and AS security for small data transport.
MME shall initiate the UE context release, when the Uplink NAS Transport message corresponding to the Downlink NAS Transport message containing the small data payload is received. 
Editor’s note: The condition for the MME criteria to release UE context is TBD, and it should not require MME to be aware of the small data payload semantics.
6.4.3
Solution Evaluation


This solution has got the following advantages:

1.
Re-use of existing data flows and messages to encapsulate small data payload
2.
Re-use of existing security procedures with no changes.

3.
Signalling-only small data transfer requires neither user plane resources nor combined attach
4.
Flexible SD message payload size is constrained only by RAN design 
5.
Session-less one-shot messages are efficient way to provide small data transport.
6.
Existing always-on paradigm is not affected, as this small data solution works with or without always-on.
This solution has got the following disadvantages:

1.
Complete re-use is not possible, but the implementation of the affected nodes needs to change for CIoT.
***************** End of changes **********************
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