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Abstract of the contribution: 
Alignment of CIoT terminology throughout the TR23.720.

Background: A focus has been put in 3GPP since Rel-10 and especially as of Rel-12 on a particular segment of Cellular IoT i.e. low-power, low throughput IoT over wide area coverage, commonly dubbed as “LPWA” i.e. low-power wide area, supported by low complexity, power efficient devices. LTE Cat. 0 UE was defined in Rel-12, LTE Cat. “-1” UE is being defined in Rel-13 and further work is expected. 

It is important that any evolution of the S1 interface within the scope of the FS_AE_CIoT work not be restricted to one particular RAT solution but be generic. For example, it ought to be applicable to NB-CIoT and LTE Cat. 0.

Some instances of “Narrowband Cellular IoT” used in the TR are unnecessarily restrictive, while “CIoT” used throughout the TR could be considered too vague.
Proposal: Cellular IoT (CIoT) terminology is defined and used consistently throughout the TR. Instances of narrowband CIoT / NB-CIoT that are not specific to the NB-CIoT solution in TR45.820 are also corrected. Misc. editorial corrections are made. See the proposed changes in the following pages.

**** FIRST CHANGE ****
1
Scope

The present document studies and evaluates the architecture enhancement to support ultra-low complexity, power constrained, and low data-rate ‘Internet of Things’ devices.

The study will consider architecture enhancements/simplifications in the following areas:

· Support of highly efficient handling of frequent and infrequent small data transmissions (e.g. based on the traffic model in TR 45.820) with minimised overhead for system signalling without compromising e.g. security.

· Support of power consumption optimisations and/or using existing ones that have been developed for EPS or GPRS.

· Assessing simplification of Mobility Management and Session Management procedures. 

· Support of paging optimisations for UEs requiring coverage enhancements.

The present document will also consider system architecture alternatives to address the points above.

**** NEXT MODIFIED SECTION ****
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.368 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

<defined term>: <definition>.


Cellular IoT (CIoT): Internet of Things using 3GPP technology.
Editor’s Note: the final definition will be coordinated with TSG RAN.
CIoT RAT: a 3GPP Radio Access Technology for Cellular IoT supporting the traffic models defined in sub-clause 4.3 and ultra-low complexity, power constrained, and low data-rate ‘Internet of Things’ devices.

Editor’s Note: the final definition will be coordinated with TSG RAN.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

CIoT
Cellular IoT
C-SGN
CIoT Serving Gateway Node

DRX
Discontinuous Reception
IoT
Internet of Things
MTC
Machine Type Communications

M2M
Machine-to-Machine




4
Architectural Considerations and Assumptions

4.1
Architectural Reference Model for Cellular IoT


[image: image6.emf]
Figure 4.1-1: Architectural reference model
NOTE: S1* indicates modification needed to S1 interface to support Cellular IoT.

**** NEXT MODIFIED SECTION ****
5
Key Issues
5.1
Key Issue 1 - Architecture Reference Model for Cellular IoT 
5.1.1
Description

This key issue aims to describe a architecture reference model that is appropriate to fulfil the requirements of Cellular IoT (CIoT) for ultra-low complexity and low throughput ”Internet of Things” devices that may also be constrained e.g. with regard to processing power, memory, battery capacity, etc.

This will address high level Architecture Reference Model, network elements and reference point for CIoT. 

Editor’s Note: Architecture reference model may be referenced by solution to other key issue.

Editor’s Note: Once common Architecture Reference Model for CIoT is agreed it can be moved under clause 4.
**** NEXT MODIFIED SECTION ****
5.2
Key Issue 2 - Efficient support of infrequent small data transmission for Cellular IoT
5.2.1
Description

This key issue aims to provide solution to support highly efficient handling of infrequent small data transmissions for ultra-low complexity, power constrained, and low data-rate ‘Internet of Things’ devices, called CIoT devices. It is expected that the number of such devices will increase exponentially but the data size per device will remain small. Infrequent small data traffic characteristics for MTC applications (as described in Annex E of TR 45.820 [4]) may lead to inefficient use of resources in the 3GPP system. It is to be noted that the existing E-UTRAN/EPC (i.e. S1-based) architecture might not be best optimized for infrequent small data transfer and therefore, would require optimizations to support data handling for CIoT devices.

**** NEXT MODIFIED SECTION ****
5.3
Key Issue 3 - Efficient support of tracking devices using small data transmission for Cellular IoT 
5.3.1
Description
This key issue aims to provide solution to support highly efficient handling of tracking devices using small data transmissions for ultra-low complexity, power constrained, and low data-rate ‘Internet of Things’ devices, called CIoT devices. It is expected that the number of such devices will increase exponentially but the data size per device will remain small. Small data traffic characteristics for tracking MTC applications may lead to inefficient use of resources in the 3GPP system. It is to be noted that the existing E-UTRAN/EPC (i.e. S1-based) architecture might not be best optimized for tracking devices using small data transfer and therefore, would require optimizations to support data handling for CIoT devices. Support of tracking devices is not expected to fit within the GERAN TR 45.820 traffic models for the inter-arrival time periodicity.

5.3.2
Architectural Requirements 

For architecture requirements, see sub-clause 6.4 for ‘Efficient support of infrequent small data transmission for Cellular IoT’.

Editor’s Note:  It is FFS if there are additional architecture requirements for frequent small data transmissions. 

5.3.3
Traffic model for efficient support of tracking devices using small data transmission for Cellular IoT
5.3.3.1
Mobile Autonomous Reporting (MAR) periodic tracking reports

Periodic uplink reporting is expected to be common for tracking cellular IoT applications in different sectors, e.g. transportation (automotive industry, fleet management, railroad), health and medical (patient monitoring, sports), asset management (tracking/location management). 

This is a relevant use case for CIoT. It is not expected to fit within the GERAN TR 45.820 Traffic model. 

The traffic models are for further study. Input from RAN is expected.

5.4
Key Issue 4 - Support of efficient Paging area management for Cellular IoT
5.4.1
Description

SA2 has been discussing paging optimization issue due to the scarce of radio interface resources and core network interface resources in regard to no/low mobility devices. Accordingly, it has been discussed the availability of paging only to last used eNB/cell rather than whole cells in Tracking Areas of the UE in order to save paging resources both for radio interface and core network interface.

The issue “Scarcity of paging resource” is more serious for Cellular IoT due to following several reasons.

-
the number of CIoT devices much higher than legacy cellular devices in a given area;

-
CIoT RAT operating in narrowband spectrum may not supply enough paging resources and the number of UE Identities (S-TMSI, IMSI) which is included in a single paging message would be very limited due to small message size compared to legacy access system (e.g. E-UTRAN);

-
the coverage enhancement is mandatory requirement so each paging message may occupy long period of time (e.g. repetition of same paging message).

The majority of Cellular IoT devices would have no/low mobility characteristic. Therefore limiting the paging area to cell(s) rather than paging to whole eNB(s)/cell(s) in Tracking Area(s) is more appropriate and beneficial in terms of save of paging resources.

However the last known cell info which is informed to MME when the UE is entering idle mode may not be accurate even for the stationary CIoT device. The serving cell can be changed while the UE does not move due to various reasons such as radio load condition change and neighbouring condition changes (i.e. blocked by new building). Also not only the no mobility UEs but also the low mobility UEs, limiting those paging areas is beneficial and necessary since the low mobility UE will not move wide range of area in a given time. Therefore paging area management in order to limit smaller paging area is required for paging optimisation for Cellular IoT devices.

**** NEXT MODIFIED SECTION ****
5.5
Key Issue 5: Selection of CIoT-EPC Dedicated Core Network
5.5.1
Description
There may be one or more EPC dedicated core networks supporting CIoT (CIoT-EPC). Depending on RAN work, a CIoT-EPC DCN may be connected to both the E-UTRAN and CIoT RAN. This key issue is to determine how to select a CIoT-EPC DCN for IoT devices. Redirection of CIoT devices is assumed to use existing DECOR functionality.
**** NEXT MODIFIED SECTION ****
5.6
Key Issue 6 - Support of Non IP data 

5.6.1
Description
 It is not uncommon to find applications in the machine-to-machine world which utilize Non-IP data e.g. 6LowPAN, MQTT-SN etc. When such applications are deployed in the mobile domain (over CIoT) then such Non-IP data needs to be transferred between Application/Service Capability servers and CIoT devices. Therefore, how to facilitate the transfer of such non-IP data needs to be investigated.

**** NEXT MODIFIED SECTION ****
6
Solutions
6.1
Solution 1: Lightweight CN architecture for CIoT 
**** NEXT MODIFIED SECTION ****
6.2
Solution 2: Infrequent small data transmission using pre-established NAS security
6.2.1
Description

The solution is based on the Lightweight CN architecture for CIoT in sub-clause 6.1. Typically, the PGW is only used for roaming case. For non-roaming case, C-SGN can be the termination of SGi interface and C-SGN can send/receive data on SGi directly.
Procedure for single MO IP packet (and response):
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Figure 6.2.1-1: CIoT Small data transmission for MO
1.    The mobile already performs Attach activating a default PDN connection.

The finally selected C-SGN makes sure to establish secure exchange of NAS messages, i.e. to use encryption of NAS signalling messages.

The finally selected C-SGN performs P-GW selection taking into account the UE’s roaming status and possible other information, e.g. specific APNs. 

The UE requests the UE's AS to establish an RRC connection. A new NAS message format is used to carry the IP packet in an encrypted IE. The UE can also indicate whether acknowledgment/response to the IP packet is expected or not. There is no need to set up the user plane and AS security.
NOTE:
It is RAN decision how to transfer the small data NAS PDU over the radio interface for CIoT RAT.

The unencrypted part of this new NAS PDU carries the "eKSI and Sequence Number" IEs as usual for encrypted NAS messages. The C-SGN uses this, and the S-TMSI, to identify the security context to decrypt the IP packet.

2.    The CIoT RAN forwards NAS PDU and the indication on whether ack/response is expected to the C-SGN in the initial UE message.
3.    The C-SGN decrypts the NAS message, obtaining the IP packet.

The C-SGN retrieves the P-GW IP address and TEID, forms the GTP packet and sends it to the P-GW.
Editor’s Note: It is FFS whether GTP-U tunnel will be needed on S8 or GTP-C only can be used to send the small data packets to PGW. 
The P-GW forwards the IP packet on to the SGi interface.

4.    If no acknowledgment/response to the IP Packet is expected (based on the subscriber information and the indication from the UE), the C-SGN immediately releases the connection. Otherwise, when a (response) IP packet arrives in the P-GW, the P-GW forms the GTP packet and sends it to the C-SGN. 

5.    The C-SGN encrypts the NAS message with the downlink IP packet and sends the downlink NAS transport message to the CIoT-RAN. C-SGN releases the signalling connection after the timer monitoring the connection expires.
6.    CIoT-RAN sends the Downlink Information Transfer including the NAS message to UE and also releases the RRC connection after the timer monitoring the connection expires.

Procedure for single MT IP packet delivery

This uses similar concepts to the MO case described above.
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Figure 6.2.1-2: CIoT Small data transmission for MT 
1.    P-GW sends the GTP packet to the C-SGN. 
Editor’s Note: It is FFS whether GTP-U tunnel will be needed on S8 or GTP-C only can be used to send the small data packets. 
2.    If there is no signalling connection with the UE, the C-SGN buffers the received IP packet(s), and pages UE. The UE sends the Service Request message to C-SGN. 
3.    The C-SGN then sends the IP packet in an encrypted IE in a NAS PDU in a Downlink NAS Transport message and the CIoT-RAN sends the NAS PDU onto the UE. There is no need to set up the user plane and AS security.
4.    The UE might send a packet as an acknowledgement that is sent in an encrypted IE in a NAS PDU in an UL Information Transfer message. The CIoT-RAN forwards the NAS PDU to the C-SGN. After the timer monitoring the connection expires, the C-SGN, UE and CIoT-RAN release the connection locally.
5.    The C-SGN decrypts the IE, adds the GTP header and forwards it to the P-GW.
**** NEXT MODIFIED SECTION ****
6.4
Solution 4: CIoT Architecture for efficient non IP small data transmission
6.4.1
Description
The figure 6.4.1-1 shows the Cellular IoT network architecture proposed for efficient non-IP small data transmission based on T5 interface. 

Editor’s Notes: It is FFS whether to support IP data transmission by using T5 interface.
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Figure 6.4.1-1: CIoT Architecture for small data transmission
The MTC-IWF has similar functions as that defined in Rel-12 for T5 small data transmission.

**** NEXT MODIFIED SECTION ****
6.6
Solution 6: User plane based solution with enhanced ECM-CONNECTED state
6.6.1
Description
6.6.1.1
Underlying assessment
In order to assess the type of enhancement we need to analyse the expected needs: to this effect let us consider the traffic models used by GERAN for CIoT evaluation in TR 45.820[4] and also reported in Table 4.3-1.

The main evaluation scenarios to be considered are related to static or quasi static devices, which, also due to the expected LPWA typical cell radius, imply a quite unlikely change of cell during the transmission of data or subsequent transmission of data.

Observation 1: The evaluation of the system level solutions and the Radio for Cellular IoT assumes the UE is Static or quasi static, based on the GERAN traffic models.

Observation 2: A UE will not change cell frequently within expected time windows when the rare MTC data transfer transactions occur.

Therefore, it is possible and efficient to have a solution where the UE is supporting mobility based on RRC connection re-establishment while the UE is in an "enhanced ECM-CONNECTED" state, i.e. a state where the UE location is known on a cell basis in the eNB and on a eNB basis in the SGW and MME, while the user plane functions retain user plane transport primary role. This is because the RRC reconnections subsequent to cell change (and even more so the eNB changes) should be relatively infrequent and the additional data plane set up overhead is compensated by subsequent UL and DL data transfer efficiency, and also by the broader applicability to other use cases than the lowest end MTC applications. 

**** NEXT MODIFIED SECTION ****
6.8
Solution 8: Cell based paging area update for efficient paging area management
6.8.1
Description

The main idea of this solution is to provide accurate cell info (e.g. change of serving cell when the UE is in idle mode) to allow the Core Network to limit the paging area to only cell(s) that the UE exists actually. The proposed “Cell based area update” procedure is applicable to no/low mobility UEs based on negotiation between UE and Core Network (e.g. MME). The UE applying ‘Cell based area update’ should report the change of serving cell to Core Network while UE is in idle mode. In order to reduce the frequent report of cell change, the UE can report additional cell list depends on network configuration.
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Figure 6.8.1-1: Procedure of Cell based area update determination

1.
An UE indicates ‘cell based area update’ capability to MME during the Attach/TAU procedure.
2.
Then MME can determine the applicability of ‘cell based area update procedure’ based on the subscription info (e.g. stationary).
3.
When the MME accept the ‘cell based area update’ procedure of the UE, the MME can provide optional parameter Max_Cell_N value. The UE is allowed to report multiple cells ‘Paging area’ within the range, to avoid frequent cell change report.

4.
UE performs cell based area update procedure if the service cell is changed. When the UE receives ‘Max_Cell_N’, UE may derive ‘Paging area’ and the Paging area is comprised of neighbouring cells excluding serving cell. UE reports this Paging area along with serving cell during cell based area update procedure. The number of cells for the Paging area should not exceed ‘Max_Cell_N’. The ‘Paging area’ can be overlapped cell(s). The UE is not required to perform cell based area update procedure if the UE moves within the previously reported “Paging area” and serving cell info.

Then the MME maintains the paging area which is comprised of reported serving cell and Paging area previously reported by the UE. The MME limits paging to the paging area for the UE.

Editor’s note:
How to support the cell based area update procedure for low mobility UE is FFS.

Editor’s note:
The interaction between the cell based area update procedure and the Tracking Area Update procedure is FFS.
6.8.2
Impacts on existing nodes and functionality
Impacts on UE:

-
Support cell based area update procedure, indicating the capability during Attach/TAU
Impacts on CIoT RAT:

-
No impacts for this issue.

Impacts on MME:

-
Support cell based area update procedure. Maintaining the paging cell list which is provided by the UE and limiting the paging to the cells for the UE.

**** NEXT MODIFIED SECTION ****
6.10
Solution 10: Support for “non IP” PDN types

6.10.1
Description

6.10.1.1
General
Some of the CIoT devices may not use normal IP services. For example, there are already specific protocol optimization for the low power networking defined, e.g. 6LoWPAN [10][11][12].These protocol adaptations provided the efficient ways of header compression and operation optimization to allow efficient transmission of data with small frame size. Therefore, current header compression mechanism for E-UTRAN is no longer necessary.

It would be therefore useful to support setting up a non-IP PDN connection/PDP context to allow such protocol to be used by the CIoT UE towards the application server in the network. The P-GW in this case can be a transparent gateway, and the CIoT UE can talk to the specific application server directly using these alternative protocols. No IP specific procedure is required on P-GW.

**** NEXT MODIFIED SECTION ****
6.12
Solution 12: Solution on simplification of MM and SM procedures

6.12.1
Description

6.12.1.1
Simplification of MM and SM messages

To support efficient handling of infrequent small data transmissions for CIoT devices, the Mobility Management and Session Management messages shall be simplified (including S1 and Gb case) as follows.

NOTE 1:
The simplification of MM and SM messages in this solution aims to provide some guidance for the further work in CT1.

Table 6.12.1.1-1 Simplification of MM and SM messages (S1)

	Procedures
	Messages
	Needed or Not
	Consideration

	EMM common procedures

	GUTI reallocation
	GUTI reallocation command
	Needed
	Essential for DÉCOR HSS initiated Dedicated Core Network Reselection.

	
	GUTI reallocation complete
	Needed
	

	Authentication
	Authentication request
	Needed
	To be further studied by SA3.

	
	Authentication response
	Needed
	

	
	Authentication reject
	Needed
	

	
	Authentication failure
	Needed
	

	Security mode control
	Security mode command
	Needed
	

	
	Security mode complete
	Needed
	

	
	Security mode reject
	Needed
	

	
	Security protected NAS message
	Needed
	

	Identification
	Identity request
	Needed
	The NW may request UE to provide IMSI or IMEI.

	
	Identity response
	Needed
	

	EMM information
	EMM information
	Needed
	The NW may provide UTC + time zone to UE.
Time handling can be handled on application level, leaving this as not needed.

	
	EMM status
	Needed
	UE may report error conditions. 

	EMM specific procedures

	Attach
	Attach request
	Needed
	UE attaches to NW.

	
	Attach accept
	Needed
	

	
	Attach complete
	Needed
	

	
	Attach reject
	Needed
	

	Detach
	Detach request (UE initiated)
	Needed
	UE detaches from NW.

	
	Detach request (NW initiated)
	Needed
	

	
	Detach accept (UE initiated)
	Needed
	

	
	Detach accept (NW initiated)
	Needed
	

	Tracking Area Update
	TAU request
	Needed
	UE updates the TA.

	
	TAU accept
	Needed
	

	
	TAU reject
	Needed
	

	
	TAU complete
	Needed
	

	EMM connection management procedures

	Service Request
	Service request
	Needed
	UE triggers SR or responds to paging.

	
	Service reject
	Needed
	

	
	Extended service request
	Not
	CSFB is not used.

	Transport of NAS message
	DL NAS transport
	Needed
	To transport SMS.

	
	UL NAS transport
	Needed
	

	Generic transport of NAS message
	DL generic NAS transport
	Needed
	To carry some application protocol message.

	
	UL generic NAS transport
	Needed
	


	ESM procedures

	Network initiated ESM procedures
	Activate default EPS bearer context request
	Needed
	To activate the default bearer.

	
	Activate default EPS bearer context accept
	Needed
	

	
	Activate default EPS bearer context reject
	Needed
	

	
	Activate dedicated EPS bearer context request
	Not
	Dedicated bearer is not needed.

	
	Activate dedicated EPS bearer context accept
	Not
	

	
	Activate dedicated EPS bearer context reject
	Not
	

	
	Modify EPS Bearer context request
	Needed
	To transport PCO. Need further consideration if CIoT can live without the info transported as PCO.

	
	Modify EPS Bearer context accept
	Needed
	

	
	Modify EPS Bearer context reject
	Needed
	

	
	Deactivate EPS bearer context request
	Not
	Only one bearer used so UE will be detached once the bearer is deactivated.

	
	Deactivate EPS bearer context accept
	Not
	

	UE requested ESM procedures
	PDN connectivity request
	Needed
	To establish the PDN connection.

	
	PDN connectivity reject
	Needed
	

	
	PDN disconnect request
	Not
	Only one PDN connection used so UE will be detached once the PDN connection is disconnected.

	
	PDN disconnect reject
	Not
	

	
	Bearer resource allocation request
	Not
	Dedicated bearer not supported.

	
	Bearer resource allocation reject
	Not
	

	
	Bearer resource modification request
	Not
	

	
	Bearer resource modification reject
	Not
	

	Miscellaneous procedures
	ESM information request
	Needed
	NW may request UE to provide APN or PCO.
Need further consideration if CIoT can live without the APN and the info transported as PCO 

	
	ESM information response 
	Needed
	

	
	Notification
	Not
	SRVCC or IMS not supported.

	
	ESM status
	Needed
	The error conditions report.


Table 6.12.1.1-2 Simplification of GMM and SM messages (Gb)
	Procedures
	Messages
	Needed or Not
	Consideration

	Attach
	Attach request
	Needed
	UE attaches to NW.

	
	Attach accept
	Needed
	

	
	Attach complete
	Needed
	

	
	Attach reject
	Needed
	

	Detach
	Detach request (UE initiated)
	Needed
	UE detaches from NW.

	
	Detach request (NW initiated)
	Needed
	

	
	Detach accept (UE initiated)
	Needed
	

	
	Detach accept (NW initiated)
	Needed
	

	P-TMSI reallocation
	P-TMSI reallocation command
	Needed
	Essential for DÉCOR HSS initiated Dedicated Core Network Reselection.

	Authentication and ciphering
	Authentication and ciphering request
	Needed
	To be further studied by SA3.

	
	Authentication and ciphering response
	Needed
	

	
	Authentication and Ciphering Failure
	Needed
	

	
	Authentication and ciphering reject
	Needed
	

	Identity
	Identity request
	Needed
	The NW may request UE to provide IMSI or IMEI.

	
	Identity response
	Needed
	

	RAU
	Routing area update request
	Needed
	UE updates the RA.

	
	Routing area update accept
	Needed
	

	
	Routing area update complete
	Needed
	

	
	Routing area update reject
	Needed
	

	GMM Status
	GMM Status
	Needed
	UE may report error conditions.

	
	GMM information
	Needed
	The NW may provide UTC + time zone to UE.
Time handling can be handled on application level, leaving this as not needed.

	Activate PDP context
	Activate PDP context request
	Needed
	To activate the PDP context.

	
	Activate PDP context accept
	Needed
	

	
	Activate PDP context reject
	Needed
	

	
	Activate Secondary PDP Context Request
	Not
	Secondary PDP context is not needed.

	
	Activate Secondary PDP Context Accept
	Not
	

	
	Activate Secondary PDP Context Reject
	Not
	

	
	Request Secondary PDP Context Activation
	Not
	

	
	Request Secondary PDP Context Reject
	Not
	

	
	Request PDP Context activation
	Not
	No need for NW to initiate the PDP context activation.

	
	Request PDP Context activation reject
	Not
	

	Modify PDP context
	Modify PDP context request 
	Needed
	To transport the PCO. Need further consideration if CIoT can live without the info transported as PCO.

	
	Modify PDP context accept
	Needed
	

	
	Modify PDP context reject
	Needed
	

	Deactivate PDP context
	Deactivate PDP context request
	Not
	Only one PDP context used so UE will be detached once the PDP context is deactivated.

	
	Deactivate PDP context accept
	Not
	

	Notification
	Notification
	Not
	SRVCC or IMS not supported.

	SM status
	SM status
	Needed
	The error conditions report.

	Activate MBMS
	Activate MBMS Context Request
	Not
	MBMS not supported.

	
	Activate MBMS Context Accept
	Not
	

	
	Activate MBMS Context Reject
	Not
	

	
	Request MBMS Context Activation
	Not
	

	
	Request MBMS Context Activation Reject
	Not
	


NOTE 2:
The simplification of MM and SM messages may depend on the specific solution.

NOTE 3:
The simplification of security related messages depends on SA3 study.

**** END OF CHANGES ****
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