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Abstract of the contribution: This document addresses the incoming LS reply from SA1 (S1-152747) related to Group Member Discovery. It proposes to define a group for Group Member Discovery (GMD Group).
1
Discussion

In their liaison statement for the SA2#110AH meeting (S1-152747) SA1 have clarified the requirements for Group Member Discovery:
Q1: SA3 would like to ask SA1 whether there is a requirement for Group Member Discovery? If so, what are the use cases and requirements for Group Member discovery. In particular whether, for UEs to discover other UEs they only need to be members of its group. (Note: as in ProSe one-to-many protection, this provides assurance that a member of the group is present, but not a specific individual). SA3 could not find any SA1 requirements in TS 22.278 corresponding to Group Member discovery.

SA1 would like to answer that whilst there is no explicit concept of Group Member Discovery in TS 22.278 currently, ‘Group Member Discovery’ could implicitly follow the service requirements for Restricted Discovery. Within this concept, the authorisation for discovering members be set or determined corresponding to the membership of a particular group.

Q3: Do such groups for Group Member Discovery need to be the same as a group for one-to-many communications? If not, is this an expectation? 

SA1 would like to answer that ProSe Discovery and Communication are separate features. Consequently, a group for Group Member Discovery is not required to be the same as a group for ProSe one-to-many Communication. 

As clarified in the highlighted text, the authorisation for [Group Member] discovery is set or determined based on membership to a particular group (“a group for Group Member Discovery”) and this group need not be the same as the group for one-to-many ProSe Direct Communication.

The group for one-to-many ProSe Direct Communication defined in Rel-12 is identified with the ProSe Group Layer-2 ID and has associated security credentials used for securing the user plane.
In contrast, there is currently no notion of “a group for Group Member Discovery”.

This contribution proposes, based on the SA1 LS reply, to define a “GMD Group” (short for “Group Member Discovery Group”) with the following characteristics:
-
GMD Group identifies a set of Public Safety users that are authorised to discover each other using Group Member Discovery;
-
A user can be associated with more than one GMD Groups;

-
A GMD Group is identified with a GMD Group ID;

-
The set of users identified by a GMD Group ID can be the same as or different from the set of user identified with a ProSe Layer-2 Group ID;
-
GMD Group ID is associated with a security credential that is used to secure Group Member Discovery.
NOTE: Although security is in the SA3 scope, it is logical to assume that Group Member Discovery needs to be secured. TR 33.833 clause 7.4.1 already includes a set of threats (tracking, impersonation, replay) and set of requirements (minimise possibility of tracking, confidentiality of information in the discovery message) that need to be addressed for Group Member Discovery.

2
Proposal

Based on the previous discussion it is proposed to agree the definition of GMD Group (a group for Group Member Discovery) as proposed in the TR 23.713 pCR below.
Also provided below are draft changes that would be needed to TS 23.303. We have used the text in CR0186R1 as the basis. If agreeable, the changes are to be piggybacked on any further revisions of CR0186R1.
It is also proposed to send an LS to SA3 informing them of the change.

###################### PROPOSED CHANGE IN TR 23.713 ##############################

6.1.2
Procedures

6.1.2.1
General

The following use cases for public safety discovery are supported:
-
UE-to-Network Relay Discovery.

-
Group Member Discovery i.e. determination of which user(s) are in ProSe Communication range at any given time.

-
UE-to-UE Relay Discovery.

The authorisation for Group Member Discovery is determined based on membership to a particular GMD Group (Group Member Discovery Group). The GMD Group has the following characteristics:

-
GMD Group identifies a set of Public Safety users that are authorised to discover each other using Group Member Discovery.
-
A user can be associated with more than one GMD Groups.
-
A GMD Group is identified with a GMD Group ID.
-
The set of users identified by a GMD Group ID can be the same as or different from the set of user identified with a ProSe Layer-2 Group ID.
-
GMD Group ID is associated with a security credential that is used to secure Group Member Discovery.

NOTE 0:
The use of GMD Group ID in discovery messages (if any) will be defined in SA WG3 specifications.

The following parameters are common to all of UE-to-Network Relay Discovery, Group Member Discovery and UE-to-UE Relay Discovery:

-
Message type: Announcement (Model A) or Solicitation/Response (Model B) , Relay Discovery Additional Information (Model A).

-
Discovery type: indicates whether this is UE-to-Network Relay Discovery, Group Member Discovery or UE-to-UE Relay Discovery.

The following parameters are used in the UE-to-Network Relay Discovery Announcement message (Model A):

-
ProSe Relay UE ID: link layer identifier that is used for direct communication and is associated with a Relay Service Code. 

-
Announcer info: provides information about the announcing user.
-
Relay Service Code: parameter identifying a connectivity service the ProSe UE-to-Network Relay provides to Public Safety applications. The Relay Service Codes are configured in a ProSe UE-to-Network relay for advertisement. Additionally, the Relay Service Code also identifies authorized users the ProSe UE-to-Network relay would offer service to, and may select the related security policies or information e.g. necessary for authentication and authorization between the Remote UE and the ProSe UE-to-Network Relay (e.g. a Relay Service Code for relays for police members only would be different than a Relay Service code for relays for Fire Fighters only, even though potentially they provided connectivity to same APN e.g. to support Internet Access). The definition of values of the Relay Service Code are out of scope of ProSe specification.
-
Radio Layer Information: contains information about the radio layer information, e.g. radio conditions between the eNB and the UE-to-Network Relay, to assist the Remote UE selecting the proper UE-to-Network Relay.

Editor's Note: The details of Radio Layer Information parameters are to be identified and if agreed then to be defined by RAN WGs.

NOTE 1: A ProSe Relay UE ID should be uniquely associated with a Relay Service Code.
NOTE 2: ProSe Relay UE ID in the announcement message does not imply that the ProSe UE-to-Network Relay has established the indicated connectivity to the network.
The following parameters are used in the UE-to-Network Relay Discovery Solicitation message (Model B):

-
Discoverer info: provides information about the discoverer user.
-
Relay Service Code: information about connectivity that the discoverer UE is interested in. The Relay Service Codes are configured in the Prose Remote UEs interested in related connectivity services.
-
ProSe UE ID: link layer identifier of the discoverer that is used for direct communication (Model B).
The following parameters are used in the UE-to-Network Relay Discovery Response message (Model B):

-
ProSe Relay UE ID: link layer identifier that is used for direct communication and is associated with a Relay Service Code.
NOTE 3:
It is up to stage 3 specifications how the ProSe UE-to-Network Relay indicates in the response message which Relay Service Code it can support.

NOTE 4:
a ProSe Relay UE ID should be uniquely associated with a Relay Service Code.

NOTE 5:
ProSe Relay UE ID in the response message does not imply that the ProSe UE-to-Network Relay has established the indicated connectivity to the network.
-
Discoveree info: provides information about the discoveree.

-
Radio Layer Information: contains information about the radio layer information, e.g. radio conditions between the eNB and the UE-to-Network Relay, to assist the Remote UE selecting the proper UE-to-Network Relay.

Editor's Note: The details of Radio Layer Information parameters are to be identified and if agreed then to be defined by RAN WGs.

The following parameters are used in the Group Member Discovery Announcement message (Model A):

-
ProSe UE ID: link layer identifier that is used for subsequent direct communication.

-
Announcer info: provides information about the announcing user.

The following parameters are used for Group Member Discovery Solicitation message (Model B):

-
Source ProSe UE ID: link layer identifier of the source UE that is used for subsequent direct communication.

-
Discoverer info: provides information about the discoverer user.

-


-
Target Info: provides information about the targeted discoverees (single user or group).

The following parameters are used for Group Member Discovery Response message (Model B):

-
ProSe UE ID: link layer identifier that is used for subsequent direct communication.
-
Discoveree info: provides information about the discoveree.
The following parameters are used for UE-to-UE Relay Discovery:

-
ProSe UE ID: link layer identifier that is used for direct communication.

-
Announcer/Discoverer info: provides information about the announcing or discoverer user.

-
Remote User Info: provides information about the user of a Remote UE.
-
Discoveree info (Model B): provides information about the discoveree.
The following parameters can be used in Relay Discovery Additional Information:
-
ProSe Relay UE ID: link layer identifier that is used for direct communication and is associated with a Relay Service Code.
-
Announcer info: provides information about the announcing user.
- 
TMGI: indicates the MBMS service the ProSe UE-Network Relay is relaying

- 
ProSe Layer-2 Group ID: link layer identifier of the group that transmits the MBMS traffic corresponding to the TMGI.
- 
ECGI: indicates the ECGI of the serving cell of the ProSe UE-Network Relay

A single Relay Discovery Additional Information Message may carry: 

- 
the EGCI that the ProSe UE-Network Relay is camped on or; 

- 
one or more advertised TMGIs and their corresponding ProSe Layer-2 Group IDs up to the maximum allowed message size or;

 - 
the EGCI that the ProSe UE-Network Relay is camped on and one or more advertised TMGIs and their corresponding ProSe Layer-2 Group IDs up to the maximum allowed message size.
The following parameters have a fixed size of maximum 64 bits: Announcer Info, Discoverer Info, Discoveree Info and Target Info. The definition of these parameters is out of ProSe scope.
NOTE 6: 
The size of these parameters is to be reviewed during Stage 3 work.
NOTE 7: 
Any mapping between application layer user identifiers of larger size to the fixed size of Announcer/ Discoverer/ Discoveree Info or Target Info is out of ProSe scope.
The Announcer Info, Discoverer Info and Discoveree Info refer to the same parameter that takes on a different name depending on the Public Safety Discovery message. It is provided to the UE during provisioning time (e.g. similar to how ProSe Layer-2 Groups are provisioned in Rel-12). 
The Relay Service Code(s) are provided to the UE and ProSe UE-to-Network Relay during provisioning time (e.g. similar to how ProSe Layer-2 Groups are provisioned in Rel-12). It is assumed that the remote UEs are provisioned in advance with the Relay Service Codes corresponding to the ProSe UE-Network Relays they are allowed to access. 

The following are the provisioning options for Announce Info/Discoverer Info,/Discoveree Info, Relay Service Code and GMD Group IDs with associated security credentials:

-
Configuration in the UICC.
-
Provisioning in the ME from the Direct Provisioning Function (DPF).

-
Provisioning in the ME from a 3rd party public safety provider application server (e.g. GCS AS as in TS 23.468 [15]). If UE receives the same set of data from AS that has been previously provided by DPF then UE uses the data set provided by AS.

The Target Info parameter is not provisioned in the UE. It is provided by the application layer in the UE (e.g. manually selected by the user from a contacts list).

###################### END OF PROPOSED CHANGE IN TR 23.713 ######################

#################### PROPOSED CHANGE IN TS 23.303 (CR0186R1 as a basis) #############

4.5.1.1.2.3.2a
Additional provisioning information for Group Member Discovery

In addition to the parameters indicated in clause 4.5.1.1.2.3.2, the ProSe-enabled Public Safety UE is provisioned with the following information for Group Member Discovery:

1)
Group Member Discovery parameter:

-
Include the parameter that enables the UE to perform Group Member Discovery when provisioned from DPF:

-
Announcer Info/Discoverer Info/Discoveree Info: the Announcer Info, Discoverer Info and Discoveree Info refer to the same parameter that takes on a different name depending on the Public Safety Discovery message.

-
GMD Group ID and associated security credential.

-
Alternatively this parameter can be provided from the 3rd party public safety provider application server (e.g. GCS AS, as in TS 23.468 [26]). If UE receives the same set of data from AS that has been previously provided by DPF then UE uses the data set provided by AS for Group Member Discovery.

[... snip...]
5.3.7
Direct Discovery for Public Safety use

5.3.7.1
General

The following functions for public safety direct discovery are supported:

-
UE-to-Network Relay Discovery.

-
Group Member Discovery i.e. determination  of which user(s) are in ProSe Communication range at any given time.

The authorisation for Group Member Discovery is determined based on membership to a particular GMD Group (Group Member Discovery Group). The GMD Group has the following characteristics:

-
GMD Group identifies a set of Public Safety users that are authorised to discover each other using Group Member Discovery.

-
A user can be associated with more than one GMD Groups.

-
A GMD Group is identified with a GMD Group ID.

-
The set of users identified by a GMD Group ID can be the same as or different from the set of user identified with a ProSe Layer-2 Group ID.

-
GMD Group ID is associated with a security credential that is used to secure Group Member Discovery.

NOTE:
The use of GMD Group ID in discovery messages (if any) will be defined in SA WG3 specifications.

Public Safety discovery for ProSe UE-to-Network Relay Discovery and Group Member Discovery uses the PC5-D protocol stack that is depicted in Figure 5.1.1.5-1.

Additional information not directly used for discovery can be also advertised using the PC5-D protocol stack, like relayed TMGIs, the ECGI of the service cell, in a single or separate discovery messages of type "Relay Discovery Additional Information".

Both Model A and Model B discovery are supported:

-
Model A uses a single discovery protocol message (Announcement).

-
Model B uses two discovery protocol messages (Solicitation and Response).

For Relay Discovery Additional Information, only Model A discovery is used.

Depicted in Figure 5.3.7.1-1 is the procedure for public safety direct discovery with Model A.
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Figure 5.3.7.1-1: Public safety direct discovery with Model A

For UE-to-Network Relay Discovery:

1.
The UE-to-Network Relay sends a UE-to-Network Relay Discovery Announcement message. The parameters contained in this message are described in clause 4.6.4.3.

For Group Member Discovery:

1.
The announcing UE sends a Group Member Discovery Announcement message. The parameters contained in this message are described in clause 4.6.4.9.

For Relay Discovery Additional Information:

1.
The UE-to-Network Relay sends a Relay Discovery Additional Information message. The parameters contained in this message are described in clause 4.6.4.10.

Depicted in Figure 5.3.7.1-2 is the procedure for public safety direct discovery with Model B.
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Figure 5.3.7.1-2: Public safety direct discovery with Model B

For UE-to-Network Relay Discovery:

1.
The Remote UE sends a UE-to-Network Relay Discovery Solicitation message. The parameters contained in this message are described in clause 4.6.4.3.

2.
The UE-to-Network Relay responds to the Remote UE with a UE-to-Network Relay Discovery Response message. The parameters contained in this message are described in clause 4.6.4.3.

For Group Member Discovery:

1.
The discoverer UE sends a Group Member Discovery Solicitation message. The parameters contained in this message are described in clause 4.6.4.9.

2.
The discoveree UE responds to the discoverer UE with a Group Member Discovery Response message. The parameters contained in this message are described in clause 4.6.4.9.

############### END OF PROPOSED CHANGE IN TS 23.303 (CR0186R1 as a basis) #############
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