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Abstract of the contribution: 
Introduction of Low Power Wide Area (LPWA) CIoT terminology throughout the TR23.720.

Background: A focus has been put in 3GPP since Rel-10 and especially as of Rel-12 on a particular segment of Cellular IoT i.e. low-power, low throughput IoT over wide area coverage, commonly dubbed as “LPWA” i.e. low-power wide area, supported by low complexity, power efficient devices. LTE Cat. 0 UE was defined in Rel-12, LTE Cat. “-1” UE is being defined in Rel-13 and further work is expected. 

It is important that any evolution of the S1 interface within the scope of the FS_AE_CIoT work not be restricted to one particular RAT solution but be generic. For example, it ought to be applicable to NB-CIoT and LTE Cat. 0.

Some instances of “Narrowband Cellular IoT” used in the TR are unnecessarily restrictive, while “CIoT” used throughout the TR could be considered too vague.
Proposal: Low Power Wide Area (LPWA) and LPWA-CIoT terminology is introduced. Misc. editorial corrections are made. See the proposed changes in the following pages.

**** FIRST CHANGE ****
1
Scope

The present document studies and evaluates the architecture enhancement to support ultra-low complexity, power constrained, and low data-rate ‘Internet of Things’ devices over wide area coverage, referred to hereafter as Low Power Wide Area Cellular IoT (LPWA-CIoT) devices. 
The study will consider architecture enhancements/simplifications in the following areas:

· Support of highly efficient handling of frequent and infrequent small data transmissions (e.g. based on the traffic model in TR 45.820) with minimised overhead for system signalling without compromising e.g. security.

· Support of power consumption optimisations and/or using existing ones that have been developed for EPS or GPRS.

· Assessing simplification of Mobility Management and Session Management procedures. 

· Support of paging optimisations for UEs requiring coverage enhancements.

The present document will also consider system architecture alternatives to address the points above.

**** NEXT MODIFIED SECTION ****
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.368 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

<defined term>: <definition>.

LPWA-CIoT RAT: a low power wide area cellular IoT RAT using e.g. NB-CIoT, LTE Cat 0, LTE-M etc.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

CIoT
Cellular Internet of Things

C-SGN
CIoT Serving Gateway Node

DRX
Discontinuous Reception

LPWA
Low Power Wide Area
LPWA-CIoT
Low Power Wide Area Cellular Internet of Things
MTC
Machine Type Communications

M2M
Machine-to-Machine




4
Architectural Considerations and Assumptions

4.1
Architectural Reference Model for LPWA Cellular IoT
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Figure 4.1-1: Architectural reference model

NOTE: S1* indicates modification needed to S1 interface to support LPWA Cellular IoT.
4.2
Architectural assumptions for LPWA Cellular IoT system

Following assumptions as listed in TR 45.820 [4] applies. Note that "CIoT" should be interpreted as "LPWA-CIoT" below – 

·  The user plane data rate requirements of CIoT on the core network are very low compared to that of an LTE Core Network. Please see clause 4.3 for Traffic Models for CIoT.

·  Control plane efficiency is important for the CIoT system. Even with low data rate due to large number of devices will result in high number of establishing and releasing an RRC connection.

·  Applications expected to be supported on CIoT are generally expected to be delay tolerant. For certain application requiring strict delay profile, max delay of 10 sec is considered.

·  Support for Inter-RAT mobility and Intra-RAT network controlled handover are not required.
·  Support for CS services is not required.

4.3
Traffic Models for LPWA Cellular IoT

Traffic model for LPWA Cellular IoT is defined in Annex E of TR 45.820 [4] and compiled in the table below for quick reference.

Table 4.3-1 Traffic Models for Cellular IoT
	Category
	Application example
	UL Data Size
	DL Data Size
	Frequency

	Mobile Autonomous Reporting (MAR) exception reports
	smoke alarm detectors, power failure notifications from smart meters, tamper notifications etc.
	20 bytes
	0

ACK payload size is assumed to be 0 bytes
	Every few months; 

Every year

	Mobile Autonomous Reporting (MAR) periodic reports
	smart utility (gas/water/electric) metering reports, smart agriculture, smart environment etc.
	20 bytes with a cut off of 200 bytes i.e. payloads higher than 200 bytes are assumed to be 200 bytes.
	50% of UL data size

ACK payload size is assumed to be 0 bytes
	1 day (40%), 2 hours (40%), 1 hour (15%), and 30 minutes (5%)

	Network Command
	Switch on/off, device trigger to send uplink report, request for meter reading 
	0 - 20 bytes

50% of cases require UL response. 
	20 bytes
	1 day (40%), 2 hours (40%), 1 hour (15%), and 30 minutes (5%)

	Software update/reconfiguration model
	Software patches/updates
	200 bytes with a cut off of 2000 bytes i.e. payload higher than 2000 bytes are assumed to be 2000 bytes.
	200 bytes with a cut off of 2000 bytes i.e. payload higher than 2000 bytes are assumed to be 2000 bytes.
	180 days


5
Key Issues
5.1
Key Issue 1 - Architecture Reference Model for LPWA Cellular IoT 
5.1.1
Description

This key issue aims to describe a architecture reference model that is appropriate to fulfil the requirements of LPWA Cellular IoT (LPWA-CIoT) for ultra-low complexity and low throughput ”Internet of Things” devices that may also be constrained e.g. with regard to processing power, memory, battery capacity, etc.

This will address high level Architecture Reference Model, network elements and reference point for LPWA-CIoT. 

Editor’s Note: Architecture reference model may be referenced by solution to other key issue.

Editor’s Note: Once common Architecture Reference Model for LPWA-CIoT is agreed it can be moved under clause 4.
5.1.2
Architectural Requirements 
Editor's Note:
Capture agreements on architectural requirements for solving the key issue. This clause may be omitted if deemed unnecessary.

5.2
Key Issue 2 - Efficient support of infrequent small data transmission for LPWA Cellular IoT
5.2.1
Description

This key issue aims to provide solution to support highly efficient handling of infrequent small data transmissions for ultra-low complexity, power constrained, and low data-rate ‘Internet of Things’ devices, called LPWA-CIoT devices. It is expected that the number of such devices will increase exponentially but the data size per device will remain small. Infrequent small data traffic characteristics for MTC applications (as described in Annex E of TR 45.820 [4]) may lead to inefficient use of resources in the 3GPP system. It is to be noted that the existing E-UTRAN/EPC (i.e. S1-based) architecture might not be best optimized for infrequent small data transfer and therefore, would require optimizations to support data handling for LPWA-CIoT devices.

5.2.2
Architectural Requirements 

Following architecture requirements shall be supported:

· minimize system signalling load especially over Radio interface;

· appropriate security to EPS system;

NOTE: Security needs to be investigated by SA3;

· improve battery life;

· support delivery of IP data; 

· support delivery of non-IP data; and

· support of SMS (as a deployment option).

5.3
Key Issue 3 - Efficient support of tracking devices using small data transmission for LPWA Cellular IoT 
5.3.1
Description
This key issue aims to provide solution to support highly efficient handling of tracking devices using small data transmissions for ultra-low complexity, power constrained, and low data-rate ‘Internet of Things’ devices, called LPWA-CIoT devices. It is expected that the number of such devices will increase exponentially but the data size per device will remain small. Small data traffic characteristics for tracking MTC applications may lead to inefficient use of resources in the 3GPP system. It is to be noted that the existing E-UTRAN/EPC (i.e. S1-based) architecture might not be best optimized for tracking devices using small data transfer and therefore, would require optimizations to support data handling for LPWA-CIoT devices. Support of tracking devices is not expected to fit within the GERAN TR 45.820 traffic models for the inter-arrival time periodicity.

5.3.2
Architectural Requirements 

For architecture requirements, see corresponding clause for ‘Efficient support of infrequent small data transmission for narrowband Cellular IoT’.

Editor’s Note:  It is FFS if there are additional architecture requirements for frequent small data transmissions. 

5.3.3
Traffic model for efficient support of tracking devices using small data transmission for LPWA Cellular IoT
5.3.3.1
Mobile Autonomous Reporting (MAR) periodic tracking reports

Periodic uplink reporting is expected to be common for tracking cellular IoT applications in different sectors, e.g. transportation (automotive industry, fleet management, railroad), health and medical (patient monitoring, sports), asset management (tracking/location management). 

This is a relevant use case for LPWA-CIoT. It is not expected to fit within the GERAN TR 45.820 Traffic model. 

The traffic models are for further study. Input from RAN is expected.

5.4
Key Issue 4 - Support of efficient Paging area management for LPWA Cellular IoT
5.4.1
Description

SA2 has been discussing paging optimization issue due to the scarce of radio interface resources and core network interface resources in regard to no/low mobility devices. Accordingly, it has been discussed the availability of paging only to last used eNB/cell rather than whole cells in Tracking Areas of the UE in order to save paging resources both for radio interface and core network interface.

The issue “Scarcity of paging resource” is more serious for LPWA Cellular IoT due to following several reasons.

-
the number of LPWA-CIoT devices much higher than legacy cellular devices in a given area;

-
LPWA-CIoT RAToperating in narrowband spectrum may not supply enough paging resources and the number of UE Identities (S-TMSI, IMSI) which is included in a single paging message would be very limited due to small message size compared to legacy access system (e.g. E-UTRAN);

-
the coverage enhancement is mandatory requirement so each paging message may occupy long period of time (e.g. repetition of same paging message).

The majority of LPWA Cellular IoT devices would have no/low mobility characteristic. Therefore limiting the paging area to cell(s) rather than paging to whole eNB(s)/cell(s) in Tracking Area(s) is more appropriate and beneficial in terms of save of paging resources.

However the last known cell info which is informed to MME when the UE is entering idle mode may not be accurate even for the stationary LPWA-CIoT device. The serving cell can be changed while the UE does not move due to various reasons such as radio load condition change and neighbouring condition changes (i.e. blocked by new building). Also not only the no mobility UEs but also the low mobility UEs, limiting those paging areas is beneficial and necessary since the low mobility UE will not move wide range of area in a given time. Therefore paging area management in order to limit smaller paging area is required for paging optimisation for LPWA Cellular IoT devices.

5.4.2
Architectural Requirements 

The following paging area management requirements need to be met:

-
The system need to support efficient paging area management procedure for no/low mobility UE;
-
The system need to consider dynamic environment radio condition change even for the no mobility UE;
-
The system should consider the LPWA-CIoT UE does not perform measurement report to LPWA-CIoT RAT; and
-
The system should consider avoiding frequent signalling exchange.

5.5
Key Issue 5: Selection of CIoT-EPC Dedicated Core Network
5.5.1
Description
There may be one or more EPC dedicated core networks supporting CIoT (CIoT-EPC). Depending on RAN work, a CIoT-EPC DCN may be connected to both the E-UTRAN and to LPWA-CIoT RAN. This key issue is to determine how to select a CIoT-EPC DCN for IoT devices. Redirection of LPWA-CIoT devices is assumed to use existing DECOR functionality.
5.5.2
Architectural Requirements 

Following architecture requirements shall be supported:

· Redirection of LPWA-CIoT devices between DCNs should be reduced.
5.6
Key Issue 6 - Support of Non IP data 

5.6.1
Description
 It is not uncommon to find applications in the machine-to-machine world which utilize Non-IP data e.g. 6LowPAN, MQTT-SN etc. When such applications are deployed in the mobile domain (e.g. over LPWA-CIoT) then such Non-IP data needs to be transferred between Application/Service Capability servers and LPWA-CIoT devices. Therefore, how to facilitate the transfer of such non-IP data needs to be investigated.

5.7
Key Issue 7 - Support of SMS

5.7.1
Description
In the scope of this key issue we need to identify how to efficiently support SMS and at least address these topics: 

1.
Whether the combined attach is used to obtain SMS transfer service or just a PS attach.

2.
Whether CIoT devices will exist which do not need any PDN connection and just operate using SMS-based data transfer and identify related solutions.

6
Solutions
6.1
Solution 1: Lightweight CN architecture for LPWA-CIoT 
6.1.1
Description
Editor's Note:
Describe the solutions. First Sentence should list solution corresponds to which key issue #. Sub-clause(s) may be added to capture details, procedural flow etc. 
6.1.1.1
Introduction

NB CIoT RAT (see TR 45.820 [4]) and LTE eMTC (see TR 36.xxx [5]) include the following properties:
· Ultra low UE power consumption
· Large number of devices per cell
· Applied in narrowband spectrum 
· Increased coverage
Considering the typical use cases for LPWA-CIoT devices, the LPWA-CIoT system only supports reduced and necessary functionalities compared with the existing MME, SGW and PGW:

1.  Support for efficient small data procedures 

2.  Simplified NAS signalling

3.  USIM based security

4.  Authentication and Authorization;

5.  NAS signalling security

6.  Simplified mobility management

7.  Attach, TAU, Detach

8.  Tracking Area list management;

9.  UE Reachability in IDLE state (including paging)

10. Simplified Bearer management;

a. Only one bearer for IP (or non-IP) data (no need for DRB establishment)

11. Lawful Interception 

12. Paging for coverage enhancements

13. Charging and accounting

6.1.1.2
Architecture basic principles
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Figure: 6.1.1.2-1: LPWA-CIOT architecture (non-roaming)
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Figure: 6.1.1.2-2: LPWA-CIOT architecture (roaming)

As mentioned in clause 6.1.1.1 LPWA-CIoT traffic patterns and UE properties have different characteristics than “normal” UEs. From CN perspective it is expected that they differ with other “normal” UEs in the following areas: 
·  For session management only the procedures required for infrequent small data procedures will be supported
·  From mobility management perspective it is expected that a large number of devices will not be ECM-CONNECTED state and less MM signalling will be performed due to low mobility/extended pTAU timer
Efficient small data procedures have been studied in rel.12 (see WID MTCe_SDDTE and TR 23.887 [6]) and as part of the study phase it was identified that a combined CP+UP CN node provides better performance due to the ability to re-use the security association that exists for NAS in CN and therefore not require S1 and OTA transactions every time a transmission has to be performed.
The dynamic PCC is not needed for clean slate RAT and the PCC rules applied to the default EPS bearer can be predefined in the PDN GW. Static PCC rules can be configured in C-SGN for non-roaming case.
C-SGN given it is largely based on S1 with optimisations, can be the CN node of use for UEs supporting the LPWA-CIoT RAT or LTE eMTC. RAN (eNB or LPWA-CIoT BS) allocates all LPWA-CIoT UEs to dedicated CN when only connectionless IP small data are required to be supported. No dedicated bearers with different QoS, no connected-idle transition procedures, no connected mode mobility, and no CS procedures are supported by dedicated CN. 
Editor’s Note: It is FFS the ENB (eMTC) can connect to common LPWA-CIoT CN with S1-Lite. It has dependency on the potential RAN clean slate RAT work and eMTC work.
Editor’s Note: For cases where more than small data is required, how the data transfer will be supported and whether relocation to normal EPC is needed is FFS.
6.1.1.3
Functional Description of new entities

6.1.1.3.1
C-SGN

C-SGN is a new logical entity and can be implemented to support only the necessary functionality required for CIoT use cases.

Namely support for: 

·  the necessary only part of MM procedures

·  efficient small data procedures

·  security procedures required only for efficient small data

·  if SMS support is needed, SMS on the PS domain using “GPRS like” procedures defined in clause 6.1.1.4.4 [13]

·  paging optimisations for coverage enhancements

·  termination of SGi interface for the non-roaming case

·  support for S8 interface for the roaming case

·  support attach procedures for “SMS only” i.e. attach only for sending and receiving SMS, without an additional bearer for IP (or non IP) data

·  support tunneling on SGi for non IP data

Editor’s Note: It is FFS if S5 interface is also needed for the non-roaming.

Editor’s Note: It is FFS whether GTP-U tunnel will be needed in case of S5/S8 or GTP-C only can be used to send the small data packets to PGW. 

6.1.1.3.2
S1-lite

[image: image6.emf]S1-AP

SCTP

IP

L2

L1

S1-AP

SCTP

IP

L2

L1

C-BTS

C-SGN

S1 “lite”-C


Figure: 6.1.1.3.2-1: S1-lite protocol stack

S1-lite is an optimized version of S1. The protocol stack based on S1 with only necessary components for support of efficient small data. From S1-C only the necessary S1-AP messages and IEs supported for the related LPWA-CIoT procedures and only the optimised security procedures supported. It may also be preferred to carry user plane data in S1-AP in order to support efficient small data handing. 

S1-U in the form defined in TS 23.401 [8] is not needed.

6.1.1.4
Protocol stack

The LPWA-CIoT-RAN supports selecting C-SGN for LPWA-CIoT UE. Both the LPWA-CIoT-RAN and C-SGN support S1-lite interface to efficiently transmit the small data. 



[image: image8.emf]    

C - SGN     P - GW     

S8  

GTP - C/U  

S1AP  

SCTP/IP     UDP/IP    

L2     L2    

L1     L1    

RAN    

RAN    

RAN    

L1    

S - NAS     

IP /non IP  

  

UDP/IP    

L2    

L1    

  

SGi     S1 - lite    

L PWA - CIoT /LTE - RAN     

RAN     SCTP/IP    

L2    

RAN     S1AP  

  

RAN    

L1     L1    

UE    

S - NAS  

Non - IP/ IP  

UDP  

GTP - C/U  

UDP  


Figure 6.1.1.4-1: Protocol stack for CIoT small data transmission (roaming)

NOTE: L1 and protocols indicated as “RAN” are in scope of TSG RAN.

Editor’s Note: Protocol stack for the non-roaming scenario (i.e. terminating SGi in C-SGN) needs to be provided also.

6.1.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW etc.).

6.1.3
Solution Evaluation
Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
6.2
Solution 2: Infrequent small data transmission using pre-established NAS security
6.2.1
Description

The solution is based on the Lightweight CN architecture for LPWA-CIoT in sub-clause 6.1. Typically, the PGW is only used for roaming case. For non-roaming case, C-SGN can be the termination of SGi interface and C-SGN can send/receive data on SGi directly.
Procedure for single MO IP packet (and response):
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Figure 6.2.1-1: LPWA-CIoT Small data transmission for MO
1.    The mobile already performs Attach activating a default PDN connection.

The finally selected C-SGN makes sure to establish secure exchange of NAS messages, i.e. to use encryption of NAS signalling messages.

The finally selected C-SGN performs P-GW selection taking into account the UE’s roaming status and possible other information, e.g. specific APNs. 

The UE requests the UE's AS to establish an RRC connection. A new NAS message format is used to carry the IP packet in an encrypted IE. The UE can also indicate whether acknowledgment/response to the IP packet is expected or not. There is no need to set up the user plane and AS security.
NOTE:
It is RAN decision how to transfer the small data NAS PDU over the radio interface for LPWA-CIoT RAT.

The unencrypted part of this new NAS PDU carries the "eKSI and Sequence Number" IEs as usual for encrypted NAS messages. The C-SGN uses this, and the S-TMSI, to identify the security context to decrypt the IP packet.

2.    The LPWA-CIoT RAN forwards NAS PDU and the indication on whether ack/response is expected to the C-SGN in the initial UE message.
3.    The C-SGN decrypts the NAS message, obtaining the IP packet.

The C-SGN retrieves the P-GW IP address and TEID, forms the GTP packet and sends it to the P-GW.
Editor’s Note: It is FFS whether GTP-U tunnel will be needed on S8 or GTP-C only can be used to send the small data packets to PGW. 
The P-GW forwards the IP packet on to the SGi interface.

4.    If no acknowledgment/response to the IP Packet is expected (based on the subscriber information and the indication from the UE), the C-SGN immediately releases the connection. Otherwise, when a (response) IP packet arrives in the P-GW, the P-GW forms the GTP packet and sends it to the C-SGN. 

5.    The C-SGN encrypts the NAS message with the downlink IP packet and sends the downlink NAS transport message to the LPWACIoT-RAN. C-SGN releases the signalling connection after the timer monitoring the connection expires.
6.    LPWA-CIoT-RAN sends the Downlink Information Transfer including the NAS message to UE and also releases the RRC connection after the timer monitoring the connection expires.

Procedure for single MT IP packet delivery

This uses similar concepts to the MO case described above.
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Figure 6.2.1-2: CIoT Small data transmission for MT 
1.    P-GW sends the GTP packet to the C-SGN. 
Editor’s Note: It is FFS whether GTP-U tunnel will be needed on S8 or GTP-C only can be used to send the small data packets. 
2.    If there is no signalling connection with the UE, the C-SGN buffers the received IP packet(s), and pages UE. The UE sends the Service Request message to C-SGN. 
3.    The C-SGN then sends the IP packet in an encrypted IE in a NAS PDU in a Downlink NAS Transport message and the CIoT-RAN sends the NAS PDU onto the UE. There is no need to set up the user plane and AS security.
4.    The UE might send a packet as an acknowledgement that is sent in an encrypted IE in a NAS PDU in an UL Information Transfer message. The LPWA-CIoT-RAN forwards the NAS PDU to the C-SGN. After the timer monitoring the connection expires, the C-SGN, UE and LPWA-CIoT-RAN release the connection locally.
5.    The C-SGN decrypts the IE, adds the GTP header and forwards it to the P-GW.
6.2.2
Impacts on existing nodes and functionality
Impacts on UE:

-
Handle "small data" transaction (including transfer the encrypted uplink packet to C-SGN in the first NAS message).

Impacts on RAN:

-
Handle "NAS small data" session
-
C-SGN selection for LPWA-CIoT UE.

Impacts on C-SGN comparing with MME:

-
Receive the uplink IP packet from UE by NAS.

-
Receive and encrypt the downlink IP packet and transfer to UE by NAS.

6.2.3
Solution Evaluation

Benefits:
-
No establishment of DRBs and no resource reservation over the radio interface;

-
Reduced signalling procedures in the core network and radio interface.

Drawbacks:

-


This solution piggybacks uplink small data onto the initial NAS uplink message that is extended and it uses an additional NAS message for carrying downlink response small data. The efforts for setting up the user plane, i.e. related RRC messages and AS security setup, can be avoided. C-SGN capacity needs to be suitable for this traffic;

The data transfer on the radio interface depends on the LPWA-CIoT RAN design.
**** NEXT MODIFIED SECTION ****
6.4
Solution 4: LPWA-CIoT Architecture for efficient non IP small data transmission
6.4.1
Description
The figure 6.4.1-1 shows the LPWA cellular IoT network architecture proposed for efficient non-IP small data transmission based on T5 interface. 

Editor’s Notes: It is FFS whether to support IP data transmission by using T5 interface.
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Figure 6.4.1-1: LPWA-CIoT Architecture for small data transmission
The MTC-IWF has similar functions as that defined in Rel-12 for T5 small data transmission.

6.4.1.1
Procedure

6.4.1.1.1
General

If the small data is non-IP data packet, the network can use T5 interface for data transmission.

6.4.1.1.1.1
MO small data transmission
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Figure 6.4.1.1.1.1-1: MO non IP based small data transmission
1.
Based on the request of transferring an SDT-PDU from an application, idle mode CIoT UE initiates a RRC Connection Request for sending a small data packet. 

2.
The LPWA-CIoT RAN sends RRC Connection Setup message back. 

The LPWA-CIoT RAN and C-SGN can only establish signalling connection towards the UE.
3.
The UE encapsulates the SDT-PTU into a new NAS message with Protocol type set to "SDT".

The SDT-PDU includes header and payload data. Within the header, if not already done by the application, the UE fills the "SENDER" field with its MSISDN (if known) or External ID (if known) and places SCS/AS ID in the "RECEIVER" field. The sub address field may include the identity of the application. The UE performs any wanted security functions, i.e. integrity protection and/or encryption, if not already done by the application.
Editor's Note:
The exact format of RECEIVER ID is FFS.
4. 
The LPWA-CIoT RAN forwards the NAS PDU to the C-SGN in the S1AP Initial UE message.
5.
The C-SGN decrypts the NAS message if necessary, obtains the SDT-PDU, and sends it over T5 interface using T5-AP protocol. If the SDT-PDU contains no sender ID, The C-SGN adds a sender ID. If the subscription doesn't require home-routing, the C-SGN determines the destination for the SDT-PDU by interrogating the HSS for the SDT Receiver ID and finds thereby the appropriate MTC-IWF. If the subscription requires home-routing, the C-SGN determines the appropriate MTC-IWF from the UE's IMSI or sender ID.

6.
When the MTC-IWF receives the SDT-PDU on T5 interface, it determines the SCS/AS using the 'RECEIVER ID' field in the SDT-PDU header, and replaces IMSI (if indicated as sender ID) with MSISDN or External ID as 'SENDER ID'.

7.
The MTC-IWF forwards the SDT-PDU or SDU to the SCS/AS.

8.
The SCS/AS returns an appropriate response, i.e. a Tsp-AP-PDU-Ack to confirm the Tsp transfer of the SDT-PDU or the SDU, if an acknowledgment is requested.

9.
If an acknowledgement is requested, the MTC-IWF sends a T5-PDU-Ack to the C-SGN

10.
The C-SGN sends an NAS-PDU-Ack to the UE.

6.4.1.1.1.2
MT small data transmission
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Figure 6.4.1.1.1.2-1: MT non IP based small data transmission
1.
The SCS/AS sends a downlink small data SDT-PDU including the receiver UE ID and possibly a receiver sub-address to the MTC-IWF. The SCS/AS identifies the UE by its External Identifier. The SCS/AS indicates whether a delivery confirmation is required and possibly the message lifetime.

2.
On receiving downlink small data SDT-PDU from the SCS/AS, the MTC-IWF first interrogates the HSS for routing information (i.e. serving C-SGN address), if a T5 association is not already established. Such associations may also last longer and might be used for all UEs that share the same C-SGN and MTC-IWF pair. In this case the MTC-IWF may store the serving node address instead of a T5 association per UE. The IMSI of the UE is also retrieved to enable the C-SGN to determine the UE.


The MTC-IWF also verifies with the help of the HSS whether the originator of the SDT-PDU is allowed to send small data to the UE.

3.
The MTC-IWF sends SDT-PDU together with an indication whether a delivery confirmation is needed and possibly a lifetime of the message to the serving node over T5 interface using T5-AP protocol. The IMSI of the UE is also included in the T5-AP message.

4.
If LPWA-CIoT UE is in idle mode, the C-SGN needs to buffer the received IP packet, and pages UE. 


The LPWA-CIoT UE send a initial NAS message (e.g. Service Request or TAU Request without the active flag) as the paging response carrying the "KSI and sequence number" IE. The C-SGN uses this to verify the message.
Only signalling connection is established for the LPWA-CIoT UE.5. 
The C-SGN encapsulates the SDT-PDU into a NAS PDU, and sends the NAS PDU in S1 Downlink NAS Transport message to the UE.
6.
LPWA-CIoT RAN forwards the NAS PDU in Downlink Information Transfer message to the UE
7.
When the LPWA-CIoT UE receives the SDT-PDU, it will deliver the SDT-PDU or the payload of SDT-PDU to the application, e.g. using receiver sub-address. If delivery confirmation is required, the application will ask the UE to send a NAS PDU ACK carrying confirmation in Uplink Information Transfer message towards the C-SGN.

8.
LPWA-CIoT RAN forwards the NAS PDU ACK in Uplink NAS Transport message to the C-SGN.

9.
The C-SGN confirms the transfer towards MTC-IWF
10. The MTC-IWF confirms the transfer towards SCS/AS.


If the C-SGN cannot deliver the PDU, e.g. because the UE is not reachable, it indicates this to the MTC-IWF. If the MTC-IWF stores the PDU once the lifetime permits, the MTC-IWF registers for being informed when the UE becomes active. The MTC-IWF indicates to the SCS/AS that the PDU is not delivered but stored and allocates a reference number and indicates it also to the SCS/AS.

6.4.2
Impacts on existing nodes and functionality
Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW etc.).

6.4.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
**** NEXT MODIFIED SECTION ****
6.6
Solution 6: User plane based solution with enhanced ECM-CONNECTED state
6.6.1
Description
6.6.1.1
Underlying assessment
In order to assess the type of enhancement we need to analyse the expected needs: to this effect let us consider the traffic models used by GERAN for LPWA-CIoT evaluation in TR 45.820[4] and also reported in Table 4.3-1.

The main evaluation scenarios to be considered are related to static or quasi static devices, which, also due to the expected LPWA typical cell radius, imply a quite unlikely change of cell during the transmission of data or subsequent transmission of data.

Observation 1: The evaluation of the system level solutions and the Radio for LPWA Cellular IoT assumes the UE is Static or quasi static, based on the GERAN traffic models.

Observation 2: A UE will not change cell frequently within expected time windows when the rare MTC data transfer transactions occur.

Therefore, it is possible and efficient to have a solution where the UE is supporting mobility based on RRC connection re-establishment while the UE is in an "enhanced ECM-CONNECTED" state, i.e. a state where the UE location is known on a cell basis in the eNB and on a eNB basis in the SGW and MME, while the user plane functions retain user plane transport primary role. This is because the RRC reconnections subsequent to cell change (and even more so the eNB changes) should be relatively infrequent and the additional data plane set up overhead is compensated by subsequent UL and DL data transfer efficiency, and also by the broader applicability to other use cases than the lowest end MTC applications. 

**** NEXT MODIFIED SECTION ****
6.6.3
Solution Evaluation

This solution relies on development of an optimized RRC-m and a enhanced ECM-CONNECTED mode of operation in the RAN and UE. If this is supported then it is not clear, under the assumption the UE is static, a control plane solution which is only suitable for infrequent and very short data transfers is needed as the delta in messages over the air is minimal for single data transaction but is superior for data sessions beyond just one UL and one DL packet and it is more flexible to address more use cases, For slow moving UEs a context transfer between eNBs, if supported by RAN, may also reduce the need of any NAS-level interactions and improve the overall efficiency in infrequent small data handling.

From a security standpoint it is as secure as the current 3GPP EPS system and it does not use NAS keys for data transfers. However the lifetime of the user plane keying material is expected to be longer also because the smaller transfer of data makes a more need of refresh less clear.

The enhanced ECM-CONNECTED state is different from connected mode in many aspects and in general it avoids the need to do measurement reporting assumed by connected mode and simplifies mobility management. 

By using context retention in the eNB-m, the feature also allows for efficient transitions from ECM-IDLE (i.e. transitions without NAS procedures) so practically for UEs that do not chance eNB between data sessions, or the eNB context is retrievable in the new eNB from old eNB, the solution does not require NAS level interactions to operate and it is more efficient than C-Plane approaches especially for larger data transfers. For stationary devices this means data transmission becomes efficient also for very small data spaced by any amount of time and the difference in RADIO efficiency will be only determined by RRC level message count (as estimated by RAN WGs when the EEC for the LPWA-CIoT work is complete) compensated by potentially lower overheads on data transmission on DRBs compared to SRBs+NAS encapsulation.
In the face of high mobility or regular change of eNB during idle mode a solution based on centralized security context like the control plane data transfer procedure may be advantageous 
**** NEXT MODIFIED SECTION ****
6.8
Solution 8: Cell based paging area update for efficient paging area management
6.8.1
Description

The main idea of this solution is to provide accurate cell info (e.g. change of serving cell when the UE is in idle mode) to allow the Core Network to limit the paging area to only cell(s) that the UE exists actually. The proposed “Cell based area update” procedure is applicable to no/low mobility UEs based on negotiation between UE and Core Network (e.g. MME). The UE applying ‘Cell based area update’ should report the change of serving cell to Core Network while UE is in idle mode. In order to reduce the frequent report of cell change, the UE can report additional cell list depends on network configuration.
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Figure 6.8.1-1: Procedure of Cell based area update determination

1.
An UE indicates ‘cell based area update’ capability to MME during the Attach/TAU procedure.
2.
Then MME can determine the applicability of ‘cell based area update procedure’ based on the subscription info (e.g. stationary).
3.
When the MME accept the ‘cell based area update’ procedure of the UE, the MME can provide optional parameter Max_Cell_N value. The UE is allowed to report multiple cells ‘Paging area’ within the range, to avoid frequent cell change report.

4.
UE performs cell based area update procedure if the service cell is changed. When the UE receives ‘Max_Cell_N’, UE may derive ‘Paging area’ and the Paging area is comprised of neighbouring cells excluding serving cell. UE reports this Paging area along with serving cell during cell based area update procedure. The number of cells for the Paging area should not exceed ‘Max_Cell_N’. The ‘Paging area’ can be overlapped cell(s). The UE is not required to perform cell based area update procedure if the UE moves within the previously reported “Paging area” and serving cell info.

Then the MME maintains the paging area which is comprised of reported serving cell and Paging area previously reported by the UE. The MME limits paging to the paging area for the UE.

Editor’s note:
How to support the cell based area update procedure for low mobility UE is FFS.

Editor’s note:
The interaction between the cell based area update procedure and the Tracking Area Update procedure is FFS.
6.8.2
Impacts on existing nodes and functionality
Impacts on UE:

-
Support cell based area update procedure, indicating the capability during Attach/TAU
Impacts on LPWA-CIoT RAT:

-
No impacts for this issue.

Impacts on MME:

-
Support cell based area update procedure. Maintaining the paging cell list which is provided by the UE and limiting the paging to the cells for the UE.

6.8.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
6.9
Solution 9: UE provided indication for selection of CIoT-EPC DCN or EPC DCN
6.9.1
Description
The high-level principle of the solution for selection of a CIoT-EPC DCN or other EPC DCN is shown in the figure below.
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Figure 6.9.1-1: Solution for Core network selection based on indication from UE

The high level principles are as follows:

-
Each device has a Default UE Usage type parameter programmed or configured into the device

-
Each device may store a DCN selection assistance parameter (per PLMN) in the device

Editor’s Note: It is FFS if the UE Usage type parameter and the DCN selection assistance parameter is in the USIM or in the device

-
The subscription of the UE in the HSS contains a “UE Usage Type” parameter (this is the “UE Usage Type” parameter for Rel-13 Decor feature).

-
When the UE has not previously attached to the network, it provides the default UE Usage Type parameter to the network. The network selects the appropriate dedicated core network (e.g. CIoT-EPC DCN or other EPC DCN) based on this parameter plus other parameters according to existing DÉCOR specification. A serving control node (e.g. MME) obtains the subscribed UE Usage Type parameter from the HSS. If the subscribed UE Usage Type is different from the UE provided UE Usage Type, the MME configuration and operator policies decides which parameter takes precedence. If the dedicated CN needs to be changed, the control node initiates a redirection procedure to the appropriate DCN.

Editor’s Note:
It is FFS how the UE Usage type parameter is sent to the network.

Editor’s Note:
It is FFS what information is sent to the network by the UE for the initial DCN selection, both the information sent in RRC/Radio layer protocol and the information sent in NAS.

-
The control node in the new DCN serves the UE and provides the UE with the DCN selection assistance parameter. The UE provides its stored DCN selection assistance parameter in RAN messaging to the RAN node any time the UE change to a tracking area outside the TAI list which may potentially result in a changed serving control node. The next time the UE attaches to the same network (i.e. same PLMN) it provides this network provided DCN selection assistance parameter to the network. When UE changes PLMN, it may provide both the Default UE Usage type (as NAS parameter) and the network provided DCN selection assistance parameter for that PLMN (as RRC parameter) to the network.

Editor’s Note:
The details and the format of the DCN selection assistance parameter is FFS.
6.10
Solution 10: Support for “non IP” PDN types

6.10.1
Description

6.10.1.1
General
Some of the LPWA-CIoT devices may not use normal IP services. For example, there are already specific protocol optimization for the low power networking defined, e.g. 6LoWPAN [10][11][12].These protocol adaptations provided the efficient ways of header compression and operation optimization to allow efficient transmission of data with small frame size. Therefore, current header compression mechanism for E-UTRAN is no longer necessary.

It would be therefore useful to support setting up a non-IP PDN connection/PDP context to allow such protocol to be used by the LPWA-CIoT UE towards the application server in the network. The P-GW in this case can be a transparent gateway, and the LPWA-CIoT UE can talk to the specific application server directly using these alternative protocols. No IP specific procedure is required on P-GW.

6.10.1.2
Non IP PDN connection/PDP Context setup
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Figure 6.10.1.2-1: Non-IP PDN/PDP Context support

When the UE does not need IP services, it would make use of this procedure to setup a non-IP PDN connection to send and receive data. When such PDN type is requested, the P-GW does not carry out IP related operation, e.g. allocating IP addresses, performing routing for the traffic, etc.   

1.
UE sends initial attach with the PDN Type set to "Non-IP". The message format is as defined in TS 24.301 [7].
2.
C-SGN authenticates the UE following normal procedures if necessary. The C-SGN processes the initial attach and identifies that the UE does not need IP services. No IP address allocation will be carried out. Instead, the C-SGN selects a proper destination for the UE, e.g. the Application Server, according to the APN and the PDN Type and carries out the tunnel setup towards the Application Server for the UE, same as step 4.

The steps 3 to 5 are executed only when UE is roaming.
3.
The C-SGN processes the initial attach and identifies that the UE does not need IP services. Therefore, it selects a proper P-GW according to the APN and the PDN Type. The C-SGN sends the Create Session Request to the P-GW, indicating that "Non-IP" PDN Type is requested.
4.
The P-GW does not run any IP related operation, e.g. IP address allocation, since the PDN Type indicates "Non-IP". Instead, the P-GW establishes a direct forwarding path, e.g. a point-to-point tunnel, towards the Application Server or the packet data network associated with the APN.
Editor's Note: There may be different non-IP traffic types supported by different UEs. It is FFS whether it is useful to indicate the specific non-IP traffic types from the UE, e.g. as part of the non-IP indicator or in the PCO, to assist the setup of the tunnel, e.g. choice of the tunnelling protocol, etc.

Editor's Note: It is FFS whether the tunnel is UE-specific, how the tunnel is associated with the UE and what protocols are to be used for the tunnel establishment.
5
The P-GW responds with a Create Session Response, indicating that the "Non-IP" PDN connection has been setup.

6.
C-SGN uses the normal S1 message to establish the corresponding UE context on the C-BS/eNB. It also includes the Attach Accept message at NAS layer.
7-8. RRC message to setup the corresponding radio bearers, including the DRB for the "Non-IP" PDN Connection.

Editor's Note: If small data delivery mechanism defined in other clauses is used, e.g. Data over NAS solution as in clause 6.2, the DRB establishment is not necessary. It is FFS how the solutions are combined.

Editor's Note: When DRB needs to be established, it is FFS whether PDCP is not affected since the header compression is not required.

9.
Normal S1 message is used to inform C-SGN of the successful setup of the radio bearers.

10.
UE sends an Attach Complete to the C-SGN to indicate the successful setup of the "Non-IP" PDN connection.

For uplink non-IP traffic, the UE sends the data to C-SGN over the non-IP PDN connection, which in turn forwards the data to the Application Server over the tunnel established in step 2. In case the UE is roaming, the C-SGN forwards the non-IP data to P-GW and the P-GW forwards that to the Application Server.

For downlink non-IP traffic, the Application Server locates the tunnel for the UE and forwards the data to the P-GW or C-SGN over the tunnel. The mechanism used by Application Server to locate the tunnel is out of scope of 3GPP. The P-GW and C-SGN forwards the downlink non-IP traffic to the UE using the bearer for the non-IP PDN connection.

NOTE: It is possible to use other small data delivery mechanism to deliver non-IP traffic between UE and C-SGN, e.g. Data over NAS as specified in 6.2.
6.10.2
Impacts on existing nodes and functionality
The P-GW does not need to perform IP management procedures for the UE on U-plane, e.g. IP address allocation, routing of the traffic for UE, etc.

6.10.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
**** NEXT MODIFIED SECTION ****
6.12
Solution 12: Solution on simplification of MM and SM procedures

6.12.1
Description

6.12.1.1
Simplification of MM and SM messages

To support efficient handling of infrequent small data transmissions for LPWA-CIoT devices, the Mobility Management and Session Management messages shall be simplified (including S1 and Gb case) as follows.

NOTE 1:
The simplification of MM and SM messages in this solution aims to provide some guidance for the further work in CT1.

Table 6.12.1.1-1 Simplification of MM and SM messages (S1)

	Procedures
	Messages
	Needed or Not
	Consideration

	EMM common procedures

	GUTI reallocation
	GUTI reallocation command
	Needed
	Essential for DÉCOR HSS initiated Dedicated Core Network Reselection.

	
	GUTI reallocation complete
	Needed
	

	Authentication
	Authentication request
	Needed
	To be further studied by SA3.

	
	Authentication response
	Needed
	

	
	Authentication reject
	Needed
	

	
	Authentication failure
	Needed
	

	Security mode control
	Security mode command
	Needed
	

	
	Security mode complete
	Needed
	

	
	Security mode reject
	Needed
	

	
	Security protected NAS message
	Needed
	

	Identification
	Identity request
	Needed
	The NW may request UE to provide IMSI or IMEI.

	
	Identity response
	Needed
	

	EMM information
	EMM information
	Needed
	The NW may provide UTC + time zone to UE.
Time handling can be handled on application level, leaving this as not needed.

	
	EMM status
	Needed
	UE may report error conditions. 

	EMM specific procedures

	Attach
	Attach request
	Needed
	UE attaches to NW.

	
	Attach accept
	Needed
	

	
	Attach complete
	Needed
	

	
	Attach reject
	Needed
	

	Detach
	Detach request (UE initiated)
	Needed
	UE detaches from NW.

	
	Detach request (NW initiated)
	Needed
	

	
	Detach accept (UE initiated)
	Needed
	

	
	Detach accept (NW initiated)
	Needed
	

	Tracking Area Update
	TAU request
	Needed
	UE updates the TA.

	
	TAU accept
	Needed
	

	
	TAU reject
	Needed
	

	
	TAU complete
	Needed
	

	EMM connection management procedures

	Service Request
	Service request
	Needed
	UE triggers SR or responds to paging.

	
	Service reject
	Needed
	

	
	Extended service request
	Not
	CSFB is not used.

	Transport of NAS message
	DL NAS transport
	Needed
	To transport SMS.

	
	UL NAS transport
	Needed
	

	Generic transport of NAS message
	DL generic NAS transport
	Needed
	To carry some application protocol message.

	
	UL generic NAS transport
	Needed
	


	ESM procedures

	Network initiated ESM procedures
	Activate default EPS bearer context request
	Needed
	To activate the default bearer.

	
	Activate default EPS bearer context accept
	Needed
	

	
	Activate default EPS bearer context reject
	Needed
	

	
	Activate dedicated EPS bearer context request
	Not
	Dedicated bearer is not needed.

	
	Activate dedicated EPS bearer context accept
	Not
	

	
	Activate dedicated EPS bearer context reject
	Not
	

	
	Modify EPS Bearer context request
	Needed
	To transport PCO. Need further consideration if LPWA-CIoT can live without the info transported as PCO.

	
	Modify EPS Bearer context accept
	Needed
	

	
	Modify EPS Bearer context reject
	Needed
	

	
	Deactivate EPS bearer context request
	Not
	Only one bearer used so UE will be detached once the bearer is deactivated.

	
	Deactivate EPS bearer context accept
	Not
	

	UE requested ESM procedures
	PDN connectivity request
	Needed
	To establish the PDN connection.

	
	PDN connectivity reject
	Needed
	

	
	PDN disconnect request
	Not
	Only one PDN connection used so UE will be detached once the PDN connection is disconnected.

	
	PDN disconnect reject
	Not
	

	
	Bearer resource allocation request
	Not
	Dedicated bearer not supported.

	
	Bearer resource allocation reject
	Not
	

	
	Bearer resource modification request
	Not
	

	
	Bearer resource modification reject
	Not
	

	Miscellaneous procedures
	ESM information request
	Needed
	NW may request UE to provide APN or PCO.
Need further consideration if LPWA-CIoT can live without the APN and the info transported as PCO 

	
	ESM information response 
	Needed
	

	
	Notification
	Not
	SRVCC or IMS not supported.

	
	ESM status
	Needed
	The error conditions report.


Table 6.12.1.1-2 Simplification of GMM and SM messages (Gb)
	Procedures
	Messages
	Needed or Not
	Consideration

	Attach
	Attach request
	Needed
	UE attaches to NW.

	
	Attach accept
	Needed
	

	
	Attach complete
	Needed
	

	
	Attach reject
	Needed
	

	Detach
	Detach request (UE initiated)
	Needed
	UE detaches from NW.

	
	Detach request (NW initiated)
	Needed
	

	
	Detach accept (UE initiated)
	Needed
	

	
	Detach accept (NW initiated)
	Needed
	

	P-TMSI reallocation
	P-TMSI reallocation command
	Needed
	Essential for DÉCOR HSS initiated Dedicated Core Network Reselection.

	Authentication and ciphering
	Authentication and ciphering request
	Needed
	To be further studied by SA3.

	
	Authentication and ciphering response
	Needed
	

	
	Authentication and Ciphering Failure
	Needed
	

	
	Authentication and ciphering reject
	Needed
	

	Identity
	Identity request
	Needed
	The NW may request UE to provide IMSI or IMEI.

	
	Identity response
	Needed
	

	RAU
	Routing area update request
	Needed
	UE updates the RA.

	
	Routing area update accept
	Needed
	

	
	Routing area update complete
	Needed
	

	
	Routing area update reject
	Needed
	

	GMM Status
	GMM Status
	Needed
	UE may report error conditions.

	
	GMM information
	Needed
	The NW may provide UTC + time zone to UE.
Time handling can be handled on application level, leaving this as not needed.

	Activate PDP context
	Activate PDP context request
	Needed
	To activate the PDP context.

	
	Activate PDP context accept
	Needed
	

	
	Activate PDP context reject
	Needed
	

	
	Activate Secondary PDP Context Request
	Not
	Secondary PDP context is not needed.

	
	Activate Secondary PDP Context Accept
	Not
	

	
	Activate Secondary PDP Context Reject
	Not
	

	
	Request Secondary PDP Context Activation
	Not
	

	
	Request Secondary PDP Context Reject
	Not
	

	
	Request PDP Context activation
	Not
	No need for NW to initiate the PDP context activation.

	
	Request PDP Context activation reject
	Not
	

	Modify PDP context
	Modify PDP context request 
	Needed
	To transport the PCO. Need further consideration if 
LPWA-CIoT can live without the info transported as PCO.

	
	Modify PDP context accept
	Needed
	

	
	Modify PDP context reject
	Needed
	

	Deactivate PDP context
	Deactivate PDP context request
	Not
	Only one PDP context used so UE will be detached once the PDP context is deactivated.

	
	Deactivate PDP context accept
	Not
	

	Notification
	Notification
	Not
	SRVCC or IMS not supported.

	SM status
	SM status
	Needed
	The error conditions report.

	Activate MBMS
	Activate MBMS Context Request
	Not
	MBMS not supported.

	
	Activate MBMS Context Accept
	Not
	

	
	Activate MBMS Context Reject
	Not
	

	
	Request MBMS Context Activation
	Not
	

	
	Request MBMS Context Activation Reject
	Not
	


NOTE 2:
The simplification of MM and SM messages may depend on the specific solution.

NOTE 3:
The simplification of security related messages depends on SA3 study.

6.12.1.2
Simplification of IEs in MM and SM messages

At least the following operations for MM and SM messages are not needed:

· Inter-system operation; 

· CS fallback/SRVCC; 

· IMS;

· Emergency services;

· ISR;

· CSG;

· Location services;

· ProSe;

NOTE:
The exact IEs and exact messages not needed related to these operations should be determined by CT1.

6.12.2
Impacts on existing nodes and functionality

Editor's Note:
Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW etc.).

6.12.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
**** END OF CHANGES ****
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