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********* Start of Changes ********

1
Scope

The present document specifies the Stage 2 of the Proximity Services (ProSe) features in EPS. ProSe features consist of: ProSe discovery (direct or EPC-level) and ProSe Direct Communication (using E-UTRAN or WLAN direct).

ProSe discovery identifies that ProSe-enabled UEs are in proximity, using E-UTRAN (with or without E-UTRAN) or EPC.

ProSe Direct Communication enables establishment of communication paths between two or more ProSe-enabled UEs that are in direct communication range. The ProSe Direct Communication path could use E-UTRAN or WLAN.

For Public Safety specific usage:

-
ProSe-enabled Public Safety UEs can establish the communication path directly between two or more ProSe-enabled Public Safety UEs, regardless of whether the ProSe-enabled Public Safety UE is served by E-UTRAN.
-
ProSe Direct Communication is also facilitated by the use of a ProSe UE-to-Network Relay, which acts as a relay between E-UTRAN and UEs not served by E-UTRAN.

Security aspects of ProSe are defined in TS 33.303 [29].



********* Next Changes ********

4.4.3
ProSe UE-to-Network Relay for Public Safety
The ProSe UE-to-Network Relay entity provides the functionality to support connectivity to "unicast" services for  Remote UEs that are not "served by E-UTRAN" (see figure 4.4.3-1).
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Figure 4.4.3-1: ProSe UE-to-Network Relay

The ProSe UE-to-Network Relay shall relay unicast traffic (UL and DL) between the Remote UE and the network. The ProSe UE-to-Network Relay shall provide generic function that can relay any IP traffic. 

NOTE 1:
IP Address preservation is not supported. 
One-to-one Direct Communication is used between Remote UEs and ProSe UE-to-Network Relays for unicast traffic as specified in clause 5.4.5.


The ProSe UE-to-Network Relay may also relay eMBMS traffic using one-to-many ProSe Direct Communication as specified in clause 5.4.4.4. 
********* Next Changes ********
4.5.1.1.2.3.3
Provisioning information for one-to-many ProSe Direct Communication


The following information is provisioned to the UE for one-to-many ProSe Direct Communication:

1)
Authorisation policy:

-
When the UE is "served by E-UTRAN":

-
PLMNs in which the UE is authorised to perform one-to-many ProSe Direct Communication.

-
When the UE is "not served by E-UTRAN":

-
Indicates whether the UE is authorised to perform one-to-many ProSe Direct Communication procedures when "not served by E-UTRAN".

2)
ProSe Direct Communication policy/parameters:

-
Include the parameters that enable the UE to perform one-to-many ProSe Direct Communication when provisioned from DPF:

-
ProSe Layer-2 Group ID;

-
ProSe Group IP multicast address

-
Indication whether the UE should use IPv4 or IPv6 for that group

-
For a specific Group configured to operate using IPv4, optionally an IPv4 address to be used by the UE as a source address. If none is provisioned, then the UE shall use Dynamic Configuration of IPv4 Link-Local Addresses IETF RFC 3927 [16] to obtain a link local address for the Group.

-
Include group security related content for one-to-many ProSe Direct Communication.

NOTE 2:
More details on the necessary security aspect will be defined in SA3 specifications.

-
Alternatively these parameters can be provided from the 3rd party public safety provider application server (e.g. GCS AS as in TS 23.468 [26]). If UE receives the same set of data from AS that has been previously provided by DPF then UE uses the data set provided by AS for one-to-many ProSe Direct Communication.

3)
Radio parameters for when the UE is "not served by E-UTRAN":

-
Includes the radio parameters with Geographical Area(s) that need to be configured in the UE in order to be able perform one-to-many ProSe Direct Communication procedures when "not served by E-UTRAN".  These radio parameters (e.g. frequency bands) are defined in TS 36.331 [33]. The UE uses the radio parameters only if the UE can locate itself in the corresponding Geographical Area. Otherwise, the UE is not authorised to transmit.

NOTE 3:
The "not served by E-UTRAN" cover the cases when the UE is not served by the E-UTRAN cell operating on the carrier frequency provisioned for ProSe Direct Communication.

4.5.1.1.2.3.3a
Provisioning information for one-to-one ProSe Direct Communication

The following information is provisioned in the UE for one-to-one ProSe Direct Communication:

1)
Authorisation policy:

-
When the UE is "served by E-UTRAN":

-
PLMNs in which the UE is authorised to perform one-to-one ProSe Direct Communication.

-
When the UE is "not served by E-UTRAN":

-
Indicates whether the UE is authorised to perform one-to-one ProSe Direct Communication procedures when "not served by E-UTRAN".

2)
ProSe Direct Communication policy/parameters:

-
Include the parameters that enable the UE to perform one-to-one ProSe Direct Communication when provisioned from DPF including the Layer-2 ID for unicast communication and the related security parameters.
NOTE 1:
More details on the necessary security aspect will be defined in SA3 specifications.

3)
Radio parameters for when the UE is "not served by E-UTRAN":

-
Includes the radio parameters with Geographical Area(s) that need to be configured in the UE in order to be able to perform one-to-one ProSe Direct Communication procedures when "not served by E-UTRAN". These radio parameters (e.g. frequency bands) are defined in TS 36.331 [33]. The UE uses the radio parameters only if the UE can locate itself in the corresponding Geographical Area. Otherwise, the UE is not authorised to transmit.

NOTE 2:
The "not served by E-UTRAN" cover the cases when the UE is not served by the E-UTRAN cell operating on the carrier frequency provisioned for ProSe Direct Communication but may be served by the E-UTRAN cell operating on some other carrier frequency.
4.5.1.1.2.3.4
Additional provisioning information in support of ProSe UE-to-Network Relay

In addition to the parameters indicated in clauses 4.5.1.1.2.3.2, 4.5.1.1.2.3.3 and 4.5.1.1.2.3.3a, the ProSe-enabled Public Safety UE is provisioned with the following information in support of ProSe UE-to-Network Relay:

1)
Authorisation policy for acting as a ProSe UE-to-Network Relay when the UE is "served by E-UTRAN":

-
Indicates whether the UE is authorised to relay traffic for Remote UEs that are "not served by E-UTRAN"

2)
ProSe Relay Discovery policy/parameters ProSe UE-to-Network Relay:
-
Includes the parameters that enable the UE to perform ProSe Relay Discovery when provisioned from DPF:

-
ProSe UE-to-Network Relay Discovery parameters (User Info ID, Relay Service Code(s)) as described in 4.5.1.1.2.3.2;

-
The PDN connection parameters (PDN type, APN) to be used for the relayed traffic for each ProSe Relay Service Codes;

NOTE 1:
The behaviour of the UE in case of missing PDN connection parameters is the behaviour described in TS 23.401 [5]. E.g. if PDN type is not pre-configured the UE requests PDN type IPv4v6.

-
Includes security related content for ProSe Relay Discovery for each ProSe Relay Service Codes.
In addition to the parameters indicated in clauses 4.5.1.1.2.3.2, 4.5.1.1.2.3.3 and 4.5.1.1.2.3.3a, the ProSe-enabled Public Safety UE is provisioned with the following information to enabe the use of a ProSe UE-to-Network Relay:

1)
Authorisation policy for using a ProSe UE-to-Network Relay when the UE is "not served by E-UTRAN":

-
Indicates whether the UE is authorised to use a ProSe UE-to-Network Relay
2)
ProSe Relay Discovery policy/parameters that enables the connection to the ProSe UE-to-Network Relay after discovery is performed as defined in clause 5.3.x:

-
ProSe UE-to-Network Relay Discovery parameters (User Info ID, Relay Service Code(s) ) as described in 4.5.1.1.2.3.2;
-
IP version(s) that can be used for the relay traffic for each ProSe Relay Service Codes;

-
Includes security related content for ProSe Relay Discovery for each ProSe Relay Service Codes.
NOTE 2:
The ProSe-enabled Public Safety UE gets the configuration parameters from the ProSe Function in service authorization.

NOTE 3:

The "not served by E-UTRAN" cover the cases when the UE is not served by the E-UTRAN cell operating on the carrier frequency provisioned for ProSe Direct Discovery but may be served by the E-UTRAN cell operating on some other carrier frequency.
NOTE 4:
More details on the necessary security aspect will be defined in SA3 specifications.

********* Next Changes ********

4.5.3
IP address allocation

For one-to-many ProSe Direct Communication:

-
when the UE is configured to use IPv6 on the direct link, the UE auto-configures a link local IPv6 Address following procedures defined in RFC 4862 [6]. This address can only be used as the source IP address for one-to-many ProSe Direct Communication.

-
when the UE is configured to use IPv4 for a certain Group for one-to-many ProSe Direct Communication, then either it uses the configured IPv4 address for the Group or, if it is not configured with an address for the Group, it uses Dynamic Configuration of IPv4 Link-Local Addresses IETF RFC 3927 [16].

For communication with a ProSe UE-to-Network Relay:

a)
When the Remote UE uses IPv4 to access the external PDN:
a1)
The IPv4 address allocation and IPv4 parameter configuration via DHCPv4 is performed according to RFC 2131 [7] and RFC 4039 [8] procedures. The IPv4 address provided to the Remote UE from the ProSe UE-to-Network Relay by DHCPv4 procedure shall correspond to a local IPv4 address range configured in the ProSe UE-to-Network Relay.

a2)
The DHCPv4 request from the Remote UE is always sent subsequent to the establishment of the One-to-one ProSe Direct Communication, see details in clause 5.4.4.3.

b)
When the Remote UE uses IPv6 to access the external PDN:

b1)
 IPv6 network prefix allocation via IPv6 Stateless Address auto-configuration. Router solicitation from the Remote UE is always sent subsequent to the establishment of the One-to-one ProSe Direct Communication, see details in clause 5.4.4.2:



b2)
 IPv6 parameter configuration via Stateless DHCPv6: The UE may use stateless DHCPv6 for additional parameter configuration.

The PDN type of the PDN connection used for the relay traffic shall support the IP version used by the Remote UE. If the Remote UE initiates an allocation of IPv4 address or an IPv6 prefix when the requested IP version is not supported in the corresponding PDN connection then IP address/prefix allocation fails. 
In case of IPv4 the ProSe UE-to-Network Relay performs IPv4 NAT between IPv4 addresses assigned to the Remote UEs and the IPv4 address assigned to the PDN connection used for the relay traffic. In case of IPv6 the ProSe UE-to-Network Relay assignes IPv6 prefixes from IPv6 prefix range that have been assigned to the PDN connection used for the relay traffic via IPv6 prefix delegation. 


********* Next Changes ********

4.5.4
ProSe UE-to-Network Relaying

A UE supporting ProSe UE-to-Network Relaying shall include the following functions:

-
ProSe Direct discovery for ProSe UE-to-Network Relay ;
-
One-to-one ProSe Direct Communication;


-
Acting as a default router to the Remote UEs forwarding IP packets between the UE-ProSe UE-to-Network Relay point-to-point link and the corresponding PDN connection;
-
IPv6 prefix allocation and delegation if IPv6 is used
-
IPv4 address allocation and IPv4 NAT function if IPv4 is used


In order to use a ProSe UE-to-Network Relay a ProSe-enabled Public Safety UE shall include the following functions:

-
ProSe Direct discovery for ProSe UE-to-Network Relay;
-
One-to-one ProSe Direct Communication with dynamic IP address/prefix allocation.

NOTE:
The aspects of the radio layers for the PC5 reference point are defined in RAN specifications.

********* Next Changes ********

5.4.4
Direct communication via ProSe UE-to-Network Relay

5.4.4.1
General

ProSe UE-to-Network Relay capable UE may attach to the network (if it is not already connected) and connect to a PDN connection enabling the necessary relay traffic or it may need to connect to additional PDN connection(s) in order to provide relay traffic towards Remote  UE(s).  PDN connection(s) supporting UE-to-Network Relay shall only be used for Remote ProSe UE(s) relay traffic.
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Figure 5.4.4.1-1: ProSe UE-to-Network Relay
1.
The ProSe UE-to-Network Relay performs initial E-UTRAN Attach (if not already attached) and/or establishes a PDN connection for relaying (if no appropriate PDN connection for this relaying exists). In case of IPv6, the ProSe UE-Network Relay obtains IPv6 prefix via prefix delegation function from the network as defined in TS 23.401 [5].
2.
The Remote UE performs discovery of a ProSe UE-to-Network Relay using Model A or Model B discovery. The details of this procedure are described in clause 5.3.X.
3.
The Remote UE selects a ProSe UE-Network Relay and establishes a connection for One-to-one ProSe Direct Communication. If there is no PDN connection associated with the ProSe Relay UE ID or additional PDN connection for relaying is needed, the ProSe UE-to-Network Relay initiates new PDN connection establishment procedure for relaying. The details of this procedure are described in clause 5.4.5.

4.
IPv6 prefix or IPv4 addess is allocated for the remote UE as it is specified in 5.4.4.2 and 5.4.4.3. From this point the uplink and downlink relaying can start. 
NOTE: 
The connection of a new Remote UE most probably require the creation and/or modification of additional dedicated bearers for the PDN connection used for relaying.
5.4.4.2
IPv6 Stateless Address auto-configuration

After the establishment the One-to-one ProSe Direct Communication the Remote UE may initiate the allocation of an IPv6 prefix as follows.
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Figure 5.4.4.2-1: IPv6 prefix allocation using ProSe UE-to-Network Relay



1.
If the Remote UE is configured to perform IPv6 Stateless Address auto-configuration, the Remote UE shall send a Router Solicitation message in order to solicit a Router Advertisement message as specified in IETF RFC 4862 [6]. The message is sent using as Destination Layer-2 Address the ProSe UE ID of the ProSe UE-to-Network Relay discovered during the establishment the One-to-one ProSe Direct Communication.

2.
Upon receiving the Route Solicitation message from the UE the ProSe UE-to-Network Relay shall send an IPv6 Router Advertisement message as specified in IETF RFC 4862 [6] to the Remote UE. The ProSe UE-to-Network Relay acts as an advertising interface as specified in IETF RFC 4861 [10]. The Router Advertisement messages shall contain the assigned IPv6 prefix. The ProSe UE-to-Network Relay shall obtain the IPv6 prefix assigned to the Remote UE via prefix delegation function from the network as defined in TS 23.401 [5] before sending the IPv6 prefix to the Remote UE. After the Remote UE receives the Router Advertisement message, it constructs a full IPv6 address via IPv6 Stateless Address auto-configuration in accordance with IETF RFC 4862 [6]. However, the Remote UE shall not use any identifiers defined in TS 23.003 [12] as the basis for generating the interface identifier. For privacy, the Remote UE may change the interface identifier used to generate the full IPv6 address, as defined in TS 23.221 [11] without involving the network. The Remote UE shall use the auto-configured IPv6 address while sending packets in this implicitly created PDN connection.

5.4.4.3
IPv4 Address allocation using DHCPv4

After the establishment the One-to-one ProSe Direct Communication the Remote UE may initiate the allocation of an IPv4 address as follows.


[image: image6.emf] 

   

Remote   

UE  

ProSe  

UE  -  to  -  NW   

Relay  

1. DHCPv4  Discovery  

2. DHCPv4 Offer  

3. DHCPv4 Request  

4 . DHCPv4 Ack  



Figure 5.4.4.3-1: IPv4 address allocation using ProSe UE-to-Network Relay 

1.
If the Remote UE is configured to use IPv4, the Remote UE shall send DHCPv4 Discovery message. The message shall be sent using as Destination Layer-2 Address of the ProSe UE-to-Network Relay discovered during the establishment the One-to-one ProSe Direct Communication.

2.
The ProSe UE-to-Network Relay acting as a DHCPv4 Server sends the DHCPv4 Offer with the assigned Remote UE IPv4 address. The IPv4 address provided to the Remote UE from the ProSe UE-to-Network Relay shall correspond to a local IPv4 address range configured in the ProSe UE-to-Network Relay.
3.
When the Remote UE receives the lease offer, it sends a DHCP REQUEST message containing the received IPv4 address.

4.
The ProSe UE-to-Network Relay acting as DHCPv4 server sends a DHCPACK message to the Remote UE. This message includes the lease duration and any other configuration information that the client might have requested.


On receiving the DHCPACK message, the Remote UE completes the TCP/IP configuration process.

NOTE:
The DHCPv4 client may skip the DHCPv4 Discovery phase, and send DHCPv4 Request message in broadcast as the first message in accordance with the DHCPv4 renewal process.
After the UE releases the IPv4 address using DHCPv4 or the IPv4 address lease time expires, the same IPv4 address shall not be allocated to another Remote UE immediately by the ProSe UE-to-Network Relay.
********* End of Changes ********
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