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Abstract of the contribution: Proposes efficient Service Request (skip AS SMC) even for mobile UEs by storing the AS context (including AS security) in MME during idle-mode.
Discussion
-	One of the main problems to solve is to reduce the large number of signalling messages for service request (when UE needs to transmit small data from idle mode).
-	We propose an optimized service request procedure which is based on caching the UE’s AS context in MME during idle-mode and skipping the AS Security Mode Command (AS SMC) during Service Request.
-	Since AS security context needs to be used across idle-mode, and not re-started at every idle-connected transition, the following optimization are needed for AS security context:
-	The UE stores the AS security context (keys, algorithms, sequence numbers etc) when it goes idle. 
-	The eNB provides the UE latest AS security context to the MME when the UE goes idle. 
-	The UE integrity protects the RRC Connection Setup message using the AS security context. The RRC Connection Setup message may optionally contain NAS Service Request message.
-	 
-	This solution optimized Solution 6 (and Solution 5), by enabling optimized service request, even when UE is mobile and performs service request at a different eNB from the one where it went idle.
The advantage of our proposal over existing LTE/EPC procedure is shown in the Figure below comparing it with the service-request procedure of TS 23.401 Section 5.3.4.1. As can be seen from the figure below, four out of the nine messages on the radio interface are not needed. The sequence of message in our proposed solution is changed from that shown in the figure below. The sequence in our procedure is 1,2,3, 7, 8, 5 ,6, 13-16, i.e steps 7 and 8 are moved up between steps 4 and 5.
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Figure 1. Service Request procedure. 
Considerations on AS Security
In the existing LTE/EPC specifications, AS keys change during HO when UE changes cells (both intra and inter-eNB). Also new AS security keys are setup every time UE performs Service Request.
There are two options for handing AS security in the new Service Request procedure:
A.	Re-use existing (old) AS security keys: In this case the old KeNB is stored and re-used when the UE performs service request in a new eNB. This may not meet existing EPC/LTE security requirements. However, for CIoT, SA3 may decide that re-using existing AS security context suffices. 
B.	Create new AS security keys (based on stored AS security context) when UE performs service request in new cell: In this case the old AS security context is stored in the MME. This includes the NH (Next Hop key), NCC (Next-hop Chaining Counter), KeNB, AS PDCP counters. If the UE performs Service request in old cell, the existing KeNB is used for AS level security. If UE performs service request in new cell, the MME determined new AS level keys, by performing vertical key derivation, i.e the MME increments NCC and computes new NH [NH_new = f(NH_old, Kasme, NCC)] and provides the new NCC and NH to the eNB. The eNB computes Kenb* using NH_new. [Kenb* = f(PCI, EARFCN-DL, NH_new)]. The UE also performs the same key derivation and signs (integrity protects) the RRC Connection Request message with Kenb*.
In this contribution, we are proposing Option-B to be used which provides AS security equivalent to what is currently in LTE/EPC specifications. Note that even with Option-B, there is no explicit AS security mode command negotiation between UE and eNB. Only, in cases of error (integrity check fails), will AS SMC procedure be performed. However, if SA3 decides that new KeNB does not need to be generated and old security context can be re-used as is, then MME can just provide the old security context to the eNB and the UE will integrity protect service request with the existing AS security context.
Considerations on including NAS (Service Request) message in RRC Connection Request
In existing E-UTRAN design, the RRC Connection Request message does not contain NAS message and may have size limitations. The NAS service request message though is very small (4 bytes in length) and shown below (TS 24.301) and should not be that difficult to it into PUCCH:
Table 8.2.25.1: SERVICE REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	KSI and sequence number
	KSI and sequence number
9.9.3.19
	M
	V
	1

	
	Message authentication code (short)
	Short MAC
9.9.3.28
	M
	V
	2



At the NAS layer, the main purpose of Service Request message is to authenticate the UE, by verifying the Message Authentication code (MAC), which the UE signs using existing NAS keys using the NAS UL Sequence number. 
For the new Service Request procedure there are the following three options:
I.	Include Service Request message in RRC Connection Request message. The MME can verify the NAS message and then provide AS context to the eNB. Minimum part of service request (NAS sequence number+MAC) should be included in RRC Connection Request message. The eNB then performs AS verification. 
II.	Not include Service Request message in RRC Connection Request message and have the MME perform AS verification: In this case, the entire RRC message including the AS signature is sent to the MME. The MME will need to derive new Kenb* and verify the message. 
	This is requiring the MME to perform AS level security functions of RRC message verification. (NOTE: In security option-B above, the MME generates NH and NCC but does not generate Kenb* nor does it verify any RRC messages). This will also require configuration of cell-level information such as PCI, EARFCN-DL in MME.
	One optimization to this procedure is that the eNB can also optionally store AS security context, in addition to providing the AS context to the MME when UE is transitioned to idle state. If UE performs service request in the same eNB where it went idle, the eNB can verify the RRC message and in the Initial UE message, send a “RRC message verified” indication to the MME. In such a case, the MME can skip AS message verification procedure. This optimization also requires the MME to provide S-TMSI to the eNB in every S1 release procedure.
III.	Not include Service Request message in RRC Connection Request message and have the RRC message verified by eNB: In this case the MMME generates new AS context and provides the AS security context to the eNB. The MME does not delete the old AS context of the UE. The eNB verifies the RRC message. If the verification is successful, the eNB acks to MME the setup of AS in Initial Context Setup complete message. If the verification fails, the eNB will reject the setup of RRC connection for the UE with a cause value requesting the UE to perform a full Service Request procedure. The eNB also sends an initial context setup failure message to the MME. The MME deletes the new AS context of the UE.
	This option does not have “rouge eNB” problem, since the “rouge eNB” needs to have a secure connection with MME (hence this is not a rouge eNB which is setup without a connection to EPC). 
In the proposal section of this contribution, we have included option I and III. 
Our preference is for Option I. The Service Request message is only 4 bytes in length and can be included in PUCCH in the RRC Connection Request message. Option III is used if NAS message cannot be included send in RRC Connection setup message.
NOTE: RRC Connection Request message which includes Service Request NAS message can be renamed (eg. RRC FastConnect Request) to remove confusion with existing RRC Connection Request message which does not include NAS.
Relation to existing solutions in the TR
This proposal can be considered as optimizations for Solution 5 (RRC Suspend) and Solution 6 (Enhanced ECM connected). The key advantages of this proposal over the existing solutions in TR 23.720 are:
-	Solution 5: UE state transition signalling reduction (Section 6.5) and Solution 6: User plane based solution with enhanced ECM-CONNECTED state (Section 6.6):  The proposal in this contribution provides the same amount of signalling reduction as Solution 5 and Solution 6. However, Solution 5 and Solution 6 only work, when the UE performs Service Request at the eNB where it was last active, i.e., the UE is not mobile or the RF conditions do not change for the UE. Hence, applicability of Solution 5 and 6 is very limited (only to non-mobile UEs). Also solution 5 and 6 required UE’s AS context to be stored in eNBs. eNBs are typically unreliable and UE’s AS context may be lost every time the eNB reboots. In our solution the UE’s AS context is stored in the MME, which is more reliable. Hence our solution is more robust to eNB failures. Moreover, Solution 5 requires new UE states in the MME and UE, which is not required by this solution. Hence, impacts to UE and MME are much more limited in our solution.
This solution can be considered as a separate solution or included an optimization of Solution 6 of storage of AS context. The following enhancements from Solution 6 can also be made applicable to this solution:
-	Timer-based release of S1 connection.
-	UE performs autonomous Cell Selection in connected-mode (no handovers).
Proposal
It is proposed to add the following text to TR 23.720

***************** Start of changes **********************
[bookmark: _Toc425801558][bookmark: _Toc425801710][bookmark: _Toc425801986][bookmark: _Toc425802204]6.x	Solution x: RRC FastConnect for Service Request
[bookmark: _Toc425801559][bookmark: _Toc425801711][bookmark: _Toc425801987][bookmark: _Toc425802205]6.x.1	Description 
This is a solution to Key issue #2: Efficient support of infrequent small data transmission for narrowband Cellular IoT.
This solution optimizes the service request procedure by storing the UE’s AS context in the MME and in the UE during idle-mode. The AS security context is re-used when the UE performs service request. 
6.x.1	Procedures 
6.x.1.1	Storing UE’s AS Context in MME when UE goes idle
[image: ]
Figure 6.x.1.1-1: S1 Release Procedure
0. UE is in connected mode.
1.	The eNB decides to transition the UE to idle state.
2. – 3. The eNB sends UE Context Release Request and the MME responds with UE Context Release Command as specified in TS 23.401 Section 5.3.5.
4.	The eNB also provides the UE’s AS Context which includes the UE’s AS security keys, algorithms and sequence numbers in the UE context release complete message to the MME. MME stores the UE’s AS context.
5.	RRC Connection Release procedure occurs as specified in current specifications. However, the UE also stores the AS security context when it goes idle.
6. – 7. As specified in TS 23.401. 
6.x.1.2	Service Request Procedure
This procedure is an optimized procedure for setup of DRBs when UE transitions from idle state to connected state which results in fewer RRC messages than specified in TS 23.401. This procedure is also applicable to TAU with active flag, with the main difference being: (a) the NAS message is “TAU with active flag” message, (b) For normal TAU with active flag (i.e TAU in a new TAI), GUTI instead of S-TMSI is provided in the RRC Connection request message, and (c) additional processing of the NAS message occurs in the MME as stated in TS 23.401 Section 5.3.3.
 
[image: ]
Figure 6.x.1.2-1: Service Request Procedure
1.	The UE determines that it has small data to send or responds to network initiated page message. The UE’s NAS layer requests the AS layer to setup AS connection. An explicit NAS service request message is not provided to the AS layer.
2. and 3. Random access procedure as in current specifications.
4.	In the RRC FastConnect Request message is signed using the AS security context based on the stored AS context in the UE. The UE may also provide the NAS Service request message.
Editor’s Note: It is FFS if NAS message can be included in RRC Connection Request message for NB-CIOT (based on RAN design).
5.	Based on the S-TMSI provided by the UE, the eNB selects MME (based on the MMEC field of the S-TMSI) and sends Initial UE message (Service request, S-TMSI) to the MME. This step is as specified in TS 23.401, Section 5.3.4.1. If the UE provided NAS message in Step 4, the NAS message is included otherwise RRC message in Step 4 is included. 
6.	If NAS message was included in Step 5, the MME verifies the NAS message by checking the signature in the NAS message (no change from existing procedure). 
	If UE become active in a different eNB from where it went idle, the MME creates new NH and NCC, otherwise AS security context is not updated. The MME provides the UE context to the eNB including the UE’s (updated) AS security context. 
	If NAS message was not included in Step 5, the MME does not delete the old security context.
7.	Based on the AS security context provided by the MME, the eNB verifies the RRC Connection request message. If the verification is success, the eNB performs RRC connection setup which sets up the SRBs, DRBs and the AS security context. This message and subsequent messages are sent using AS security context. 
	If NAS message was included in Step 5 and the verification fails or the AS security context is not provided by the MME, the eNB first performs AS security mode command before setting up the RRC connection (as specified in TS 23.401) If NAS message was not included in Step 5 and if the message verification fails, the eNB sends an RRC Connection Reject message to the UE with cause value indicating that the UE should perform full Service Request procedure by sending NAS message, and also sends Initial context setup failure message to the MME. The MME deletes the new AS security context if one was created in Step 6.  
8.	The UE responds with RRC Connection setup complete. The UE’s NAS layer also transitions the UE to EMM-CONNECTED state.
9. - 12. As specified in TS 23.401 Section 5.3.4.1.
[bookmark: _Toc326248711][bookmark: _Toc425801541][bookmark: _Toc425801693][bookmark: _Toc425801969][bookmark: _Toc425802187]6.x.2	Impacts on existing nodes and functionality
eNB
Support new optimized Service Request procedure.
MME
Storing UE’s AS context during idle mode. 
UE
Storing AS context during idle mode and updating/re-using it for AS security for next service request.
***************** End of changes **********************
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