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********* Start of Changes ********

4.5.3
IP address allocation

For one-to-many ProSe Direct Communication:

-
when the UE is configured to use IPv6 on the direct link, the UE auto-configures a link local IPv6 Address following procedures defined in RFC 4862 [6]. This address can only be used as the source IP address for one-to-many ProSe Direct Communication.

-
when the UE is configured to use IPv4 for a certain Group for one-to-many ProSe Direct Communication, then either it uses the configured IPv4 address for the Group or, if it is not configured with an address for the Group, it uses Dynamic Configuration of IPv4 Link-Local Addresses IETF RFC 3927 [16].

For communication with a ProSe UE-to-Network Relay:

a)
When the ProSe UE-to-Network Relay uses a PDN connection with PDN type IPv4 for the traffic with Remote UEs:

a1)
The IPv4 address allocation and IPv4 parameter configuration via DHCPv4 is performed according to RFC 2131 [7] and RFC 4039 [8] procedures. The IPv4 address provided to the Remote UE from the ProSe UE-to-Network Relay by DHCPv4 procedure shall correspond to a local IPv4 address range configured in the ProSe UE-to-Network Relay.

a2)
The DHCPv4 request from the Remote UE is always sent subsequent to the discovery of the ProSe UE-to-Network Relay. It is sent to the L2 link address of the Relay corresponding to the PDN connection the Remote UE has selected.

a3)
If the IPv4 address is allocated by using DHCPv4 procedure, then after the UE releases the IPv4 address using DHCPv4 or the IPv4 address lease time expires, the same IPv4 address shall not be allocated to another Remote UE immediately by the ProSe UE-to-Network Relay.

b)
When the ProSe UE-to-Network Relay uses a PDN connection with PDN type IPv6 for the traffic with Remote UEs:

b1)
 IPv6 network prefix allocation via IPv6 Stateless Address auto-configuration:

b1.1)
Router solicitation from the Remote UE is always sent subsequent to the discovery of the ProSe UE-to-Network Relay. It is sent to the L2 link layer ID of the Relay corresponding to the PDN connection the Remote UE has selected. The IPv6 network prefix assigned to the Remote UE is sent in the Router Advertisement.

b.1.2)
The IPv6 network prefix is assigned to the ProSe UE-to-Network Relay using existing procedures described in TS 23.401 [5] and TS 23.402 [9]. For stateless address auto-configuration however, the UE can choose any interface identifier to generate an IPv6 address, other than link-local, without involving the network. Any prefix that the ProSe UE-to-Network Relay will advertise to the Remote UE is unique: there is no need for the Remote UE to perform Duplicate Address Detection for global uniqueness for any IPv6 address configured from the allocated IPv6 network prefix.

b2)
 IPv6 parameter configuration via Stateless DHCPv6: The UE may use stateless DHCPv6 for additional parameter configuration.

c)
When the ProSe UE-to-Network Relay uses a PDN connection with PDN type IPv4v6, or has both PDN type IPv4 and type IPv6 available for the traffic with Remote UEs:

-
The IPv6 network prefix allocation via IPv6 Stateless Address auto-configuration procedure, IPv6 parameter configuration via Stateless DHCPv6 procedure and DHCPv4 procedure are the same as for PDN type IPv6 or IPv4 defined in pervious bullets.

For one-to-one ProSe Direct Communication between two UEs neither of which acts as a ProSe UE-to-Network Relay the following mechanism for IP address/prefix allocation may be used:

a)
DHCP-based IPv4 address allocation with one of the two UEs acting as a DHCP server.
b)
IPv6 Stateless Address auto configuration specified in RFC 4862 [6] for assignment of IPv6 prefix, with one of the two UEs acting as IPv6 default router.

NOTE: Which UE acts as a DHCP server is negotiated during secure layer-2 link establishment. The details of the negotiation will be defined in Stage 3.
c)
Link-local addresses  as defined in RFC 4862 [6] and RFC 3927 [16] for IPv6 and IPv4, respectively, are formed by UEs locally. The link-local addresses are exchanged during the establishment of a secure layer-2 link over PC5. The UEs do not perform duplicate address detection after the layer-2 link is established.
********* Next Change ********

5.1.1.5
UE - UE

5.1.1.5.1
Discovery plane PC5 interface
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Legend:

-
PC5-D: The MAC/PHY functionality is specified in TS 36.300 [17].

-
The "ProSe protocol" is used for handling ProSe Direct Discovery and ProSe UE-to-Network Relay discovery and is specified in TS 24.334 [24].

Figure 5.1.1.5.2-1: Discovery Plane PC5 Interface

5.1.1.5.2
PC5 Signalling Protocol
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Legend:

-
The PDCP/RLC/MAC/PHY functionality is specified in TS 36.300 [17].

-
PC5 Signalling Protocol" is used for control plane signalling over PC5 (e.g. establishment, maintenance and release of secure layer-2 link over PC5, TMGI monitoring requests, Cell ID announcement requests etc. as described elsewhere in this specification).
-
The SDU Type field (3 bits) in the PDCP header is used to discriminate between IP, ARP and PC5 Signalling Protocol.
-
PC5 Signalling Protocol messages are sent on a unicast Destination Layer-2 ID.
Figure 5.1.1.5.3-1: PC5 Signalling Protocol stack
********* Next Changes ********

5.4.5
One-to-one ProSe Direct Communication
5.4.5.1
General

One-to-one ProSe Direct Communication is realised by establishing a secure layer-2 link over PC5 between two UEs.

Each UE has a Layer-2 ID for unicast communication that is included in the Source Layer-2 ID field of every frame that it sends on the layer-2 link and in the Destination Layer-2 ID of every frame that it receives on the layer-2 link.

NOTE: Conflicts between Destination Layer-2 ID for unicast and one-to-many communication will be resolved by RAN2 WG.
The UE needs to ensure that the Layer-2 ID for unicast communication is at least locally unique. To that effect the UE should be prepared to handle Layer-2 ID conflicts with adjacent UEs using unspecified mechanisms (e.g. self-assign a new Layer-2 ID for unicast communication when a conflict is detected).

The layer-2 link for one-to-one ProSe Direct Communication is identified by the combination of the Layer-2 IDs of the two UEs. This means that the UE can engage in multiple layer-2 links for one-to-one ProSe Direct Communication using the same Layer-2 ID.

5.4.5.2
Establishment of secure layer-2 link over PC5
Depicted in figure 5.4.5.2-1 is the procedure for establishment of secure layer-2 link over PC5. The message includes the User Info parameter that is used to assert the identity of the UE-1’s user. 
UEs engaged in isolated (non-relay) one to one communication may negotiate the link-local address to be used for subsequent communication. In order to make use of this link-local address, UE-1 and UE-2 must be provisioned with a mapping of the other UE's User Info to the application layer ID.
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Figure 5.4.5.2-1: Establishment of secure layer-2 link over PC5
1.
UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication.

NOTE:
The link initiator (UE-1) needs to know the Layer-2 ID of the peer (UE-2) in order to perform step 1. As an example, the link initiator can learn the Layer-2 ID of the peer by executing a discovery procedure first or by having participated in one-to-many ProSe Direct Communication including the peer.

2.
UE-2 initiates the procedure for mutual authentication. The successful completion of the authentication procedure completes the establishment of the secure layer-2 link over PC5. As part of this step UE-2 includes the User Info parameter that is used to assert the identity of the UE-2’s user.
NOTE: 
When link-local address negotiation is supported, UE 2 checks whether it supports the link local address of IP version indicated in step 1, and whether there is any address duplication. If it supports, UE 2 responds a Direct Communication Response (link-local address of UE 2, User Info-2) message. UE-2 maps the received User Info-1 into an application ID-1 based on provisioned information, and stores the link-local address with the application ID-1 into the local address database.  Similarly, when received Direct Communication Response, UE-1 maps the received User Info-2 into an application ID-2 based on provisioned information, and stores the link-local address with the application ID-2 into the local address database.
5.4.5.3
Layer-2 link maintenance over PC5
The PC5 Signalling Protocol shall support keep-alive functionality that is used to detect that when the UEs are not in ProSe Communication range, so that they can proceed with implicit layer-2 link release. 

NOTE 1: 
If the link-local address negotiation is support, when the layer-2 link is released, the UE shall remove any corresponding entries in the local address database.
NOTE 2:
It is left to Stage 3 to determine how and when the keepalive messages are used.

5.4.5.4
Layer-2 link release over PC5
Depicted in figure 5.4.5.5-1 is layer-2 link release procedure over PC5. This procedure can be also used to release the layer-2 link between the Remote UE and the UE-to-Network Relay, initiated by either the Remote UE or the Relay e.g. due to temporary loss of connectivity to the network, battery running low of the relay, etc.
NOTE: 
If the link-local address negotiation is support, when the layer-2 link is released, the UEs shall remove any corresponding entries in the local address database.
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Figure 5.4.5.5-1: Layer-2 link release over PC5

1.
UE-1 sends a Disconnect Request message to UE-2 in order to release the layer-2 link and deletes all context data associated with.

2.
Upon reception of the Disconnect Request message UE-2 responds with a Disconnect Response message and deletes all context data associated with the layer-2 link.
********* End of Changes ********
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