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1. Introduction

The basic assumption for any QoS scheme to work is that a user/application must have sufficient permission to request and receive its QoS guarantees. Admission control based on certain set of rules and conditions, therefore, is the preliminary requirement for QoS schemes to work. For example, based on a user/call-specific QoS Policies such as the service access eligibility, the required bandwidth and delay, etc, CAC will decide if there are enough resources to admit this user/call. Therefore, there must be a set of agreed rules and conditions for CAC to perform the call admission control. Policies are administratively prescribed rules and conditions that specify actions in response to defined criteria.  In practice, policies are implemented and executed as a set of rules, each of which has a set of conditions and a corresponding set of actions.  The actions are the behaviors that should be enforced if the set of conditions is satisfied.  Policies, in general, are based on service level agreements (SLA) between service providers and between users and service providers.  SLAs specify aspects of network behavior expected by the customer, such as performance of the network in terms of bandwidth, delay, and jitter and security of communication streams.  The SLAs are mapped into policies that can be executed by the system.

A model for policy-based networks is shown in Figure 1.  A management system converts SLAs into policies that are then stored in a policy repository (database).  Various database protocols may be used to store the policies. Policy Decision Points access the repository in response to a request from a Policy Enforcement Point (PEP) to determine what policy rule should be enforced. 
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Figure 1 - Policy Model

Policy Decision Points are network elements that respond to policy-related requests from other network elements called Policy Enforcement Points (PEPs), using a policy protocol such as Common Open Policy Service (COPS [6]) and AAA [7]. Policy Decision Points are more commonly referred to as Policy Servers, and may in turn access other policy databases using protocols such as SQL, TCAP [8], LDAP [3] etc. Policy servers are, by definition, distinct and remote from their associated client PEPs.

Policy Enforcement Points are the network elements that actually enforce specified and applicable policies. Policies may be (pre-) provisioned into PEPs, though they retain the capability to make policy-related queries of policy servers - thus both the server-push and client-pull mechanisms are supported.  

Policy-based Networks today primarily focus on two types of policies - those for QoS and those for network security. The following sections present prevalent policy frameworks and implementations in the QoS area in networks of today.

2.  Introducing QoS Control Policies in UMTS QoS Architecture
As specified in TS23.107 [1], interoperability between operators to support Iu Bearer Service (Section 6.4.6) as well as Core Network Bearer Services (Section 6.4.7) across different service domains will be based on the use of service level agreement (SLAs) which are an integral part of the DiffServ Architecture. Therefore, policies that are associated with certain SLAs must be defined and properly maintained and executed to meet the service requirements.

Policies are typically associated with the QoS of data flows through the transport network. Policies associated with services that specify how the service works for particular user is equally important. For instance, different users may subscribe to a different QoS for the service (e.g. different Max Bit Rates, Error Ratios, etc) or dynamically request a particular QoS when the service is initiated.  

For example, a policy may be defined to be that IP telephony that belongs to the Conversation Class is implemented by giving each call the same QoS parameter values, in terms of delay, jitter and throughput across the transport networks (either intra-domains operated by the same operator or inter-domains operated by different operators.). 

Taking the use of DiffServ on Iu/Core Network as an example, the selection of codepoints (DSCP) for the IP telephony services are controlled by the operators. But the network must decide the following based on the QoS policies:

1) if the identified user can use the request the service and make resource reservations.

2) whether there are enough resources across the network(s).

3) a consistent and specific DSCP with its associated control policies across its network so as to differentiate the voice packets from those packets originated from other service types.  

QoS policies can take into account factors such as the calling and called parties and the type of call. For instance, an emergency call (999 in UK, 911 in US, to insure that it completes, needs a higher priority than other calls. Businesses may want to allow calls to a customer to have better QoS than internal calls to co-workers and to not even set up the call if these levels cannot be provided. The ability to classify calls offers advantages over circuit switched networks where all calls are given the same QoS.  

2. QoS Policy Framework in UMTS Networks

This section addresses how the QoS policy concepts and elements introduced in the previous sections could be applied to UMTS QoS Architecture.  The following figure illustrates QoS policy concept based the UMTS QoS Architecture for UMTS bearer services in the control plane. It is adapted from Figure 2 in TS 23.107.   

 A QoS Policy Manager  (the policy repository combined with the Policy Decision Point) makes policy decisions related to resources and updates its PEPs.  Likewise, the external network can be QoS and policy enabled.  

Each network implementing service level agreements SLAs at the edges achieves end-to-end QoS. Each of the UMTS network elements is a Policy Enforcement Point (PEP). For example, the CAC control element performs admission control based on the QoS policies adopted for a call set-up request.  The Resource Manager allocates and manages according to the QoS decision (e.g. specific QoS parameters) made by the QoS Policy Manager.    
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Figure 2 - Policy Enabled UMTS QoS Architecture

The PEPs can be statically provisioned to provide the same QoS for each UMTS QoS class (conversational, streaming, interactive, and background).  All packet flows in each of these classes would be treated the same, independent of source and destination.  

Dynamic QoS Policies allow the behavior for QoS provisioning to be modified during the session.  Multiple streams from mobile terminals can be established independently for each service. This section describes the control plane for establishing dynamic, session-oriented QoS.

In comparison with the IP BS Manager [2] that manages IP services external to the UMTS network, the introduction of QoS Policy Manager proposes an indispensable functional element for different QoS schemes to be deployed in practice to achieve an end-to-end QoS provisioning.

2.1 VoIP Example

Consider, for example, a voice over IP service call from the external network.  The external network can connect to the PSTN/PLMN via a gateway or can connect to terminal equipment on the network.  Each of the networks uses the DiffServ QoS mechanism.  This example is illustrated by Figure 3.  

The mobile terminal attaches to the core network using the normal attach procedures. The MT application sends a call setup request using a protocol like H.323 or SIP to the call control agent (gatekeeper, feature server, etc.) or the CSCF [9] in the core network.  The call control agent or CSCF determines what services and what QoS to apply to the call.  The services and QoS are based on the calling and called numbers, time-of-day, and other factors.  The QoS values for the VoIP call can take one subset of the range values specified for the Conversational Class.  

The CSCF then requests the QoS Policy Manager(s) in its network to establish the QoS associated with this flow.  The Policy Manager in the external network communicates with its peer in the core network.  Each Policy Manager determines that resources are available, maps the generic policy value to appropriate rules/parameters, and sends them to the PEPs in its network. The PEPs setup the necessary packet filtering (classification) tables. QoS is established across the UMTS network and external network.

The call control agent informs the MT using the call control protocol how to mark its packets to receive the appropriate QoS.  The MT can request changes in the QoS during the call (session) by sending requests to the call control agent which would request the QoS Policy Manager to make the appropriate changes in the PEPs.
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Figure 3 - QoS Policy Enabled VoIP QoS Example

Alternatively, instead of the external network QoS Policy Manager requesting the core network QoS Policy Manager to setup QoS, dynamic QoS can be established by the MT signaling the PEP at the core network using a QoS signaling protocol.  When the mobile terminal needs a new connection, the CSCF specifies the QoS parameters to the MT in a call control message.  The MT signals this request to the core network PEP.  The PEP at the core network queries its QoS Policy Manager.  The QoS Policy Manager determines from its policies based on the user and service what rule should be applied and determines if resources are available.  The QoS Policy Manager returns to the PEP the rule/parameters that should be applied to this flow.  

In comparison with the first approach that uses the QoS Policy Manager(s) to enforce the pre-defined QoS policies over the call set-up, the second approach enables the MT to dynamically set up certain QoS level by querying the QoS Policy Manager(s) through the PEP(s).  

When the call is over, the same procedures can be used to remove the rules from the PEPs associated with the call flow. 

4. Proposal


Lucent proposes that 3GPP SA2 considers QoS Policy Management and the associated issues for R00 in its discussion on Section 9 “QoS” of TR 23.821.
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