3GPP SA2 
                                                                          Tdoc S2-00 - 000164

Mexico

January 2000


Source: Nortel Networks

Home Subscriber Server (HSS) Functionality

1. Introduction

This contribution is intended to describe an architecture for the support of  Home Subscriber Server (HSS) functionality.

This contribution:

· Provides the background for the HSS.

· Defines some basic requirements for HSS functionality.

· Describes a functional model in terms of supporting a 3G HLR and an IP based User Mobility Server (UMS) without requiring an HSS functional element that meets the basic requirements.

2. Background
The 3GPP TR 23.922 V.1.0.0 document defines the HSS as follows (verbatim text is in italics):

The Home Subscriber Server (HSS) is the master database for a given user. It is responsible for keeping a master list of features and services (either directly or via servers) associated with a user, and for tracking of location of and means of access for its users. It provides user profile information, either directly or via servers. It is a superset of the Home Location Register (HLR) functionality., for example as  defined in GSM MAP, but differs in that it needs to also communicate via new IP based interfaces. The HSS shall support a subscription profile which identifies for a given user for example: 

· user identities  

· subscribed services and profiles

· service specific information  

· mobility management information

· authorization information

Like the HLR, the HSS contains or has access to the authentication centers/servers (e.g. AUC, AAA). 

The following diagram reflects a generic model of the aforementioned functionality:
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Figure 1: Example of  a Generic HSS structure and basic interfaces
A more specific implementation is depicted in the following figure, defining the specifics of a UMS entity and identifying an interface with the 3G HLR.  A description of the 3G HLR and UMS follows the figure.
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Figure 2: Example of HSS structure with UMS Specific Functionality

The HSS may consist of the following elements as shown in the Figure 3:

1) User Mobility Server (UMS): it stores the Release 2000 all IP network Service Profile(see section 9.1) and stores  Service Mobility or Serving CSCF related information for the users. UMS might also generate, store and/or manage security data and policies (e.g. IETF features). UMS should provide logical name to transport address translation in order to provide answer to DNS queries. UMS role and functional decomposition are for further study.

2) 3G HLR: A GPRS HLR enhanced to support Release 2000 all IP networks GPRS specific information.

Gr and Gc use  MAP which may be implemented using MAP transported over IP, however the issue of roaming  to  a network that supports MAP over SS7 needs to be considered. The Cx interface requires further study: it may be implemented via IETF protocols such as DNS or via MAP procedures.  

Following functionality may need to be supported in the HSS and are for further study: 

· it stores the R00 all- IP network Service Profile and stores location information for the users.

· it may also generate, store and/or manage security data and policies (e.g. IETF features). 

· may need to provide logical name to transport address translation.

· The HSS interacts with the R-SGW to communicate with VLRs and other Mobility managers which do not use IP.  HSS interfaces with CSCF via Cx which is for further study.
· Other R00 all-IP based  network functions such as AAA, DNS etc. and their interactions with HSS is for further study.

· Interface(s) between UMS and 3G HLR is for further study.

 note: If the   user profile is split across different databases then there should either be no duplication of information elements or the consistency of the data should be maintained.

3. HSS Functional Requirements

The following summarizes some basic requirements of HSS functionality, given that HSS functionality is comprised of a 3G HLR and a UMS:

· Supports storage of all IP network service profiles. (UMS)

· Provides storage of location information for users in all IP network for use by the CSCF. (UMS)

· Provides a non-MAP interface to subscriber profiles in the IP domain. (UMS)

· Provides MAP (non-IP) interface to user data (in the 3G HLR) from the SGSN/GGSN/R-SGW. (3G HLR)

· Impact on 3G HLR is limited to GPRS specific information. (3G HLR)

· Provides security and access control to data. (3G HLR and UMS)

4. HSS functionality

This contribution proposes the removal of the HSS functional element from the 3G all IP reference model and proposes that the 3G HLR and UMS be shown as separate functional entities.  

The advantages of this proposal are as follows:

· Does not require the definition of an interface between the 3G HLR and UMS.

· No (minimal) impact to the 2G HLR for evolving to 3G.

· Consistent with the 2 tiers of mobility in the R00 network (i.e. the 3G HLR is only associated with the GPRS access mobility and the UMS is only associated with the IP network layer of mobility).

· Supports the basic requirements.

The disadvantages of this proposal can be viewed as the following:

· Appears to require the maintenance of 2 separate databases.

· No interface exists between the 3G HLR and UMS, which may be an issue if it is determined that data must be shared.

 The updated reference model is as follows:
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Figure 3 All IP Reference Architecture for Option 1
This same change is also proposed for the reference architecture for Option 2.

5. 3G HLR Functionality

The 3G HLR  provides subscriber and mobility information to the E-SGSN and E-GGSN and interfaces with the R-SGW for support of all IP users roaming in a 2G network.

6. UMS Functionality

The UMS functionality supports the following requirements:

· Supports storage of all IP network service profiles. 

· Provides storage of location information for users in all IP network for use by the CSCF. 

· Provides a non-MAP interface to subscriber profiles in the IP domain. 

· Provides security and access control to data. 

In expanding on the original UMS proposal to include other IP based elements, the UMS can be comprised of the following functional entities:

· Mobility Manager – provides user location management.

·  Auth Server – provides user authentication (Note, actual authentication can be via an external authentication center or done internally using a combination of user provided data and data from the Unified Directory).

· DHCP – provides autoconfiguration of IP address to roaming mobile nodes.

· Directory Name Server (DNS) - provides subscriber/mobile node roaming(care-of) address and ‘permanent’ address.

· Policy Server – provides system policy administration provided by policy servers.

· AAA Server – provides a single IP interface to the UMS.  Distributes the messages to the appropriate entity for processing.   This allows a single interface with external entities, thus simplifying the security model since only one security association is required between the UMS’ AAA server and other external entities.
The  Cx interface to the UMS may encompass multiple protocols as the UMS encompasses multiple functional entities with multiple IP interfaces (i.e. Auth Server, Policy Server, DNS, etc.).  However, depending upon the implementation of the AAA Server, it may be possible to encapsulate these requests into a single “AAA protocol”.  The definition of the Cx interface requires further study.

The actual storage of the data required by the HLR and UMS entities is an implementation issue, with several available options (with one such option provided in a subsequent section of this document).  However, one of the goals should be that there be no interface required between the UMS and 3G HLR.

7. UDS Implementation Option

A specific implementation could introduce a Unified Directory such that the master database is a separate entity from the functionality provided by a 3G HLR or UMS, thus a single database can be maintained by the operator.  This implementation option resolves the disadvantages of this proposal.

The following is a proposed functional model for such an implementation:  
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Figure 4 UDS specific implementation

The  functional components  of the UDS are defined as follows:

· Unified Directory – stores network services and subscriber profiles.  The Unified Directory provides the master database for all network services  and subscriber profiles.  The UMS and 3G HLR interface with the Unified Directory through the Directory Server.  The Directory Server interfaces with the Unified Directory via a single industry standard database protocol.

·  Directory Server – a programmable entity providing access to network services and subscriber database (Unified Directory) via a single industry standard database protocol (e.g. LDAP). 

Within an all IP network, a more physical depiction of  the network elements is as follows, with a Security Gateway added to provide secure access to the functional entities:


[image: image5.wmf]Policy

LAN/

WAN

Mobility

Manager

Security

Gateway

AAA

Server

Directory

Server

DHCP

Auth

Unified

Directory

DNS

3G

HLR

MAP

IP

Figure 5 UDS IP configuration
8. Architectural Issues 

The interface (Cx) between the UMS and the CSCF needs to be defined. The definition of this interface requires validation against call flows to ensure the required functionality is satisfied. For completeness, this evaluation can also address the interactions between mobility management and the CSCF in the Serving Network, as well as in the Home Network.

The Mh interface to the R-SGW for legacy interworking needs to be defined.  

9. Conclusions/Recommendations
The proposed HSS architecture provides some advantages over the previous proposal by:

· Promoting access independence in the IP core network.

· Requiring no interface between the 3G HLR and the UMS.

Future contributions are required to clarify and resolve the Architectural Issues identified in this contribution:

· Interactions with the CSCF and definition of the Cx interface.

· Interactions with the R-SGW and definition of the Mh interface.
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