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Abstract of the contribution: This contribution proposes updates to the solution based on St interface in order to resolve open issues and to clarify the relation to IETF and ONF architectures.
Introduction
This contribution updates the solution description in the following areas:

Editor’s Note: Details on how to handle report of changes of metadata to SCTCF over St are for further study. 
This editor’s note will be addressed in a separate contribution.

Editor’s note: It is FFS if it is feasible to use all of the mentioned schemes for packet marking. 

At the last meeting there was a discussion on what options for packet marking are feasible and what options needed to be standardized. The alternatives NSH, GRE and UDP were listed.

It is our understanding that NSH and GRE headers would allow sufficient flexibility for most cases. The UDP option does not bring much advantage and does need to be included. Also DSCP option that is already used for packet marking in down-link from TDF to PGW could be an option, but due to the small value range (6 bits) it is considered too limited.  

Editor’s Note on: Further impacts to existing nodes is FFS
No further impacts on existing nodes have been found and it is proposed to remove this editor’s note.

Traffic steering policy enforcement in (S)Gi-LAN

Similar to what has been done already for other solutions in the TR, it is proposed to add a description for how the solution 1.4 can utilize the work on service function chaining done by IETF and ONF. 
Editor’s Note: Additional evaluation is FFS.
A minor addition is done to refer to the IETF and ONF work on service function chaining. Apart from that it is then proposed to remove this editor’s note and instead focus on the overall evaluation of the solutions on a key issue level.

Proposal

It is proposed to update TR 23.718 as follows:

**** First Change ****

6.1.4.1.3 
Extensions with traffic steering functionality in TDF or PCEF

The St based solution described in previous sections may be used together with packet classification functionality in PCEF/TDF. 

In order to utilize the existing packet classification capability in PCEF (with or without ADC) or TDF in an FMSS deployment, the functionality of the PCEF and TDF can be extended to support packet marking for Traffic Steering purposes. The PCEF or TDF performs packet marking based on the active PCC/ADC rules. The classifiers and forwarding entities in the SGi-LAN system can then perform classification and traffic steering based on the marked traffic. This allows the packet classification result in PGW/TDF (e.g. based on ADC) to be utilized in the SGi-LAN domain where traffic can be further classified and steered based on the packet marking without repeating the same packet inspection as was done in PGW/TDF. Both uplink and downlink traffic would go via the PCEF/TDF for packet marking. In this case, the traffic classification happens in PCEF/TDF and in SGi-LAN but for different purposes: in PGW/TDF for detecting the application and in the (S)Gi-LAN domain for determining the service chain based on the packet marking performed by PCEF/TDF.
In case TDF is used for packet marking, the TDF marks application traffic based on the packet marking profile within active ADC rules. The TDF may be deployed as standalone entity outside the SGi-LAN, as illustrated in Figure 6.1.4.1.3-1 below. The TDF may also be deployed  in the SGi-LAN as illustrated in Figure 6.1.4.1.3-2 below. In case the TDF is deployed in the SGi-LAN, the SGi-LAN may have an initial classifier controlled by the SCTCF while the TDF acts as a non-initial classifier. In this case the traffic steering policy provided over St can be used to control what traffic is forwarded via the TDF and what traffic is not forwarded via the TDF. 
NOTE:
In either case, the TDF is performing packet marking of the traffic matching the active ADC rules. Traffic that does not match an ADC rule is not marked.


Figure 6.1.4.1.3-1. Example of traffic steering with packet marking in standalone TDF 
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Figure 6.1.4.1.3-2. Example of traffic steering with packet marking in TDF embedded in (S)Gi-LAN 

In case PCEF is used for packet marking towards the SGi-LAN, the uplink and downlink traffic would pass the PCEF before it enters the SGi-LAN system. The PCEF marks the Service Data Flows based on the packet marking profile within active PCC rules. An example of this alternative is shown in the figure 6.1.4.1.3-3 below. 
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Figure 6.1.4.1.3-3. Example of traffic steering with packet marking in PCEF

The PCRF provides a packet marking profile id to PCEF/TDF which refers to a preconfigured packet marking behaviour on the PCEF/TDF and uses a format suitable for the deployment. For example, GRE, NSH encapsulation as being defined by IETF [6] SFC WG, or DSCP marking with IP encapsulation as described in TS 23.203 [3] may be used.

NOTE: 
In case the NSH is used, it is used as carrier of information about the traffic classification in the PCEF/TDF. 


The PCRF also provides the packet marking profile id together with the traffic steering policy to the SCTCF. The SCTCF uses the packet marking profile id in order to further classify the traffic into service chain based on the packet marking in the traffic received from PGW/TDF.
**** 2nd Change ****

6.1.4.1.X
Traffic steering policy enforcement in (S)Gi-LAN
6.1.4.1.X.1
General
As described in clause 6.1.4.1.1, the SCTCF receives the traffic steering policies from the PCRF over the St interface. For enforcing these policies, the exact set of functionalities required to be supported by the (S)Gi-LAN depends upon the mechanism used for routing of the traffic between the service functions within the (S)Gi-LAN. Since routing of the traffic via Service Functions is not in 3GPP's scope, we are relying on the external SDOs working on these aspects. By providing high level description (on a possible way to leverage the work of external SDO(s)), here, we highlight that the proposed solution can leverage and hence complement the work done by those external SDOs. However, these are implementation specific aspects and will not be standardized by 3GPP.

NOTE:
Sections 6.1.4.1.X.2 and 6.1.4.1.X.3 are for information only and simply summarize the SFC related work done by the external SDOs and then try to map the functional entities defined by them to the solution in this section. They do not define any new functional entity or protocol.
6.1.4.1.X.2
When utilizing the IETF work

Under the Service Function Chain working group, IETF is working on some of the aspects of flexible traffic steering solution. In their working group draft on "Service Function Chaining (SFC) Architecture" [5], the high-level architecture of Service Function Chain is defined under clause 4. Among the other functions, the architecture defines Service Classification Function (SFC Classifier) which performs L3/L4 or L7 parameter based traffic classification and imposes SFC encapsulation based on the operator policy. SFC encapsulation enables service function path selection and sharing of metadata/context information when required. For the SFC encapsulation format, there is a working group draft on "Network Service Header" [6] which describes the addition of a Network Services Header to the traffic to allow the Service Function Forwarders (SFF) to steer the traffic via the appropriate Service Functions (SF). The SFF examines the Network Service Header to determine how to forward the traffic. 

In the current solution, for enforcing the traffic steering policy, the SFC Classifiers, SFFs and SFs are located in the (S)Gi-LAN and may receive instructions from the SCTCF for how to classify and route traffic. The details for how this is done, and if/how other functions in the (S)Gi-LAN are involved is out of 3GPP scope. When the optional packet marking in PCEF/TDF is applied, traffic classification in SGi-LAN based on L3/L4 rules is sufficient. Furthermore, since the solution does not define the location of the SFC Classifier(s), it allows multiple classifiers that may be distributed in the (S)Gi-LAN, in line with the IETF architecture [4]. 
6.1.1.1.3.3
When utilizing the ONF work

As part of "L4-L7 Service Function Chaining Solution Architecture", ONF is working on some of the aspects of flexible traffic steering solution. They have defined SFC architecture by using IETF's architecture as base model and adding some more SDN related components on top of it, e.g. SFC orchestrator, SFC Network Controller, etc. The SFC Network Controller interfaces with the SFC classifier providing it with instructions related to traffic classification and performing SFC encapsulation. Additionally, the SFC controller also programs the SFF with the SFC header so that it can route the traffic containing that SFC header via specific service functions. In addition to using SFC encapsulation using a new header as discussed in IETF, the ONF work also describes usage of existing headers, such as VLAN, MPLS label, source MAC addresses etc.
When leveraging the ONF work, the PCRF takes the role of a SFC Chain Application and the SCTCF is part of the SFC Orchestrator/Controller functions. The protocol defined by the ONF (i.e. OpenFlow) cannot be used to configure the SFC classifier since the application (i.e. L7 parameter) based traffic classification rules, which is one of the requirement for the FMSS solution (as described in clause 5.1.2), are not supported by (the current version of) that protocol. In order to handle application based traffic classification a number of options are possible. The OpenFlow protocol with proprietary extensions, may be used to a DPI-capable SFC classifier in the (S)Gi-LAN. In addition, the solution can utilize the ONF work by using the extensions in 6.1.4.1.3 for the  (optional) packet marking in PGW/TDF.In this case traffic classification in SGi-LAN based on L2/L3 rules is sufficient. 
**** 3rd Change ****

6.1.4.2
Impacts on existing nodes and functionality

Impacts on PCRF:

-
The PCRF is enhanced to support the St interface as well as any interactions between existing procedures (e.g. Gx) and procedures on St. 

-
The PCRF is enhanced to make traffic steering policy decisions based on existing input parameters

- 
The PCRF is enhanced to control packet marking related to the traffic steering policy decisions.

Impacts on TDF:

-
The TDF is enhanced to perform packet marking of application traffic based on the packet marking profile within active ADC Rules

Impacts on PCEF:

· The PCEF is enhanced to perform packet marking of Service Data Flows based on the packet marking profile within active PCC rules.


**** 4th Change ****

6.1.4.3
Solution Evaluation

Editor's Note: Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.

This solution enables an architecture for providing traffic steering policy that allows different deployments and architectures of the SGi-LAN (e.g. the SFC architecture as defined by IETF or ONF) and that is agnostic to the way routing/forwarding is doneand forwarding/routing functionality in the SGi-LAN. The solution also does not restrict or define the number or location of the traffic classification and forwarding/routing entities in the SGi-LAN.
The solution provides a solution for flexible mobile service steering via a new interface from PCRF and a new function SCTCF, allowing a separation of the service chain domain from existing the PCEF/TDF functionality and allows an operator to deploy flexible mobile service steering without impact to PGW/PCEF and TDF entities or the Gx or Sd interfaces. 

The solution also supports enhancing Gx/Sd and PCEF/TDF to perform optional packet marking, thereby re-using the PCC/ADC rule based traffic classification functionality in PCEF and TDF. In this case, the traffic classification happens in PCEF/TDF and in SGi-LAN but for different purposes: in PGW/TDF for detecting the application and in the (S)Gi-LAN domain for determining the service chain based on the packet marking performed by PCEF/TDF. In this case the (S)Gi-LAN classifier(s) needs to support classification based on the same packet marking protocol and marking format performed by the PCEF/TDF.
The PCRF can use the existing PCC functionality for making traffic steering policy decisions.  For example, the PCRF can use application reporting over Sd/Gx (if available) as input to providing application based traffic steering rules to the SCTCF. 

When application reporting over Gx/Sd is used, the PCRF may take the reported application information (e.g. service data flow descriptions) into account when creating the traffic steering rule. For application traffic with non-deducible service data flow descriptions, if application reporting is performed over Gx/Sd and traffic steering policy over St is needed for the same application, application detection takes place once in PGW/TDF for application reporting purpose and once in (S)Gi-LAN for service chain classification purposes. The solution also provides support for avoiding the need for application detection in the SGi-LAN for these flows by using optional packet marking based on enhancements to ADC feature in PCEF/TDF. 

The solution also fulfils the architectural requirements mentioned in sub-clause 5.1.2:

· Support for the application detection functionality: This solution can use application detection functionality implemented in SGi-LAN. In addition, the solution allows the application detection functionality in PCEF/TDF (if deployed) to assist and influence the service steering in SGi-LAN by performing traffic classification and packet marking that can be utilized by classifiers in the SGi-LAN. This avoids the need to deploy separate application detection functionality in the SGi-LAN.   

· Working in conjunction with the existing 3GPP features, e.g. ADC feature: The solution works in conjunction with existing 3GPP features, e.g. ADC feature in TDF/PCEF (if deployed), allowing the PCRF to use e.g. IP-CAN session information, subscription information, network operator's policies, application reporting (if deployed) as input to traffic steering policy decisions. In particular, the solution can work with ADC feature for application reporting and extending it to optionally perform traffic marking. 

Editor’s Note: Additional evaluation is FFS.

**** End of Changes ****
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