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************ Start of 1st change **********
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Application ID: A globally unique identifier identifying a specific application. This is the identifier used in mobile operating systems by the applications within the mobile operating system. All mobile operating systems have namespaces that identify the applications within the mobile operating system.
Application Layer User ID: An identity identifying a user within the context of a specific application (e.g. alice@social.net). The format of this identifier is outside the scope of 3GPP.

Application Level Container: An application layer package opaque to the 3GPP networks.

Destination Layer-2 ID: A link-layer identity that identifies a device or a group of devices that are recipients of ProSe communication frames.
Discovery Entry ID: An identifier allocated by the ProSe Function to reference a discovery entry in the UE's context as a result of a discovery request. It is returned to the UE in a Discovery Response, and can be used in the following procedures by either the ProSe Function or the UE to refer to the discovery entry.    

Discovery Filter: A container of a ProSe Application code, zero or more ProSe Application Mask(s) and Time To Live value(s). These are used by the monitoring UE to match ProSe Application Codes that are received on the PC5 interface for Direct Discovery.

EPC ProSe User ID: An identifier for EPC-level ProSe Discovery and EPC support for WLAN direct communication that uniquely identifies a UE registered for ProSe. This identifier can be occasionally reassigned by the ProSe Function.

EPC-level ProSe Discovery: A ProSe Discovery procedure by which the EPC determines the proximity of two ProSe-enabled UEs and informs them of their proximity.

Geographical Area: The Geographical Area identifies a region, whose borders are defined by means of suitable geographic coordinates of e.g. a polygon or circle outlining its borders.

Local PLMN: A PLMN which is not the serving PLMN of the monitoring UE, and in whose radio resources the monitoring UE is authorized by the HPLMN to engage in ProSe Direct Discovery.

Model A: involves one UE announcing "I am here"

Model B: involves one UE asking "who is there" and/or "are you there" and another UE responding “I am here”.
ProSe Application ID: The ProSe Application ID is an identity used for ProSe Direct Discovery, identifying application related information for the ProSe-enabled UE. Each ProSe Application ID could be globally unique, e.g. in case of open Direct Discovery.

ProSe Application Code: The ProSe Application Code is associated with the ProSe Application ID and used in the discovery procedures.

ProSe Application Mask: The ProSe Application Mask is provided by the ProSe Function in order to allow the monitoring UE to perform partial matching of ProSe Application Codes on the PC5 interface.

ProSe Code: ProSe Code is allocated by the ProSe Function in the HPLMN for restricted Direct Discovery and is associated with one or more restricted ProSe App User IDs based on the policy of the ProSe Function that allocates it. The ProSe Code is sent by the announcing UE over the air.

ProSe Code Prefix: For restricted Direct Discovery with application-controlled extension, a part of the ProSe Code that is assigned by the ProSe Function in the HPLMN
ProSe Code Suffix: For restricted Direct Discovery with application-controlled extension, a part of the ProSe Code that is under the control of the ProSe Application Server. The ProSe Code Suffix represents application specific information pertaining to the application that is indicated in the restricted ProSe App User ID.
ProSe Direct Communication: A communication between two or more UEs in proximity that are ProSe-enabled, by means of user plane transmission using E-UTRA technology via a path not traversing any network node.

ProSe Direct Discovery: A procedure employed by a ProSe-enabled UE to discover other ProSe-enabled UEs in its vicinity by using only the capabilities of the two UEs with E-UTRA technology.

ProSe Discovery: A process that identifies that a UE that is ProSe-enabled is in proximity of another, using E-UTRA (with or without E-UTRAN) or EPC.
ProSe Discovery UE ID: A temporary identifier assigned by the ProSe Function in the HPLMN to the UE for the restricted direct discovery service. It includes the PLMN ID and a temporary identifier that uniquely identifies the UE in the HPLMN.

ProSe Function ID: An FQDN that identifies a ProSe Function.

ProSe Layer-2 Group ID: A pre-configured layer-2 group identifier that may be used to address a set of users at the 3GPP lower layers.

ProSe-enabled non-Public Safety UE: A UE that supports ProSe procedures but not capabilities specific to Public Safety.

ProSe-enabled Public Safety UE: A UE that the HPLMN has configured to be authorized for Public Safety use, and which is ProSe-enabled and supports ProSe procedures and capabilities specific to Public Safety. The UE may, but need not, have a USIM with one of the special access classes {12, 13, 14}.

ProSe-enabled UE: A UE that supports ProSe requirements and associated procedures. Unless explicitly stated otherwise, a Prose-enabled UE refers both to a non-Public Safety UE and a Public Safety UE.

ProSe UE-to-Network Relay: A UE that provides functionality to support connectivity to "unicast" services for Remote UE(s).

Remote UE: A ProSe-enabled Public Safety UE, that is not served by E-UTRAN, and that communicates with a PDN via a ProSe UE-to-Network Relay.
Restricted ProSe Application User ID: An identifier associated with the Application Layer User ID in the ProSe Application Server in order to hide/protect the application level user identity from the 3GPP layer. It unambiguously identifies the user within a given application. The format of this identifier is outside the scope of 3GPP.

Source Layer-2 ID: A link-layer identity that identifies a device that originates ProSe communication frames.

WLAN Link Layer ID: A link layer identity used for WLAN direct discovery and/or WLAN direct communication. Depending on the WLAN technology it can be temporary (e.g. temporary MAC address) or permanent (e.g. permanent MAC address). The format of this identifier depends on the WLAN technology and is outside of 3GPP scope.

For the purposes of the present document, the following terms and definitions given in TS 22.278 [25] apply:

Open ProSe Discovery
Restricted ProSe Discovery

************ Start of next change **********

4.6.4.x
ProSe Code
The ProSe Code is used for restricted ProSe Direct Discovery. 

For the announcing UE, the ProSe Code is obtained from the HPLMN ProSe Function using the Announce Request procedure (see clause 5.3.3.3A, and 5.3.3.3A). The ProSe Code is contained in the message that is transmitted over the radio interface (on PC5) by a UE engaged in the ProSe Direct Discovery procedure (see clause 5.3) to monitoring UEs. 

The monitoring UE, a set of Discovery Filter(s) to monitor the ProSe Code(s) over the radio interface (PC5) are obtained from the HPLMN ProSe Function using the Monitor Request procedure (see clause 5.3.3.4A and 5.3.3.5A). 

Each ProSe Code is composed of the following parts:

a.
A temporary identifier that corresponds to one or more Restricted ProSe Application User IDs (RPAUIDs). 

b.
The PLMN ID of the ProSe Function that assigned the ProSe Code. 

It is up to the policy in the ProSe Function whether to allocate the same ProSe Code for all Restricted ProSe Application User IDs or different ProSe Codes for different Restricted ProSe Application User IDs. The ProSe Code has an associated validity timer that runs both in the ProSe Function and in the UE. 

The ProSe Function may update the ProSe Code or the Discovery Filter(s) using the Restricted Discovery Authorization Update procedure in clause 5.3.5A. 

To support restricted Direct Discovery with application-controlled extension, the ProSe Code contains a prefix, which is assigned by the ProSe Function in the HPLMN, and a suffix which is assigned by the ProSe Application Server.
************ Start of next change **********

4.6.4.2b
ProSe Application Mask

A ProSe Application Mask shall be used for partial matching of ProSe Application Codes or ProSe Code received on the PC5 interface. A ProSe Application Mask is contained in a Discovery Filter.

NOTE 1:
It is up to stage 3 specifications whether a ProSe Application Mask is used in case of full matching, or the lack of the ProSe Application Mask indicates the need of full matching.

A ProSe Application Mask consists of one or more applicable parts of temporary identities of ProSe Application Codes or ProSe Codes to allow partial matching.
NOTE 2:
The ProSe Application Mask is not expected to change often.
************ Start of next change **********

5.3.3.2A
Announce Request (non-roaming) - restricted discovery
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Figure 5.3.3.2A-X: Announce Request procedure for restricted discovery (non-roaming)

0.
The user sets the permission for the restricted discovery using application layer mechanisms. In addition, the application client in the UE retrieves the PDUID and provides it to the ProSe Application Server. The ProSe Application Server allocates a RPAUID for that PDUID stores the binding between the PDUID and the RPAUID and returns the RPAUID to the application client in the UE. The UE may optionally provide metadata to be associated with the RPAUID, and the ProSe Application Server stores the metadata. The application client in the UE stores the binding between the PDUID and its own RPAUID. If the application client in the UE intends to use the ProSe service, it triggers the UE to perform the announce procedure, providing its own RPAUID obtained by the ProSe Application Server.
NOTE 1:
The procedures in step 0 are out of scope of 3GPP. However, it is expected that the application client in the UE will be able to retrieve the PDUID from the underlying ProSe Protocol layer.

1.
If the UE is authorized to announce in the serving PLMN and is triggered by the application client to announce, it shall establish a secure connection with the ProSe Function in HPLMN and send a Discovery Request message (Restricted ProSe Application User ID, UE Identity, command=announce, Discovery Type, Application ID, Discovery Entry ID) for announcing. The Restricted ProSe Application User ID indicating what the UE is interested to announce was obtained in step 0. The UE Identity is set to IMSI. The Application ID represents a unique identifier of the UE application that has triggered the transmission of the Discovery Request message. The Discovery Type is set to "restricted discovery". The Discovery Entry ID indicates whether this is a new request. 

If restricted Direct Discovery with application-controlled extension is used, the Discovery Request message also includes the Application Level Container. The Application Level Container contains the request and any relevant information for the ProSe Application Server to assign a (set of) ProSe Code Suffix(es). The Discovery Type is set to "restricted discovery with application-controlled extension”.
2. The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters for this UE. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on. The HSS provides the MSISDN of the UE. The HSS also provides the serving PLMN ID of where the UE is registered. 

2.a Optionally, the ProSe Function sends an Auth Request (Restricted ProSe App User ID, Request Type) to the ProSe Application Server. The ProSe Function locates the ProSe Application Server based on the Application ID. The Request Type is set to "restricted discovery/announce". 

If restricted Direct Discovery with application-controlled extension is used, the Auth Request message also includes the Allowed Number of Suffixes. The Allowed Number of Suffixes indicates how many ProSe Code Suffixes the ProSe Application Server can assign for the UE. The Request Type is set to "restricted discovery with application-controlled extension /announce".
2.b
The ProSe Application Server returns an Auth Response (PDUID, Response Type) message. The PDUID corresponds to the RPAUID stored in the ProSe Application Server. The Response Type is set to "restricted discovery/announce ack". 

If restricted Direct Discovery with application-controlled extension is used, the Auth Response message also includes the ProSe Code Suffix pool. The ProSe Code Suffix pool contains the Suffix(es) allocated by the ProSe Application based on the inputs in step 2.a. The Request Type is set to "restricted discovery with application-controlled extension /announce ack".

The ProSe Function verifies that the received PDUID belongs to the requesting UE.

NOTE 2:
Whether steps 2.a and 2.b are executed depends on ProSe Function configuration, or policy regarding the specific Application Server. For example, if the ProSe Function can already verify the ownership locally, it does not have to perform the two steps.
NOTE 3:
The length of the ProSe Code Suffix is chosen by the ProSe Application Server from a set of allowable lengths (e.g. 8 bits, 24 bits, 48 bits). This choice is per application, so that all UEs announcing ProSe Codes assigned for Restricted ProSe Application User IDs from that Application ID use the same Suffix length (which may be zero if no application-controlled extension is allowed for this Application).
NOTE 4: 
The ProSe Code Suffix pool needs to support the indication of a large number of or a range of ProSe Code Suffixes.
3.
The ProSe Function in the HPLMN allocates a ProSe Code and the associated validity timer. The ProSe Code corresponds to the RPAUID that was contained in the Discovery Request from the UE. The validity timer shall indicate for how long this ProSe Code is going to be valid. The UE will be authorised to announce this ProSe Code for the duration of validity timer and if it remains in the same PLMN. The ProSe Function stores the RPAUID, the ProSe Code and the associated validity timer in the user context. 

If restricted Direct Discovery with application-controlled extension is used, the ProSe Function in the HPLMN allocates a ProSe Code Prefix (rather than a ProSe Code) based on the Application ID and/or the Restricted ProSe App User ID.
NOTE 5: 
It is up to the policy in the ProSe Function whether to allocate the same ProSe Code for a set of several RPAUIDs or different ProSe Codes for the different RPAUIDs.

4.
The ProSe Function in the HPLMN responds to the UE with a Discovery Response (ProSe Code, validity timer, Discovery Entry ID) message. 

If restricted Direct Discovery with application-controlled extension is used, the ProSe Code is replaced by the ProSe Code Prefix, and the Discovery Response message also contains the ProSe Code Suffix pool.
NOTE 6:
The announcing UE may receive the same ProSe Code as a result of different Announce Request procedures.
NOTE 7:
The UE appends a ProSe Code Suffix from the ProSe Code Suffix pool to the ProSe Code Prefix to form a ProSe Code. When the ProSe Code Suffix pool contains multiple suffixes, the UE may use different suffixes from the ProSe Code Suffix pool to form different ProSe Codes to announce, without having to contact the ProSe Function as long as the ProSe Code Prefix is valid.
5.
The UE may start announcing the provided ProSe Code in the serving PLMN, using the radio resources authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.
NOTE 8: 
The ProSe Protocol layer in the UE may inform the application client that it has started announcing. This is out of scope of 3GPP.
If the validity timer associated with a ProSe Code expires (because the UE has not refreshed the corresponding Discovery Request within the duration of the validity timer), then the ProSe Function removes the entry related to that ProSe Code from the UE context. If the removed entry was the last one in the UE context, then the UE context is dropped.
************ Start of next change **********
5.3.3.3A
Announce Request (roaming) - restricted discovery
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Figure 5.3.3.3A-X: Announce Request procedure for restricted discovery (roaming)

0.
The user sets the permission for the restricted discovery using application layer mechanisms. In addition, the application client in the UE retrieves the PDUID and provides it to the ProSe Application Server. The ProSe Application Server allocates a Restricted ProSe Application User ID (RPAUID) for that PDUID, stores the binding between the PDUID and the RPAUID and returns the RPAUID to the application client in the UE. The UE may optionally provide metadata to be associated with the RPAUID, and the ProSe Application Server stores the metadata. The application client in the UE stores the binding between the PDUID and its own RPAUID. If the application client in the UE intends to use the ProSe service, it triggers the UE to perform the announce procedure, providing its own RPAUID obtained by the ProSe Application Server.
NOTE 1:
The procedures in step 0 are out of scope of 3GPP. However, it is expected that the application client in the UE will be able to retrieve the PDUID from the underlying ProSe Protocol layer.

1.
If the UE is authorized to announce in the serving PLMN and is triggered by the application client to announce, it shall establish a secure connection with the ProSe Function in HPLMN and send a Discovery Request message (RPAUID, UE Identity, command=announce, Discovery Type, Application ID, Discovery Entry ID) for announcing. The RPAUID indicating what the UE is interested to announce was obtained in step 0. The UE Identity is set to IMSI. The Application ID represents a unique identifier of the UE application that has triggered the transmission of the Discovery Request message. The Discovery Type is set to "restricted discovery". The Discovery Entry ID indicates whether this is a new request. 

If restricted Direct Discovery with application-controlled extension is used, the Discovery Request message also includes the Application Level Container. The Application Level Container contains the request and any relevant information for the ProSe Application Server to assign a (set of) ProSe Code Suffix(es). The Discovery Type is set to "restricted discovery with application-controlled extension”.
2. The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters for this UE. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on. The HSS provides the MSISDN of the UE. The HSS also provides the serving PLMN ID of where the UE is registered. 
2.a Optionally, the ProSe Function sends an Auth Request (RPAUID, Request Type) to the ProSe Application Server. The ProSe Function locates the ProSe Application Server based on the Application ID. The Request Type is set to "restricted discovery/announce". 

If restricted Direct Discovery with application-controlled extension is used, the Auth Request message also includes the Allowed Number of Suffixes. The Allowed Number of Suffixes indicates how many suffixes the ProSe Application Server can provide to the UE. The Request Type is set to "restricted discovery with application-controlled extension /announce".
2.b
The ProSe Application Server returns an Auth Response (PDUID, Response Type) message. The PDUID corresponds to the RPAUID stored in the ProSe Application Server. The Response Type is set to "restricted discovery/announce ack". 

If restricted Direct Discovery with application-controlled extension is used, the Auth Response message also includes the ProSe Code Suffix pool. The ProSe Code Suffix pool contains the Suffix(es) allocated by the ProSe Application based on the inputs in step 2.a. The Request Type is set to "restricted discovery with application-controlled extension /announce ack".

The ProSe Function verifies that the received PDUID belongs to the requesting UE.

NOTE 2:
Whether steps 2.a and 2.b are executed depends on ProSe Function configuration, or policy regarding the specific Application Server. For example, if the ProSe Function can already verify the ownership locally, it does not have to perform the two steps.
NOTE 3:
The length of the ProSe Code Suffix is chosen by the ProSe Application Server from a set of allowable lengths (e.g. 8 bits, 24 bits, 48 bits). This choice is per application, so that all UEs announcing ProSe Codes assigned for Restricted ProSe Application User IDs from that Application ID use the same Suffix length (which may be zero if no application-controlled extension is allowed for this Application).
NOTE 4: 
The ProSe Code Suffix pool needs to support the indication of a large number of or a range of ProSe Code Suffixes.
3.
The ProSe Function in HPLMN allocates a ProSe Code and the associated validity timer. The ProSe Code corresponds to the RPAUID that was contained in the Discovery Request from the UE. The validity timer shall indicate for how long this ProSe Code is going to be valid. The UE will be authorised to announce this ProSe Code for the duration of validity timer and if it remains in the same PLMN. The ProSe Function stores the RPAUID, the ProSe Code and the associated validity timer in the user context. 

If restricted Direct Discovery with application-controlled extension is used, the ProSe Function in the HPLMN allocates a ProSe Code Prefix (rather than a ProSe Code) based on the Application ID and/or the Restricted ProSe App User ID.
NOTE 5: 
It is up to the policy in the ProSe Function whether to allocate the same ProSe Code for a set of several RPAUIDs or different ProSe Codes for the different RPAUIDs.

4.
If the Discovery Request is authorized and verified, the HPLMN ProSe Function shall inform the ProSe Function in VPLMN with the Announce Authorization (RPAUID, Application ID, validity timer, ProSe Code, UE Identity) message. The RPAUID and Application ID correspond to the request from the UE, whereas the ProSe Code indicates the assigned code for this request. The request shall include the UE identity information e.g. IMSI or MSISDN and validity timer in order to allow the ProSe Function in VPLMN to perform charging. The validity timer indicates for how long this ProSe Code is going to be valid. 

If restricted Direct Discovery with application-controlled extension is used, the ProSe Code is replaced by the ProSe Code Prefix, and the Discovery Response message also contains the ProSe Code Suffix pool.
5.
The ProSe Function in VPLMN authorizes the UE to perform Restricted ProSe Discovery announcing.

6.
The ProSe Function in HPLMN responds to the UE with a Discovery Response (ProSe Code, validity timer, Discovery Entry ID) message. 


If restricted Direct Discovery with application-controlled extension is used, the ProSe Code is replaced by the ProSe Code Prefix, and the Discovery Response message also contains the ProSe Code Suffix pool.
NOTE 6:
The announcing UE may receive the same ProSe Code as a result of different Announce Request procedures.
NOTE 7:
The UE appends a ProSe Code Suffix from the ProSe Code Suffix pool to the ProSe Code Prefix to form a ProSe Code. When the ProSe Code Suffix pool contains multiple suffixes, the UE may use different suffixes from the ProSe Code Suffix pool to form different ProSe Codes to announce, without having to contact the ProSe Function as long as the ProSe Code Prefix is valid.
7.
The UE may start announcing the provided ProSe Code in the serving PLMN, using the radio resources authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.
NOTE 8: 
The ProSe Protocol layer in the UE may inform the application client that it has started announcing. This is out of scope of 3GPP.

If the validity timer associated with a ProSe Code expires (because the UE has not refreshed the corresponding Discovery Request within the duration of the validity timer), then the ProSe Function removes the entry related to that ProSe Code from the UE context. If the removed entry was the last one in the UE context, then the UE context is dropped.
************ Start of next change **********

5.3.3.4A
Monitor Request (non-roaming) - restricted discovery

[image: image3.emf]UE

ProSe 

Function

HSS

ProSe App 

Server

HPLMN

1. Discovery Req. 

(RPAUID, UE Identity, command=monitor, 

Discovery Type, 

Application ID, Application LevelContainer, 

Discovery Entry ID)

2. Discovery Auth

10. Discovery Resp. (Discovery Filt

er, 

Discovery Entry ID)

11. Radio Resource 

Allocation

0. Provide:PDUID; obtain:its own RPAUID. 

Provide: Application Layer User ID to be discovered; obtain:RPAUIDof the announcing UE . 

3. Auth Req. (RPAUID,Req. Type, 

Application LevelContainer)

9. Monitor Resp. (ProSe Code, validity timer)

5. Retrieval of ProSe Code(s)/ 

ProSe Code Prefix(es)

Other PLMNs

ProSe 

Function

6. Monitor Req. (RPAUID, UE Identity, Target 

PDUID, Application ID, Target RPAUID)

4. Auth Resp. (ProSe Disc UE ID, Resp.Type, 

N setsof {Target PDUID

–

Target RPAUID–[Mask(s) for ProSe Code Suffix])

8.a Auth Req. (RPAUID, Req. 

Type,  Target RPAUID)

8.bAuth Resp. (Target PDUID, 

Resp. Type)

7. Retrieval of ProSe Code/ 

ProSe Code Prefix


Figure 5.3.3.4A-X: Monitor Request procedure for restricted discovery (non-roaming)

0.
In this step, the application client in the UE retrieves its own PDUID and provides it to the ProSe Application Server. The ProSe Application Server allocates a Restricted ProSe Application User ID (RPAUID) for that PDUID, stores the binding between the PDUID and the RPAUID and returns the RPAUID to the application client in the UE. The application client in the UE stores the binding between the PDUID and its own RPAUID.


When the application client in the UE intends to discover the announcing UE of other users (e.g. friends in the application), it obtains the RPAUID of those users (Target RPAUIDs) from the ProSe App Server and triggers the UE to perform the monitor procedure, providing its own RPAUID and the Target RPAUIDs. The Target RPAUIDs of the UEs to be monitored are passed in an Application Level Container.

NOTE 1:
The procedures in step 0 are out of scope of 3GPP. However, it is expected that the application client in the UE will be able to retrieve the PDUID from the underlying ProSe Protocol layer.

1.
If the UE is authorised to monitor in at least one PLMN and is triggered by the application client to monitor, it shall establish a secure connection with the ProSe Function in HPLMN and it shall send a Discovery Request message to get the Discovery Filter for monitoring (RPAUID, UE Identity, command=monitor, Discovery Type, Application ID, Application Level Container, Discovery Entry ID). The Application Level Container contains the Target RPAUIDs indicating what the UE is interested to monitor. The RPAUID indicates the identity the UE uses to obtain the permission to monitor. The UE Identity is set to IMSI. The Application ID represents a unique identifier of the application that has triggered the transmission of the Discovery Request message. Discovery Type is set to "restricted discovery". The Discovery Entry ID indicates whether this is a new request. 

If restricted Direct Discovery with application-controlled extension is used, the Application Level Container may also include some information corresponding to the ProSe Code Suffix, e.g. group or user-specific information. The Discovery Type is set to "restricted discovery with application-controlled extension”.
2.
The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters for this UE. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on. The HSS provides also the PLMN ID where the UE is registered. The HSS provides the MSISDN of the UE. 

3.
The ProSe Function sends an Auth Request (RPAUID, Request Type, Application Level Container) to the Application Server indicated by the Application ID. The Request Type is set to "restricted discovery/monitor". 


If restricted Direct Discovery with application-controlled extension is used, the Request Type is set to "restricted discovery with application-controlled extension”.
4.
If, based on the permission setting, the RPAUID is allowed to discover at least one of the Target RPAUID(s) contained in the Application Level Container, the ProSe Application Server returns an Auth Response (PDUID, Request Type, N sets of Target PDUID - Target RPAUID). The Response Type is set to "restricted discovery/monitor ack". Each Target ProSe Disc UE ID is returned with the corresponding Target RPAUID(s) that the RPAUID is allowed to discover. The ProSe Function verifies that the returned PDUID belongs to the requesting UE. 


If restricted Direct Discovery with application-controlled extension is used, the Response Type is set to "Restricted discovery with application-controlled extension /monitor ack". The Auth Response may also include the mask(s) for the ProSe Code Suffix(es) corresponding to each of the Target Restricted ProSe App User ID(s).
Step 5 is executed only when the PLMN ID in the Target ProSe Disc UE ID indicates the HPLMN.
5.
If the PLMN ID in the Target PDUID indicates the HPLMN and at least one of received pair of Target PDUID - Target RPAUID corresponds to a valid ProSe Code, the ProSe Function in the HPLMN retrieves the ProSe Code corresponding to that Target PDUID, Application ID and Target RPAUID. The Prose Function in the HPLMN stores, in the context of the announcing UE, the Prose Discovery UE ID of the monitoring UE. 

If restricted Direct Discovery with application-controlled extension is used, the ProSe Code is replaced by the ProSe Code Prefix.
Steps 6-9 are executed only when the PLMN ID in the Target ProSe Disc UE ID indicates a different PLMN.

6.
If the PLMN ID in the Target PDUID indicates a PLMN different from the HPLMN, the ProSe Function in the HPLMN contacts the ProSe Function in that PLMN to retrieve the corresponding ProSe Code with a Monitor Request (RPAUID, UE Identity, Target PDUID, Application ID, Target RPAUID) message. The request shall include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in that PLMN to perform charging.

7.
If the pair of Target PDUID - Target RPAUID received from the HPLMN ProSe Function corresponds to a valid ProSe Code, the ProSe Function in the other PLMN retrieves the ProSe Code corresponding to that Target PDUID, Application ID and Target RPAUID. 

If restricted Direct Discovery with application-controlled extension is used, the ProSe Code is replaced by the ProSe Code Prefix.
8.a
Optionally, the ProSe Function in the other PLMN sends an Auth Request (RPAUID , Request Type, Target RPAUID) to the Application Server indicated by the Application ID. The Request Type is set to "restricted discovery/permission".

8.b
If, based on the permission setting, the RPAUID is allowed to discover the Target RPAUID, the ProSe Application Server acknowledges the Auth Request with an Auth Response (Target PDUID, Response Type). The Response Type is set to "restricted discovery/permission ack". The ProSe Function in the other PLMN verifies that the returned Target PDUID corresponds to the UE to be monitored.

NOTE 2:
Whether steps 8.a and 8.b are executed depends on ProSe Function configuration, or policy regarding the specific Application Server. For example, if the ProSe Function can verify the permission locally, or the HPLMN is trusted by the other PLMNs for permission control, these steps are not needed.

9.
The ProSe Function in the other PLMN returns to the ProSe Function in the HPLMN the ProSe Code and the corresponding residual validity timer with a Monitor Response (ProSe Code, validity timer) message. The Prose Function in the other PLMN also stores, in the context of the announcing UE, the Prose Discovery UE ID of the monitoring UE.

10.
If the ProSe Function in the HPLMN has retrieved at least a valid ProSe Code, it builds the binding between ProSe Code with validity timer, Application ID, Target RPAUID and Target PDUID and stores it into the user context of the monitoring UE. Based on the ProSe Code and the associated validity timer the ProSe Function in the HPLMN allocates a Discovery Filter with the corresponding TTL and returns a Discovery Response (Discovery Filter, Discovery Entry ID) message to the UE. The Discovery Filter includes the ProSe Code to be monitored and the TTL that indicates for how long the related ProSe Code in the Discovery Filter is valid after it is received. If configured by the operator, the Target RPAUID(s) corresponding to the ProSe Code(s) may be included in the Discovery Response message. The ProSe Function stores in the user context all the parameters passed to the UE. 

If restricted Direct Discovery with application-controlled extension is used, the ProSe Code is replaced by the ProSe Code Prefix. Besides the ProSe Code(s), the Discovery Filter may also contain the mask(s) for the ProSe Code Suffix, which is/are obtained in from ProSe Application Server in step 4. The UE may add additional mask(s) and values for the Suffix part.
NOTE 3:
When the Target RPAUID, corresponding to the ProSe Code in the Discovery Filter, is included in the Discovery Response message, then the Match Report procedure may be skipped.

NOTE 4:
The ProSe Code in different Discovery Filters may be the same, for example, when the monitoring user is a friend of the announcing user in more than one application, for which the announcing user was allocated the same ProSe Code.

11.
The UE obtains the corresponding radio resources and starts to monitor using the Discovery Filter.
NOTE 5: 
The ProSe Protocol layer in the UE may inform the application client that it has started monitoring.
If the TTL corresponding to a Discovery Filter expires (because the UE has not refreshed the corresponding Discovery Request within the duration of the TTL), then the ProSe Function removes the entry related to that Discovery Filter from the UE context. If the removed entry was the last one in the UE context, then the UE context is dropped.

************ Start of next change **********

5.3.3.5A
Monitor Request (roaming) - restricted discovery
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Figure 5.3.3.5A-X: Monitor Request procedure for restricted discovery (roaming)

0.
In this step, the application client in the UE retrieves its own PDUID and provides it to the ProSe Application Server. The ProSe Application Server allocates a Restricted ProSe Application User ID (RPAUID) for that PDUID, stores the binding between the PDUID and the RPAUID and returns the RPAUID to the application client in the UE. The application client in the UE stores the binding between the PDUID and its own RPAUID.


When the application client in the UE intends to discover the announcing UE of other users (e.g. friends in the application), it obtains the RPAUID of those users (Target RPAUIDs) from the ProSe App Server and triggers the UE to perform the monitor procedure, providing its own RPAUID and the Target RPAUIDs. The Target RPAUIDs of the UEs to be monitored are passed in an Application Level Container.

NOTE 1:
The procedures in step 0 are out of scope of 3GPP. However, it is expected that the application client in the UE will be able to retrieve the PDUID from the underlying ProSe Protocol layer.

1.
If the UE is authorised to monitor in at least one PLMN and is triggered by the application client to monitor, it shall establish a secure connection with the ProSe Function in HPLMN and it shall send a Discovery Request message to get the Discovery Filter for monitoring (RPAUID, UE Identity, command=monitor, Discovery Type, Application ID, Application Level Container, Discovery Entry ID). The Application Level Container contains the Target RPAUIDs indicating what the UE is interested to monitor. The RPAUID indicates the identity the UE uses to obtain the permission to monitor. The UE Identity is set to IMSI. The Application ID represents a unique identifier of the application that has triggered the transmission of the Discovery Request message. Discovery Type is set to "restricted discovery". The Discovery Entry ID indicates whether this is a new request. 

If restricted Direct Discovery with application-controlled extension is used, the Application Level Container may also include some information corresponding to the ProSe Code Suffix, e.g. group or user-specific information. The Discovery Type is set to "restricted discovery with application-controlled extension”.
2.
The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters for this UE. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on. The HSS provides also the PLMN ID where the UE is registered. The HSS provides the MSISDN of the UE. 

3.
The ProSe Function sends an Auth Request (RPAUID, Request Type, Application Level Container) to the Application Server indicated by the Application ID. The Request Type is set to "restricted discovery/monitor". 


If restricted Direct Discovery with application-controlled extension is used, the Request Type is set to "restricted discovery with application-controlled extension”.
4.
If, based on the permission setting, the RPAUID is allowed to discover at least one of the Target RPAUID(s) contained in the Application Level Container, the ProSe Application Server returns an Auth Response (PDUID, Response Type, N sets of Target PDUID - Target RPAUID). The Response Type is set to "restricted discovery/monitor ack". Each Target ProSe Disc UE ID is returned with the corresponding Target RPAUID(s) that the RPAUID is allowed to discover. The ProSe Function verifies that the returned PDUID belongs to the requesting UE. 


If restricted Direct Discovery with application-controlled extension is used, the Response Type is set to "Restricted discovery with application-controlled extension /monitor ack". The Auth Response may also include the mask(s) for the ProSe Code Suffix(es) corresponding to each of the Target Restricted ProSe App User ID(s).
Step 5 is executed only when the PLMN ID in the Target ProSe Disc UE ID indicates the HPLMN.
5.
If the PLMN ID in the Target PDUID indicates the HPLMN and at least one of received pair of Target PDUID - Target RPAUID corresponds to a valid ProSe Code, the ProSe Function in the HPLMN retrieves the ProSe Code corresponding to that Target PDUID, Application ID and Target RPAUID. The Prose Function in the HPLMN stores, in the context of the announcing UE, the Prose Discovery UE ID of the monitoring UE. 


If restricted Direct Discovery with application-controlled extension is used, the ProSe Code is replaced by the ProSe Code Prefix
Steps 6-9 are executed only when the PLMN ID in the Target ProSe Disc UE ID indicates a different PLMN.

6.
If the PLMN ID in the Target ProSe Disc UE ID indicates a PLMN different from the HPLMN, the ProSe Function in the HPLMN contacts the ProSe Function in that PLMN to retrieve the corresponding ProSe Code with a Monitor Request (RPAUID, UE Identity, Target PDUID, Application ID, Target RPAUID) message. The request shall include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe Function in that PLMN to perform charging.

7.
If the pair of Target PDUID - Target RPAUID received from the HPLMN ProSe Function corresponds to a valid ProSe Code, the ProSe Function in the other PLMN retrieves the ProSe Code corresponding to that Target PDUID, Application ID and Target RPAUID. 


If restricted Direct Discovery with application-controlled extension is used, the ProSe Code is replaced by the ProSe Code Prefix.
8.a
Optionally, the ProSe Function in the other PLMN sends an Auth Request (RPAUID , Request Type, Target RPAUID) to the Application Server indicated by the Application ID. The Request Type is set to "restricted discovery/permission".

8.b
If, based on the permission setting, the RPAUID is allowed to discover the Target RPAUID, the ProSe Application Server acknowledges the Auth Request with an Auth Response (Target PDUID, Response Type). The Response Type is set to "restricted discovery/permission ack". The ProSe Function in the other PLMN verifies that the returned Target PDUID corresponds to the UE to be monitored.

NOTE 2:
Whether steps 8.a and 8.b are executed depends on ProSe Function configuration, or policy regarding the specific Application Server. For example, if the ProSe Function can verify the permission locally, or the HPLMN is trusted by the other PLMNs for permission control, these steps are not needed.

9.
The ProSe Function in the other PLMN returns to the ProSe Function in the HPLMN the ProSe Code and the corresponding residual validity timer with a Monitor Response (ProSe Code, validity timer) message. The Prose Function in the other PLMN also stores, in the context of the announcing UE, the Prose Discovery UE ID of the monitoring UE.

10.
If the ProSe Function in the HPLMN has retrieved at least a valid ProSe Code, it builds the binding between ProSe Code with validity timer, Application ID, Target RPAUID and Target PDUID and stores it into the user context of the monitoring UE. Based on the ProSe Code and the associated validity timer the ProSe Function in the HPLMN allocates a Discovery Filter with the corresponding TTL and returns a Discovery Response (Discovery Filter, Discovery Entry ID) message to the UE. The Discovery Filter includes the ProSe Code to be monitored and the TTL that indicates for how long the related ProSe Code in the Discovery Filter is valid after it is received. If configured by the operator, the Target RPAUID(s) corresponding to the ProSe Code(s) may be included in the Discovery Response message. The ProSe Function stores in the user context all the parameters passed to the UE. 

If restricted Direct Discovery with application-controlled extension is used, the ProSe Code is replaced by the ProSe Code Prefix. Besides the ProSe Code(s), the Discovery Filter may also contain the mask(s) for the ProSe Code Suffix, which is/are obtained in from ProSe Application Server in step 4. The UE may add additional mask(s) and values for the Suffix part.
NOTE 3:
When the Target RPAUID, corresponding to the ProSe Code in the Discovery Filter, is included in the Discovery Response message, then the Match Report procedure may be skipped.

NOTE 4:
The ProSe Code in different Discovery Filters may be the same, for example, when the monitoring user is a friend of the announcing user in more than one application, for which the announcing user was allocated the same ProSe Code.

11.
The UE obtains the corresponding radio resources and starts to monitor using the Discovery Filter.
NOTE 5: 
The ProSe Protocol layer in the UE may inform the application client that it has started monitoring.
If the TTL corresponding to a Discovery Filter expires (because the UE has not refreshed the corresponding Discovery Request within the duration of the TTL), then the ProSe Function removes the entry related to that Discovery Filter from the UE context. If the removed entry was the last one in the UE context, then the UE context is dropped.

************ Start of next change **********

5.3.4.1A
Match Report (non-roaming) - restricted discovery
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Figure 5.3.4.1A-X: Match Report procedure for restricted discovery (non-roaming)

1.
When the monitoring UE has received a ProSe Code over the air that matches the Discovery Filter it obtained from monitoring Request procedure, and if the UE does not have a corresponding RPAUID associated with it with a valid TTL, the UE sends a Match Report (RPAUID, UE Identity, Discovery Type, Application ID, ProSe Code) message to the ProSe Function in the HPLMN to get the Target RPAUID. The RPAUID is the identifier the monitoring UE used to obtain the Discovery Filter from the Monitoring Request. The UE Identity is set to e.g. IMSI. The Application ID represents a unique identifier of the application that triggered the monitoring Request. Discovery Type is set to "restricted discovery". The ProSe Code is the code received over the air. 

If restricted Direct Discovery with application-controlled extension is used, the UE may initiate a Match Report procedure if there is match on the ProSe Code Prefix, and there is a match on the ProSe Code Suffix, but the ProSe Protocol layer in the UE doesn't have the ProSe Restricted App User ID corresponding to the ProSe Code Prefix stored locally. Once the ProSe Protocol layer in the UE has got the ProSe Restricted App User ID corresponding to the ProSe Code Prefix stored locally, the ProSe Code Suffix is passed to the application in the UE.
NOTE 1:
If the UE has received the Target RPAUID corresponding to the ProSe Code in the Discovery Filter in the Discovery Response message, the Match Report procedure may be skipped.

2.
The HPLMN ProSe Function checks the authorization for the monitoring UE to perform restricted discovery.

3.
The HPLMN ProSe Function analyses the ProSe Code and identifies in the UE context of the monitoring UE the corresponding Target RPAUID.
4.a Optionally, the ProSe Function sends a Auth Request (RPAUID, Target RPAUID, Request Type) to the ProSe Application Server. The ProSe Function locates the ProSe Application Server based on the Application ID. The Request Type is set to "restricted discovery/match".

4.b
If, based on the permission setting, the RPAUID is allowed to discover the Target RPAUID, the ProSe Application Server returns a Auth Response (PDUID,  Target PDUID, Response Type, metadata) message. The PDUID corresponds to RPAUID, the Target PDUID corresponds to the Target RPAUID stored in the ProSe Application Server. The Response Type is set to "restricted discovery/match ack". This message may also contain certain metadata corresponding to the Target PDUID, e.g. welcome message, etc.

4.c
The ProSe Function verifies that the returned PDUID belongs to the requesting UE, and the Target PDUID is the same as the stored Target PDUID.
NOTE 2:
The Auth Request and Auth Response messages may be extended with additional contents depending on the configuration on the ProSe Function and the Application Server.
NOTE 3:
The Application logic triggered by the Auth Request message is out of the scope of 3GPP.
5.
The ProSe Function in HPLMN returns a Match Report Ack (Application ID, Target RPAUID, validity timer, metadata) to the UE. The UE stores the mapping between the RPAUID, the ProSe Code and the Application ID for the duration of the validity timer.
NOTE 4:
The application client is notified of the successful discovery either by ProSe Protocol layer in the UE or by the Application Server with procedures out of the scope of 3GPP.
6.
The ProSe Function in HPLMN may optionally send a Match Report Info (RPAUID, Target RPAUID, UE Identity, ProSe Code, Discovery Type) to the ProSe Function of the announcing UE. Discovery Type is set to "restricted discovery".
************ Start of next change **********

5.3.4.2A
Match Report (roaming) - restricted discovery
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Figure 5.3.4.2.A.1: Match Report procedure for restricted discovery (roaming)

1.
When the monitoring UE has received a ProSe Code over the air that matches the Discovery Filter it obtained from monitoring Request procedure, and if the UE does not have a corresponding RPAUID associated with it with a valid TTL, the UE sends a Match Report (RPAUID, UE Identity, Discovery Type, Application ID, ProSe Code) message to the ProSe Function in the HPLMN to get the Target RPAUID. The RPAUID is the identifier the monitoring UE used to obtain the Discovery Filter from the Monitoring Request. The UE Identity is set to e.g. IMSI. The Application ID represents a unique identifier of the application that triggered the monitoring Request. Discovery Type is set to "restricted discovery". The ProSe Code is the code received over the air. 

If restricted Direct Discovery with application-controlled extension is used, the UE may initiate a Match Report procedure if there is match on the ProSe Code Prefix, and there is a match on the ProSe Code Suffix, but the ProSe Protocol layer in the UE doesn't have the ProSe Restricted App User ID corresponding to the ProSe Code Prefix stored locally. Once the ProSe Protocol layer in the UE has got the ProSe Restricted App User ID corresponding to the ProSe Code Prefix stored locally, the ProSe Code Suffix is passed to the application in the UE.
NOTE 1:
If the UE has received the Target RPAUID corresponding to the ProSe Code in the Discovery Filter in the Discovery Response message, the Match Report procedure may be skipped.

2.
The HPLMN ProSe Function checks the authorization for the monitoring UE to perform restricted discovery.

3.
The HPLMN ProSe Function analyses the ProSe Code and identifies in the UE context of the monitoring UE the corresponding Target RPAUID.
4.a Optionally, the ProSe Function sends a Auth Request (RPAUID, Target RPAUID, Request Type) to the ProSe Application Server. The ProSe Function locates the ProSe Application Server based on the Application ID. The Request Type is set to "restricted discovery/match".

4.b
If, based on the permission setting, the RPAUID is allowed to discover the Target RPAUID, the ProSe Application Server returns a Auth Response (PDUID,  Target PDUID, Response Type, metadata) message. The PDUID corresponds to RPAUID, the Target PDUID corresponds to the Target RPAUID stored in the ProSe Application Server. The Response Type is set to "restricted discovery/match ack". This message may also contain certain metadata corresponding to the Target PDUID, e.g. welcome message, etc.

4.c
The ProSe Function verifies that the returned PDUID belongs to the requesting UE, and the Target PDUID is the same as the stored Target PDUID.
NOTE 2:
The Auth Request and Auth Response messages may be extended with additional contents depending on the configuration on the ProSe Function and the Application Server.
NOTE 3:
The Application logic triggered by the Auth Request message is out of the scope of 3GPP.
5.
The ProSe Function in HPLMN returns a Match Report Ack (Application ID, Target RPAUID, validity timer, metadata (opt.)) to the UE. The UE stores the mapping between the RPAUID, the ProSe Code and the Application ID for the duration of the validity timer.
NOTE 4:
The application client is notified of the successful discovery either by ProSe Protocol layer in the UE or by the Application Server with procedures out of the scope of 3GPP.
6.
The ProSe Function in HPLMN may optionally send a Match Report Info (RPAUID, Target RPAUID, UE Identity, ProSe Code, Discovery Type) to the ProSe Function of the announcing UE. Discovery Type is set to "restricted discovery".
************ End of changes **********
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