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Abstract of the contribution: This contribution addresses aspects of metadata transfer and of application reporting for traffic steering policy generation for the Sd/Gx based solutions.
Discussion

2 modifications are introduced in this paper:

1. It is explained how metadata transfer and subscription works currently and how it can be extended in the future in case detailed requirements on needed parameters are introduced and those parameters are not currently available at PCEF/TDF.

2. It is explained how application reporting for producing traffic steering policies work to address requirements in the sub-clause 5.1.2. 
* * * First Change * * * *

6.1.1
Solution 1.1: Leveraging of the existing PCC framework with Sd interface
6.1.1.1
Description

This solution corresponds to key issue 1 “Interface for provisioning of traffic steering policy”. 

This solution is based on the existing PCC framework principles as defined in the Section 4.1. The same parameters, as defined by the TS 23.203 [Ref 3], Section 6.2.1.1 provide input to the PCRF for all PCC decision-making functionality, including a traffic steering policy generation. Section 5.1.1 refers to the TS 22.101 [Ref 2] definition of (S)Gi-LAN as "the network infrastructure connecting to 3GPP network over the SGi or Gi reference point that provides various IP-based services (e.g. NAT, antimalware, parental control, DDoS protection, video optimization)". 

6.1.1.1.1
Sd based solution

Within 3GPP core network architecture, the TDF is placed at (S)Gi interface as defined by the TS 23.203 [Ref 3]. The functionality of the TDF is extended to support the steering of the traffic within (S)Gi-LAN. Following two are implementation or deployment choices:

· (Alternative1): Stand-alone TDF. 

The TDF is extended to support steering of traffic within (S)Gi-LAN systems. The service functions and steering infrastructure between the service functions are part of (S)Gi-LAN systems. The TDF receives traffic steering policies from PCRF via Sd interface. Based on these policies, it performs application detection and provides traffic steering related information (as part of UE's packet) to the (S)Gi-LAN systems, which then performs traffic steering. This alternative is suitable for the deployment which has standalone TDF.
· (Alternative2): TDF collocated/embedded within (S)Gi-LAN. 

As all enforcement, DSCP marking, usage monitoring, charging etc. functionalities are optional at TDF as per TS 23.203 [3], in this case TDF may be utilized to only support Application Detection and Reporting (ADR) functionality  in order to fulfil flexible service steering requirements (related to application based service steering and policy decisions based on detected application traffic).  It is feasible to collocate the TDF with (S)Gi-LAN and interface it with the Sd interface for providing only the Application Detection (and optionally Reporting) functionality (if the other functionalities are not needed by the operator). The PCRF interfaces with the TDF function within (S)Gi-LAN systems using the Sd interface and provides the traffic steering policies. The uplink and downlink traffic is passed through TDF before it enters the service functions. The TDF performs application detection and reporting to the PCRF and provides traffic steering related information to the other functional elements within (S)Gi-LAN systems to achieve traffic steering. This alternative is suitable for the deployment which has TDF embedded within the (S)Gi-LAN systems.
Following are representative architectural examples of such implementation alternatives:


[image: image1]
Figure 6.1.1.1.1-1: Alternative1 - Stand-alone TDF

[image: image2]
Figure 6.1.1.1.1-2: Alternative2 - TDF collocated/embedded within (S)Gi-LAN
This solution proposes to provide the traffic steering policies via the existing Sd interface which can be leveraged for traffic steering in (S)Gi-LAN systems. A single Sd interface is established between the PCRF and the TDF for the single IP-CAN session as per TS 23.203 [3], however TDF may have multiple instances/processes as per deployment requirements, e.g. one process for uplink traffic and a different one for downlink traffic. The existing methods for providing and inquiring policies over the Sd interface are leveraged for providing and inquiring service steering policies.
The traffic steering policies can apply on session, application and service data flow level. 

The existing IP-CAN session establishment, IP-CAN session modification and IP-CAN session termination procedures (along with TDF interaction) defined by the TS 23.203 [3], Sections 7.2, 7.3, 7.4 and 7.5, are leveraged. Within IP-CAN session establishment and IP-CAN session modification procedures, the PCRF may provide traffic steering policies to the TDF over Sd interface.
There is a set of metadata available at the TDF per existing specifications, which may be needed by the service functions in SGi-LAN to perform services. Per 3GPP TS 23.203 [3], this may include e.g. UE Identity Information and the location/access network information. This may be received from the PCRF at the IP-CAN session establishment and, in case the TDF subscribes to the change of value of selected parameter (s) /set of metadata, i.e. when operator policies for metadata are defined in TDF, at any time when PCRF gets updates from the PCEF/BBERF (in such a case, according to the TS 23.203 [3], PCRF also subscribes for the corresponding parameter (s) at PCEF/BBERF). Operator policies in PCRF and/or TDF determine which metadata per traffic steering policy needs to be transferred to the service functions in the SGi-LAN. Operator policies in PCRF always take precedence over local configuration at the TDF.  Operator policies in the TDF are not per subscriber.
NOTE 1: In case of operator policies in PCRF,  a mechanism can be defined to transfer the information regarding which traffic steering rule requires which metadata parameters e.
NOTE 2:
The same procedures and metadata transfer mechanisms apply in case of Alternative 1 and Alternative 2. 
Upon receiving traffic steering policies, TDF enforces it.
NOTE 3:
The functionality of the Service functions supported within the (S)Gi-LAN and the steering of traffic between those Service functions, if needed, are out of the work’s scope. 

NOTE 4:
In order to protect TDF from malicious attacks (e.g. DDoS attacks), an operator can deploy firewall before the traffic enters TDF. Since this firewall is meant to protect TDF, and it doesn’t apply on a per specific TDF session/service data/flow/detected application traffic but apply in general per deployment requirements, it is not a part of flexible service chaining (which is applicable per specific TDF session/service data flow/detected application traffic).
6.1.1.1.2
Sd interface enhancements

In order to provide traffic steering policies on service data flow level, Sd interface has to be extended to support service data flow related parameters within ADC Rules.

Also, Sd interface will be enhanced for transfer of traffic steering policies.

6.1.1.1.3
Traffic steering policy enforcement by TDF
6.1.1.1.3.1
General
As described in clause 6.1.1.1, the TDF receives the traffic steering policies from the PCRF over the Sd interface and enforces them. For enforcing these policies, the exact set of functionalities required to be supported by the TDF depends upon the mechanism used for routing of the traffic between the service functions with the (S)Gi-LAN. Since routing of the traffic via Service Functions is not in 3GPP's scope, we are relying on the external SDOs working on these aspects. By providing high level description (on a possible way to leverage the work of external SDO(s)), here, we highlight that the proposed solution can leverage and hence complement the work done by those external SDOs. However, these are implementation specific aspects and wont be standardized by 3GPP.
NOTE:
Sections 6.1.1.1.3.2 and 6.1.1.1.3.3 are for information only and simply summarize the SFC related work done by the external SDOs and then try to map the functional entities defined by them to the solution in this section. They do not define any new functional entity or protocol.
6.1.1.1.3.2
When utilizing the IETF work
Under the Service Function Chain working group, IETF is working on some of the aspects of flexible traffic steering solution. In their working group draft on "Service Function Chaining (SFC) Architecture" [5], the high-level architecture of Service Function Chain is defined under clause 4. Among the other functions, the architecture defines Service Classification Function (SFC Classifier) which performs L3/L4 or L7 parameter based traffic classification and imposes SFC encapsulation based on the operator policy. SFC encapsulation enables service function path selection and sharing of metadata/context information when required. The working group on "Network Service Header" [6] refers to attaching a Network Services Header to the traffic so as to allow the Service Function Forwarder (SFF) to steer the traffic via the appropriate Service Functions (SF). The SFF examines the Network Service Header to determine how to forward the traffic. 
In the current solution, for enforcing the traffic steering policy, the TDF takes the role of the Service Classification Function (SFC Classifier) defined within the SFC architecture. In other words, this function defined by IETF's SFC architecture is implemented by the TDF for enforcing the traffic steering policy. IETF has also described this model in their working group draft on "Service Function Chaining Use Cases in Mobile Networks" [7] under clause 2. The SFs and SFFs are located within the (S)Gi-LAN.
6.1.1.1.3.3
When utilizing the ONF work
As part of "L4-L7 Service Function Chaining Solution Architecture", ONF is working on some of the aspects of flexible traffic steering solution. They have defined SFC architecture by using IETF's architecture as base model and adding some more SDN related components on top of it, e.g. SFC orchestrator, SFC controller, etc. The SFC controller interfaces with the SFC classifier providing it the instructions related to traffic classification and performing SFC encapsulation. Additionally, the SFC controller also programs the SFF with the SFC header so that it can route the traffic containing that SFC header via specific service functions. 
When leveraging the ONF work, the TDF takes the role of the SFC classifier for enforcing the traffic steering policy. The SFC controller may be collocated with TDF or located within (S)Gi-LAN. If the SFC controller is located with (S)Gi-LAN then a NBI (North-Bound-Interface) is used to provide the traffic steering policies to the SFC controller. The protocol defined by the ONF (i.e. OpenFlow) cannot be used to configure the SFC classifier since the application (i.e. L7 parameter) based traffic classification rules, which is one of the requirement for the FMSS solution (as described in clause 5.1.2), are not supported by (the current version of) that protocol. Hence the OpenFlow protocol with proprietary extension is required to be used between the SFC classifier and SFC controller when the SFC controller is located within (S)Gi-LAN. Other components defined by the ONF's SFC architecture, e.g. SFC orchestrator (which mainly deals with the management of service function instances service function chain) and SFF, can be located within the (S)Gi-LAN. 
Editor's Note: How SFC controller receives traffic steering policies via NBI, when it is located in (S)Gi-LAN is FFS.
6.1.1.2
Impacts on existing nodes and functionality

The TDF (Solution 6.1.1.1.1):

· Must be enhanced in order to support traffic steering policy enforcement. Please refer to clause 6.1.1.1.3.
The PCRF:

· Must be enhanced in order to make traffic steering policy decisions based on existing input parameters.
6.1.1.3
Solution Evaluation

This solution re-uses the existing functional entities and the existing PCC procedures between the PCRF and the TDF. The solution does not add any new call flows between any functional entities.
As described by the solution, within 3GPP core network architecture, the TDF is placed on (S)Gi interface. 


Also, session and application based usage monitoring reports, supported by the TDF, may serve as input for policy based decisions by the PCRF, including traffic steering policies decisions. Besides, the TDF also provides other functionality such as user charging, traffic redirection, gating and bandwidth control as of today and hence these can also be leveraged for e.g. Sy based spending limits reports towards PCRF for making policy decisions or, additionally, charging based on the use of Service functions and traffic steering, in the future, if needed.

The Sd interface has well defined procedures to provide policies on session and on application level. 

The solution also fulfils the architectural requirements mentioned in sub-clause 5.1.2:

· Support for the application detection functionality: As described in 3GPP TS 23.203 [3], sub-clause 4.5, the application detection function is implemented by the TDF. This solution uses TDF functionality in standalone mode or collocated with (S)Gi-LAN and thus supports application detection functionality.

· Working in conjunction with ADC feature: ADC feature refers to "Application Detection and Control", where the "Control" part refers to the enforcement of the policies such as traffic throttling, blocking or redirection, application based charging, usage monitoring etc. A common aspect between the ADC feature and the flexible traffic steering solution is "Application Detection" function. By utilizing the Application Detection function of the TDF for enforcing the traffic steering policies (refer to clause 6.1.1.1.3), this solution utilizes the ADC feature defined by 3GPP. Additionally, the solution also allows enforcement of the ADC policies (i.e. the "Control" part of ADC feature) in conjunction with the traffic steering policies since both of these are enforced by the same entity, TDF. Thus, the solution avoids performing application detection of the same (S)Gi traffic multiple times, i.e. avoids different Application Detection handle the traffic once for application based charging, usage monitoring and once for service steering, and works in conjunction with the ADC feature.
· Support for traffic steering policies generation based on the application characteristics: As mentioned in the solution section, the TDF reports application detection START and STOP along with optional application instance identifiers and the corresponding service data flow descriptions per received ADC Rules, which can also be leveraged for defining and provisioning of application based traffic steering policies as defined by the TS 23.203 [3].
There are existing procedures to make the metadata, e.g. UE Identity Information and the location/access network information., and its change of value available to the PCRF and then transported to the TDF. The PCRF subscribes to the existing event triggers from BBERF/PCEF to be notified about any changes in metadata information, and notify the updated metadata to the TDF. Depending upon the currently active detected application traffic and the traffic steering policy , the TDF activates reporting of those metadata which are required by the traffic steering policy,  The TDF can use the existing procedures over the Sd interface to activate/deactivate reporting of change of value of selected metadata for the traffic steering purpose.
The solution allows various deployments and architectures of the (S)Gi-LAN (e.g. the SFC architecture as defined by IETF or ONF). The solution is agnostic to the way routing/forwarding is done and to the routing/forwarding functional entities within the (S)Gi-LAN. 

6.1.2
Solution 1.2: Leveraging of the existing PCC framework with Gx interface
6.1.2.1
Description

This solution corresponds to key issue 1 “Interface for provisioning of traffic steering policy”. 

This solution is based on the existing PCC framework principles as defined in the Section 4.1. The same parameters, as defined by the TS 23.203 [Ref 3], Section 6.2.1.1 provide input to the PCRF for all PCC decision-making functionality, including a traffic steering policy generation. Section 5.1.1 refers to the TS 22.101 [Ref 2] definition of (S)Gi-LAN as "the network infrastructure connecting to 3GPP network over the SGi or Gi reference point that provides various IP-based services (e.g. NAT, antimalware, parental control, DDoS protection, video optimization)". 

6.1.2.1.1
Gx based solution

Within 3GPP core network architecture, the (S)Gi interface connects the PGW/PCEF to (S)Gi-LAN. The functionality of the PCEF is extended to support the steering of the traffic within (S)Gi-LAN system. The PCEF receives traffic steering policies from the PCRF via Gx interface. Based on these policies, it performs application detection and reporting to the PCRF and provides traffic steering related information (as part of UE's packet) to the (S)Gi-LAN systems, which then performs traffic steering. This alternative is suitable for the deployment which has PCEF enhanced with ADC functionality.
Following is the representative architectural example of such implementation:

[image: image3] Figure 6.1.2.1.1-1: PCEF extended to support steering of traffic within (S)Gi-LAN systems

NOTE 1:
This solution applies to the case where the PCEF is a PGW. It could also apply to Service Steering for the traffic of PCEF located at IP Edge as defined in Annex S of the TS 23.203 [3]).
This solution proposes to provide the traffic steering policies via the existing Gx interface which can be leveraged for traffic steering in (S)Gi-LAN systems. A single Gx interface is established between the PCRF and the PCEF for the single IP-CAN session as per TS 23.203 [3], however internally PCEF implementation may have multiple processes handling different sub-functions, e.g. one process for uplink traffic and a different one for downlink traffic.
The existing methods for providing and inquiring policies over the Gx interface are leveraged for providing and inquiring service steering policies.
The traffic steering policies can apply on session, application and service data flow level. 

The existing IP-CAN session establishment and IP-CAN session modification and IP-CAN session termination procedures defined by the TS 23.203 [3], Sections 7.2, 7.3, 7.4 and 7.5, are leveraged. Within IP-CAN session establishment and IP-CAN session modification procedures, the PCRF may provide traffic steering policies to the PCEF over Gx interface.
There is a set of metadata available at the PGW/PCEF per existing specifications, which may help service functions in SGi-LAN to perform corresponding services. Per 3GPP TS 23.203 [3], this may include e.g. UE Identity Information and the location/access network information. Operator policies in PCRF and/or PGW/PCEF determine which metadata needs to be transferred to the service functions in the SGi-LAN. Operator policies in PCRF always take precedence over local configuration at the PGW/PCEF. Operator policies in the PCEF are not per subscriber.
NOTE 2: In case of operator policies in PCRF, , a mechanism can be defined to transfer the information regarding which traffic steering rule requires which metadata parameters -
Upon receiving traffic steering policies, PCEF enforces it.
In order to apply traffic steering policies on application level, Application Detection and Control (ADC) feature needs to be supported by the PCEF.

NOTE 3:
The functionality of the Service functions supported within the (S)Gi-LAN and the steering of the traffic between those Service functions, if needed, are out of the work’s scope. 

NOTE 4:
In order to protect PGW from malicious attacks (e.g. DDoS attacks), an operator can deploy firewall before the traffic enters PGW. Since this firewall is meant to protect PGW, and it doesn’t apply on a per specific session/service data/flow/detected application traffic but apply in general per deployment requirements, it is not a part of flexible service chaining (which is applicable per specific session/service data flow/detected application traffic).
6.1.2.1.2
Gx interface enhancements

Gx interface will be enhanced for transfer of traffic steering policies.
6.1.2.1.3
Traffic steering policy enforcement by PGW

6.1.2.1.3.1
General
As described in clause 6.1.1.1, the PGW receives the traffic steering policies from the PCRF over the Gx interface and enforces it. For enforcing these policies, the exact set of functionalities required to be supported by the PGW depends upon the mechanism used for routing of the traffic between the service functions with the (S)Gi-LAN. Since routing of the traffic via Service Functions is not in 3GPP's scope, we are relying on the external SDOs working on these aspects. By providing high level description, here, we highlight that the proposed solution can leverage and hence complement the work done by those external SDOs. However, these are implementation specific aspects and wont be standardized by 3GPP.

NOTE:
Sections 6.1.2.1.3.2 and 6.1.2.1.3.3 are for information only and simply summarize the SFC related work done by the external SDOs and then try to map the functional entities defined by them to the solution in this section. They do not define any new functional entity or protocol.
6.1.2.1.3.2
When utilizing the IETF work

Under the Service Function Chain working group, IETF is working on some of the aspects of flexible traffic steering solution. In their working group draft on "Service Function Chaining (SFC) Architecture" [5], the high-level architecture of Service Function Chain is defined under clause 4. Among the other functions, the architecture defines Service Classification Function (SFC Classifier) which performs L3/L4 or L7 parameter based traffic classification and imposes SFC encapsulation based on the operator policy. SFC encapsulation enables service function path selection and sharing of metadata/context information when required. The working group draft on "Network Service Header" [6] refers to attaching a Network Services Header to the traffic so as to allow the Service Function Forwarder (SFF) to steer the traffic via the appropriate Service Functions (SF). The SFF examines the Network Service Header to determine how to forward the traffic. 

In the current solution, for enforcing the traffic steering policy, the PGW takes the role of the Service Classification Function (SFC Classifier) defined within the SFC architecture. In other words, this function defined by IETF's SFC architecture is implemented by the PGW for enforcing the traffic steering policy. IETF has also described this model in their working group draft on "Service Function Chaining Use Cases in Mobile Networks" [7] under clause 2. The SFs and SFFs are located within the (S)Gi-LAN.
6.1.2.1.3.3
When utilizing the ONF work

As part of "L4-L7 Service Function Chaining Solution Architecture", ONF is working on some of the aspects of flexible traffic steering solution. They have defined SFC architecture by using IETF's architecture as base model and adding some more SDN related components on top of it, e.g. SFC orchestrator, SFC controller, etc. The SFC controller interfaces with the SFC classifier providing it the instructions related to traffic classification and performing SFC encapsulation. Additionally, the SFC controller also programs the SFF with the SFC header so that it can route the traffic containing that SFC header via the corresponding service functions. 

When leveraging the ONF work, the PGW takes the role of the SFC classifier for enforcing the traffic steering policy. The SFC controller may be collocated with PGW or located within (S)Gi-LAN. If the SFC controller is located with (S)Gi-LAN then a NBI (North-Bound-Interface) is used to provide the traffic steering policies to the SFC controller. The protocol defined by the ONF (i.e. OpenFlow) cannot be used to configure the SFC classifier since the application (i.e. L7 parameter) based traffic classification rules, which is one of the requirement for the FMSS solution (as described in clause 5.1.2), are not supported by (the current version of) that protocol. Hence the OpenFlow protocol with proprietary extension is required to be used between the SFC classifier and SFC controller when the SFC controller is located within (S)Gi-LAN. Other components defined by the ONF's SFC architecture, e.g. SFC orchestrator (which mainly deals with the management of service function instances service function chain) and SFF, can be located within the (S)Gi-LAN. 
Editor's Note: How SFC controller receives traffic steering policies via NBI, when it is located in (S)Gi-LAN is FFS.
6.1.2.2
Impacts on existing nodes and functionality

The PCEF:

· Must be enhanced in order to support traffic steering policy enforcement. Please refer to clause 6.1.2.1.3.
The PCRF:

· Must be enhanced in order to make traffic steering policy decisions based on existing input parameters.
6.1.2.3
Solution Evaluation

This solution re-uses the existing functional entities and the existing PCC procedures between the PCRF and the PCEF. The solution does not add any new call flows between any functional entities.
As described by the solution, within 3GPP core network architecture, the PGW/PCEF is connected to S(Gi)-LAN over S(Gi) interface.


Also, session and application based usage monitoring reports, supported by the PCEF, may serve as input for policy based decisions by the PCRF, including traffic steering policies decisions. Besides, the PCEF also provides other functionality such as user charging, traffic redirection, gating and bandwidth control as of today and hence these can also be leveraged for e.g. Sy based spending limits reports towards PCRF for making policy decisions or, additionally, charging based on the use of Service functions and traffic steering, in the future, if needed.

Also as mentioned by the solution, in order to provide traffic steering policies on application level, ADC feature has to be supported by the PCEF.

The Gx interface has well defined procedures to provide policies on session, application and service data flow level.

The solution also fulfils the architectural requirements mentioned in sub-clause 5.1.2:

· Support for the application detection functionality: As described in 3GPP TS 23.203 [3], sub-clause 4.5, the application detection function is implemented by the PCEF enhanced with ADC. This solution uses PCEF enhanced with ADC and thus supports application detection functionality.

· Working in conjunction with ADC feature: ADC feature refers to "Application Detection and Control", where the "Control" part refers to the enforcement of the policies such as traffic throttling, blocking or redirection, application based charging, usage monitoring etc. A common aspect between the ADC feature and the flexible traffic steering solution is "Application Detection" function. By utilizing the Application Detection function of the PCEF enhanced with ADC for enforcing the traffic steering policies (refer to clause 6.1.1.1.3), this solution utilizes the ADC feature defined by 3GPP. Additionally, the solution also allows enforcement of the ADC policies (i.e. the "Control" part of ADC feature) in conjunction with the traffic steering policies since both of these are enforced by the same entity, PCEF enhanced with ADC. Thus, the solution avoids performing application detection of the same (S)Gi traffic multiple times, i.e. avoids different Application Detection handle the traffic once for application based charging, usage monitoring and once for service steering, and works in conjunction with the ADC feature.

· Support for traffic steering policies generation based on the application characteristics: As mentioned in the solution section, the PCEF enhanced with ADC reports application detection START and STOP along with optional application instance identifiers and the corresponding service data flow descriptions per received PCC Rules, which can also be leveraged for defining and provisioning of application based traffic steering policies as defined by the TS 23.203 [3].
There is a set of metadata available at the PGW/PCEF per existing specifications, which may help service functions in SGi-LAN to perform corresponding services. This includes e.g. UE Identity Information and the location/access network information.. Depending upon the currently active detected application traffic and the service function(s) through which the traffic is steered, the PCEF only activates reporting of those metadata which are required by service function(s), as indicated by the steering policy received from PCRF. Dynamic PCC Rules received from PCRF always take precedence over pre-defined PCC Rules configuration at the PGW/PCEF.
The solution allows various deployments and architectures of the (S)Gi-LAN (e.g. the SFC architecture as defined by IETF or ONF). The solution is agnostic to the way routing/forwarding is done and to the routing/forwarding functional entities within the (S)Gi-LAN.  
* * * End of Changes * * * *
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