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[bookmark: _GoBack]S2-151659 & S2-151673  (original agenda item 6.1.3) and S2-151698 (original agenda item 6.20) identify the need to change ePDG selection procedures based on operator requirements.  This paper provides a technical analysis of the proposed changes in the papers and identifies that the proposals change the architectural model how s2b roaming works and that the UE is overly complicated in terms of provisioning when there is clear guidance from the GSMA that a simpler solution is required
1.	Discussion
1.1	General
In TS 23.402 there are a number of ways a UE can gain access to the EPC network via a WLAN network, one of those mechanism is via S2b whereby the UE selects an ePDG.  The ePDG first authenticates the user via a 3GPP AAA server and then determines the PDN gateway that it needs to connect to.  In the case of roaming the authentication goes via a 3GPP proxy AAA server to 3GPP AAA server in HPLMN.
There are 2 defined mechanisms today how to select the ePDG, one is a static provisioning mechanism while the other is a dynamic selection of the ePDG.  The static method is not well defined in 3GPP specifications and could be improved.  The dynamic mechanism, in simplistic terms, states for a roaming UE the UE should try the ePDG in the VPLMN if the VPLMN is available by the WLAN, else the HPLMN ePDG.  The architecture model for roaming is pasted below from TS 23.402 in Figure 1.
S2-151659/S2-151673  and S2-151698 propose to change the dynamic mechanism by stating if a UE is attached to a specific VPLMN via 3GPP access that it uses a specific FQDN/IP address.  In general there is nothing wrong with this however one needs to look at this in the context of WLANS that are available to a UE at any given time.  WLANS may or may not have connectivity to specific VPLMNs.
1.2	Operational considerations
When a UE finds a WLAN or group of WLANs it will perform WLAN_NS procedures, if supported.  These procedures may return a set of Realms / PLMNIds that are available via the WLAN.  Available means that there is some form of relationship with the WLAN and PLMN.  Once a set of WLANs have been chosen (see TS 23.402 sub-section 4.8.2.1.6 & 4.8.2a.1) the UE will use optionally provisioned data to choose the most appropriate PLMN for 3GPP-based authentication over WLAN (see TS 23.402 subsection 4.8.2.1.9) using the SWa reference point.  Note not all WLANs that a UE finds and then puts into its candidate list will have access to the RPLMN.  Some may have access to PLMNS as listed in PSPL (Preferred Service Provider List) and others might just have access to PLMNs in the EHSP (Equivalent Home Service Providers).  Thus in a given geographical service area of a 3GPP PLMN e.g. an LTE, UTRAN, GERAN network the UE will encounter many different PLMNs accessible via many different WLANs.

	[image: ]
Figure 4.2.3-1: Roaming Architecture for EPS using S8, S2a– S2b - Home Routed

[bookmark: _Toc405567803]4.4.1	List of Reference Points
The description of the reference points:
S1-MME, S1-U, S3, S4, S10, S11:	these are defined in TS 23.401 [4].
…..
S2b	It provides the user plane with related control and mobility support between ePDG and the Gateway.
….
SWa	It connects the Untrusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization and charging-related information in a secure manner.
…..
SWn	This is the reference point between the Untrusted Non-3GPP IP Access and the ePDG. Traffic on this interface for a UE-initiated tunnel has to be forced towards ePDG. This reference point has the same functionality as Wn which is defined in TS 23.234 [5].




[bookmark: _Ref419968369]Figure 1 – S2b Home routed architecture
As shown Figure 1 the SWm and SWa reference points terminate in a 3GPP Proxy AAA server in the same VPLMN.  To comply with this roaming architecture the UE needs to ensure that the network the UE authenticates with over SWa is the same network that the ePDG is in, thus SWn has to connect to the same VPLMN as SWa.  
	[bookmark: _Toc405567814]4.5.4	ePDG Selection
The UE may be configured with a prioritized list of PLMN-specific FQDNs, which may include a wildcard PLMN that is applicable also to the case where the UE is not attached to any PLMN. 
The UE may also be configured with a list of VPLMNs for which selection of an ePDG in the VPLMN is preferred. 

The UE performs the ePDG selection as follows:
-	If the UE is attached via 3GPP to one of the PLMNs for which the UE has been provided a PLMN-specific FQDN, then the UE shall use the corresponding FQDN from the list of PLMN-specific FQDNs; or
-	If the UE is attached via 3GPP access to a VPLMN and the VPLMN is in a list of VPLMNs configured by the HPLMN (e.g. via pre-configuration or ANDSF) as preferred for ePDG selection, the UE shall select the ePDG of the VPLMN by building the FQDN using the PLMN ID; or
· if the UE is not attached to any PLMN, and the UE has been configured with an FQDN associated to a wildcard PLMN, then the UE shall use such FQDN; or
- 	In all other cases, the UE shall select the ePDG of the HPLMN by building the FQDN using the MCC and MNC derived from the IMSI of the active SIM.



[bookmark: _Ref419894721]Table 1 – S2-151673 (CR text for S2-151659)
	4.5.4	ePDG Selection
The UE may select the ePDG by static configuration or dynamically. The UE may be statically configured or provisioned via H-ANDSF with the following information:
…..
-	A list of "VPLMNs with preferred ePDG selection". When the UE is roaming to any VPLMN in this list, the UE shall attempt to select first an ePDG in the VPLMN; otherwise the UE shall attempt to select an ePDG in the HPLMN.



[bookmark: _Ref419894728]Table 2 – S2-151698
Now lets assume the following use case using the procedures as identified in Table 1 and Table 2 in conjunction with WLAN_NS functionality defined in TS 24.302.
· UE is in RPLMN (VPLMN) which is not the HPLMN
· UE has available to it WLANa
· WLANa provides access to VPLMN2 and not VPLMN
· Prefer 3GPP RPLMN" indication is not set 
· PSPL has VPLMN2 as an entry
UE chooses VPLMN2 and authenticates.  EAP signaling is transported over SWa and the UE obtains an IP address after being authenticated.  UE selects an FQDN that resolves to an ePDG in VPLMN and SWn and SWm are used to and in VPLMN.
See diagram Figure 2 that illustrates the connectivity of the reference points in the use case.
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[bookmark: _Ref419893924]Figure 2 –S2b architecture to support S2-151659 and S2-151698

Below is a more complete list of the possible scenarios that are possible:
1. UE authenticated to its AAA Server directly in HPLMN for access to the UE’s chosen WLAN + authenticated and connected to an ePDG in the HPLMN
1. UE authenticated to its AAA Server directly in HPLMN for access to the UE’s chosen WLAN + authenticated and connected to an ePDG in a VPLMN
1. UE authenticated to its AAA Server indirectly via a AAA Proxy in a VPLMN for access to the UE’s chosen WLAN +  authenticated and connected to an ePDG in a HPLMN
1. UE authenticated to its AAA Server indirectly via a AAA Proxy in a VPLMN for access to the UE’s chosen WLAN +  authenticated and connected to an ePDG in a VPLMN2
1. UE authenticated to its AAA Server indirectly via a AAA Proxy in a VPLMN for access to the UE’s chosen WLAN +  authenticated and connected to an ePDG in a VPLMN

Given that there is no correlation between the authentication/authorization phase (SWa) and the user plane set-up phase (ePDG selection) (SWm) there are a number of potential problems that need further investigation:
a)	Are there potential Fraud detection alarms that could be raised in operator networks as the AAA server reporting the authentication/authorization phase is in VPLMN2 and the AAA server authenticating the user on the ePDG is in VPLMN;
b)	billing anomalies could occur as there are now CDRs being collected from 2 different VPLMNs (VPLMN & VPLMN2).  How does billing reconciliation work given VPLMN2 will get AAA accounting records for the WLAN access and VPLMN will also generate AAA accounting records for the WLAN access.
c)	VPLMN2 has no relationship with VPLMN and thus the HPLMN might have to reconcile accounts with 2 PLMNs.  If these are both volume based the HPLMN has to reconcile twice the amount of data that was actually used by the user.
1.3	Support for Emergency calls
In addition when looking at changing the procedures for ePDG selection one needs to realize these  will be used as the baseline for supporting emergency calls over WiFi.  One of the key requirements in that study item is how to indicate to the network infrastructure that the IMS call is for an emergency.  Solutions are still being discussed but they follow the principal that the UE provides some indication to the network that a call is for emergency.   Now take the following scenario.
· UE is in RPLMN (VPLMN) which is not the HPLMN
· UE has available to it WLANa
· WLANa provides access to VPLMN2
· Prefer 3GPP RPLMN" indication is not set 
· PSPL has VPLMN2 as an entry
· UE chooses VPLMN2 and authenticates.  EAP signaling is transported over SWa and obtains an IP address.  This AAA server does not support emergency sessions. 
· UE choose an FQDN that resolves to ePDG in VPLMN and SWn and SWm are used to and in the VPLMN.
· ePDG indicates it supports emergency calls to the UE
· UE makes an emergency call via the ePDG (either using the existing IPSec tunnel or a new one).
· This is still TBD but what ever solution is chosen is irrelevant if the UE does not authenticate with the WLAN over SWa  
· There is a congestion situation in the network that causes AAA server in VPLMN2 to revoke access to the UE that is making an emergency call. 
1.4	UE complexity
There has been an ongoing dialogue with the GSMA, where the GSMA has been investigating how to support VoWiFi.  As part of their investigation they asked some questions regarding ePDG selection to which SA2 responded.  The LS response back from GSMA to the SA2 question in (S2-15aaaa) provides clear guidance that the UE shall always select the ePDG in the HPLMN if provisioned to do so.  It does not request this to be done on a per PLMN basis. This is clearly expressed by the question SA2 asked to GSMA RILTE (Question A which has the qualifier "certain scenarios") and the response back that provides no requirement to do anything special on a per VPLMN basis.
	1. Shall the UE always select an ePDG in HPLMN or shall the UE select an ePDG in HPLMN only in certain scenarios? What would such scenarios be?

When the UE is (pre-)configured for the ePDG selection from the HPLMN, the UE shall always perform the ePDG selection from the HPLMN, thereby overriding the ePDG selection from the VPLMN. 

1. Shall the selection of ePDG in HPLMN be dependent on the current VPLMN, e.g. when the UE roams in VPLMN #1 the UE shall first try to select an ePDG in VPLMN, whereas when the UE roams in VPLMN #2 the UE shall select an ePDG in HPLMN?


If the UE is (pre-)configured to always select the ePDG from the HPLMN, the selection of ePDG from HPLMN overrides the ePDG selection from any VPLMN, not dependent on the particular VPLMN where the UE is roaming.



Table 3 – Extract response LS from GSMA on ePDG selection
Such functionality as written in S2-151659/S2-151673  and S2-151698 goes above and beyond what GSMA requested and overly complicates UE design.  It also requires operators to upgrade their provisioning infrastructure to support an overly complicated provisioning mechanism.  
1.5	Network solution
There is proposal in CT groups (C1-151994 & C1-152011) to look at enhancing error information that the UE can receive.  Diameter already supports an error code of Roaming Not Aallowed. This error cause would allow an operator to signal back to the UE that the ePDG selection in a VPLMN is not allowed and the UE selects the HPLMN ePDG.
	Step 4: The 3GPP AAA Server shall fetch authentication vectors from HSS. The HSS performs the following check as defined in 3GPP TS 29.273 subclause 8.1.2.1.2:
“The HSS shall, in the following order (if there is an error in any of the steps, the HSS shall stop processing and return the corresponding error code):
1.	Check that the user exists in the HSS. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.
2.	Check that the user has non-3GPP subscription. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTON.
3.	If a Visited-Network-Identifier is present, check that the user is allowed to roam in the visited network. If the user is not allowed to roam in the visited network, Experimental-Result-Code shall be set to DIAMETER_ERROR _ROAMING_NOT_ALLOWED.



Table 4 – Extract of C1-151994
It is just necessary to transport this error cause to the UE and for the UE to then select an ePDG in the HPLMN.  It reduces the complexity in the UE in terms of provisioning which to an operator means that their UE provisioning mechanisms do not need to be updated.
2.	Conclusions
The author of this discussion document proposes that:
· Further clarity is provided in 3GPP 23.402 on what can be statically provisioned in the UE; and
· Static provisioning also allows the operator to configure a flag that ePDG in the HPLMN shall always be used or VPLMN ePDG, if the VPLMN is available, can be attempted.

If such a proposal is not acceptable and functionality is defined that goes above and beyond the GSMA requirements that CR's are technically endorsed however the additional following work is done:
a)	LS's are sent to
I)	SA3 to determine if there are any fraud warnings that might be raised in operator systems; and
ii)	SA5 to ensure that there are not CDR correlation issues that might arise due to a possible 2nd entity now producing CRs i.e. VPLMN2
iii)	GSMA NG and Security and Fraud group advising them of the potential issues identified in i) and ii) and to clarify that this solution does not present any operational deployment challenges.
b)	TS 23.402 Section 4.2.3 is updated to include the Roaming architecture that allows for total decoupling of authentication and authorization from user plane set-up;
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