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1. Discussion 

This contribution provides, as a solution, a description of how the overall process to set up an Emergency session over WLAN would work in phase 1. It somehow reuses (with a different level of details) bits and pieces in architectural assumptions and other individual solutions.
High level points

1. Is the UE configured with whether its HPLMN supports emergency services. The assumption taking in this paper is NO

2. If the UE is already IMS registered using  an ePDG / TWAG that supports emergency services, should the UE nevertheless activate a PDN connection dedicated to Emergency services?
Following text of 24.229  §L.2.2.6   “Emergency service” seems to mandate the set-up of a PDN connection dedicated to Emergency services in the EPS/LTE case.
“Emergency bearers are defined for use in emergency calls in EPS and core network support of these bearers is indicated to the UE in NAS signalling. Where the UE recognises that a call request is an emergency call and the core network supports emergency bearers, the UE shall use these EPS bearer contexts for both signalling and media for emergency calls made using the IM CN subsystem.”
Using a PDN connection dedicated to Emergency services has the benefit of  e.g. making sure that a PGW dedicated for emergency services is used. This could prove to be helpful in phase 2 when session continuity with LTE is supported.
3. can we assume that a PGW / P-CSCF selected for regular IMS can address the PSAP (or to a MGCF/MGW) that provides connectivity to a PSAP. The UE has to establish a PDN connection for emergency services

2. Proposal

To add following text in the TR 23.771(all text below, be it with or without revision marks)
1st change

[5]
3GPP TS 23.402:  “Architecture enhancements for non-3GPP accesses"

[6]
3GPP TS 33.210: “Network Domain Security (NDS); IP network layer security”

[7]
3GPP TS 33.402: “3GPP System Architecture Evolution (SAE);Security aspects of non-3GPP accesses”
Next change

6.X
Solution X: Overall procedure

6.X.1
Network settings to support Emergency services over WLAN
Editor’s Note: It is assumed that “ the UE is NOT configured with whether its HPLMN supports Emergency services over WLAN”. This configuration would allow preventing useless signalling related with UE supporting emergency services over WLAN issuing attempts towards a network that does not support it. On the other way round in phase 2 the UE will not be configured with VPLMN that support Emergency services over WLAN. 
To provide emergency bearer services, an ePDG / TWAG is configured with Emergency Configuration Data that are applied to all emergency bearer services that are established on UE request. The Emergency Configuration Data contain the Emergency APN which is used to derive a PDN GW, or may contain the statically configured PDN GW for the Emergency APN.

NOTE:
To support emergency sessions over WLAN, a PLMN is assumed to have deployed ePDG(s) that support SWu sessions for emergency services and/or TWAN(s) that support SWv sessions for emergency services, as well as P-CSCF(s) and E-CSCF(s) that support IMS emergency sessions.

6.X.2
Conditions for UE to set up an Emergency service over WLAN

In this release of the specification, a UE attempts emergency calls over WLAN only in case:
· The UE has detected or has been told by a P-CSCF that the digits dialled by the User correspond to an emergency call, and in case of

· Previous Unsuccessful (or impossibility to issue) emergency call attempts over the cellular technologies supported by the UE, and
· The UE is not aware that it is located in a different country than the country of its HPLMN
NOTE1: 
How the UE can determine that it is located in a different country than its HPLMN is implementation dependent.

NOTE2:
How the UE detects that the target URI or that the digits dialled by the User correspond to an emergency call is not defined in this release. As an example, the UE may use the list of emergency call numbers it last received over 3GPP access. 

Editor’s Note: Other solutions may be considered in future releases such as using Emergency call numbers received over the WLAN access in ANQP.
In case of an UICC supporting subscriptions to different HPLMN (when the UE may be associated with multiple IMSI), the UE may have to repeat the process described in this section 6.X for each of the HPLMN identified by its UICC.

6.X.3
Overview

When an UE connects onto a TWAN / an ePDG, even if this is not for emergency services, 

· The TWAN / ePDG indicate to the AAA server whether they support emergency services

· The UE receives an indication whether the ePDG / TWAN supports emergency services. 

When the UE receives an indication that the ePDG / TWAG supports emergency services, this means that via this ePDG / TWAG, this UE may reach P-CSCF, E-CSCF, etc .. that support emergency services.  When the network detects that a Roaming UE(s) tries to register onto a TWAN / an ePDG belonging to a VPLMN for this UE, no indication of emergency support is sent to the UE.  

The UE needs first to get IP connectivity dedicated to emergency services as described in sub-clauses 6.X.4 and 6.X.5. 
Regardless of whether the EPC access has been over S2a or over S2b, the UE gets the identity of suitable P-CSCF as currently defined in 23.167.

Then the UE needs to REGISTER over IMS before it can issue IMS signalling related to emergency services. In IMS signalling the UE adds as User Provided Location Information any location information it may determine. The P-CSCF may add Network provided location information when it can get such information from the PCRF.

Editor’s Note: the exact list of  User Provided Location Information that the UE may add in IMS signalling is FFS. It corresponds to information listed in solution 3, 7, FFS,….
NOTE1: 
The IMS signalling is sent in an encrypted way over the WLAN radio (using SWu or SWv ciphering) thus protecting user location information from eavesdropping. When needed by local regulation, NDS (Network Domain Security as defined in 33.210 [6]) may also protect user location information sent in IMS signalling e.g. between ePDG (or TWAG) and PGW.  

NOTE2: 
Any node that stores user location information (3GPP AAA server, P-CSCF, …) needs to take care that this information cannot be accessed by un-authorized persons (protecting the privacy of the end-user).  

The set up of IMS sessions takes place as currently described in 23.167 with following modifications when the P-CSCF is aware that the UE is issuing an emergency session over WLAN:
- 
The P-CSCF checks whether location information it has about the UE indicates that the UE is roaming. When the UE is roaming the P-CSCF rejects the emergency session set-up indicating to the UE that emergency sessions over WLAN are not supported in roaming case.

Editor’s Note: It is FFS How the P-CSCF is aware that a roaming UE is issuing an emergency session over WLAN and whether this would require Rx changes..

· (based on local policies) the P-CSCF may, when handling a request for an emergency session, need to check whether location information it has about the UE corresponds to an area where emergency calls are supported i.e. corresponds to an area where connectivity to a PSAP is available. When this is not the case the P-CSCF rejects the emergency session set-up indicating to the UE a proper rejection cause.

The P-CSCF may furthermore (for some jurisdictions), based on local policies, even need to check in case of regular registration over WLAN whether location information it has about the UE corresponds to an area where emergency calls are supported i.e. corresponds to an area where connectivity to a PSAP is available. . When this is not the case the P-CSCF rejects the Registration request  indicating to the UE a proper rejection cause.
Editor’s Note: It is FFS whether it can be assumed that a PGW / P-CSCF selected for regular IMS can address the PSAP (or to a MGCF/MGW) that provides connectivity to a PSAP. 
As described in 23.167 the services of the LRF may be invoked as part of the handling of an emergency session. In this case the solution described in section 6.8 of this document applies with following clarification:
-
In TWAN/S2a case, as described in Figure 6.8-2, the LRF invocation can provide the TWAN ID which is a network asserted location information 
-
In UWAN/S2b case, the LRF invocation can generally only provide a non network asserted location information i.e. the IP address and port used by the UE to reach the ePDG.
Editor’s Note: It is FFS whether LRF would initiate a SUPL session to an UE as described in solution 6. 

6.X.4
EPC access for emergency services in S2b case

6.X.4.1
Overview

In the S2b case, the UE gets WLAN access from any WLAN AP. 

No specific mechanisms are defined to support access to a WLAN AP for emergency services except that in case a 3GPP AAA server is used to authenticate the UE for the WLAN access, this 3GPP AAA server stores any trustable location information it may get from a WLAN AN.

NOTE1: 
This corresponds to the case where the UE gets IP connectivity from an access whose location information is trusted by the HPLMN (e.g. the HPLMN trusts the Wireline provider but the Wireline provider has not deployed a TWAN) and then the UE uses an ePDG to reach IMS.

Editor’s Note: This solution assumes that NOT all ePDG in a network support emergency services. 
As part of the authentication and authorization procedure related with an UE access to an ePDG, the ePDG signals to the 3GPP AAA server whether it supports emergency services. When the UE is granted access to an ePDG, the 3GPP AAA server indicates in EAP-AKA signalling to the UE whether the ePDG supports emergency services.
When the UE is already using an ePDG that does not support emergency services, then the UE detaches from this ePDG in order to attach to another ePDG that supports emergency services.
NOTE2: 
This induces the release of the existing IP connectivity services.

When the UE needs to select an ePDG that supports emergency services, the UE performs an ePDG selection using a specific FQDN that identifies ePDG(s) that support emergency services. An ePDG identified by the FQDN already defined in 23.003 may nevertheless support emergency services.

.
6.X.4.2
UE getting IP Connectivity for emergency services over an ePDG
If the UE is not already connected to an ePDG that supports emergency services, the UE needs to select such an ePDG.  For this purpose it creates a FQDN that is specific for ePDG supporting emergency services in its HPLMN. This FQDN is defined in 23.003. Then the UE requests an emergency PDN connection from this ePDG as described below (leveraging the procedure of “Initial Attach on S2b” specified in 23.402 [5] § 7.2).

If the UE is already connected to an ePDG that supports emergency services, the UE requests an (additional) emergency PDN connection from this ePDG as described below (leveraging the procedure specified in 23.402 [5] § 7.6).
In order to obtain access to the EPC for IMS emergency services, the procedures specified in 23.402 [5] § 7.2 and § 7.6 apply: EAP-AKA authentication specified in 33.402 [7] are used by the UE to authenticate with the ePDG with the addition that the UE adds an emergency indication in EAP-AKA signalling sent to the 3GPP AAA server in order to indicate that the EPC access is requested to support emergency services. 

NOTE: 
The addition by the UE of an emergency indication in EAP-AKA signalling applies regardless of whether the access to the ePDG is a first access or an additional access onto this ePDG i.e. an access for emergency to an ePDG while other PDN connections are already set up to this ePDG (that is known by the UE as supporting emergency services).  

Editor’s Note: checks that the UE is not requesting IMS emergency services while roaming are not performed at EPC level as this control may be useless / redundant with similar checks to be carried out at P-CSCF level (using UPLI provided by the UE is SIP signalling).. 
The 3GPP AAA server forwards the emergency indication received from the UE to the ePDG (over SWm). When the emergency indication has been sent by the UE in EAP-AKA signalling, the UE shall not send an APN to the network. Anyhow, any APN indication that the UE may add in its signalling to the ePDG is ignored by the network. For an access associated with an emergency indication, the ePDG considers that the target APN is the APN configured within its Emergency Configuration Data and the ePDG does not check whether this APN is part of the subscription of the UE. 

The emergency indication is also used by the 3GPP AAA server and ePDG to give precedence to this service in case of congestion reported via GTP-c and/or Diameter.

The PDN connection setup procedure as described in steps A.1-E.1 in TS 23.402 [5] clause 7.2.4 applies with the following additions:

·  The UE local IP address and optionally UDP source port number (if NAT is detected) are included by the ePDG in the Create Session Request message. The UE local IP address and optionally UDP source port number (if NAT is detected) are forwarded by the PDN GW to the PCRF in IP-CAN Session Establishment procedure,
NOTE: 
This is a way to provide location information to the P-CSCF via the PCRF. Nevertheless this information cannot be trusted (as the UE may spoof its IP @) and is not used when more reliable location information is available.
· The ePDG forwards to the PGW any (trusted) location information it has got from the 3GPP AAA server. This information is propagated to the PCRF via the IP-CAN Session Establishment procedure and then to the P-CSCF upon receiving an P-CSCF request for Access Network Information report.
6.X.5
EPC access in S2a case
6.X.5.1
Overview

As part of the authentication and authorization procedure related with an UE access to a TWAN (even when this is not for emergency services), the TWAN signals to the 3GPP AAA server whether it supports emergency services. When the UE is granted access to a TWAN, the 3GPP AAA server indicates in EAP-AKA’ signalling to the UE whether the TWAN supports emergency services.

Editor’s Note: This solution assumes that NOT all TWAN support emergency services. The TWAN may belong to a trusted Fixed Broadband provider of the Home Country and different Fixed Broadband providers may have different levels of support of emergency services.
Editor’s Note: The behaviour of an UE that is attached to a TWAN that does not support emergency services and that needs to issue an emergency session is FFS. The UE may e.g. over a NSWO access of that TWAN try to access to an ePDG that supports emergency services.

When the UE is already attached to a TWAN in SCM mode but not for emergency services, then the UE detaches from the TWAN in order to re-attach for emergency services. 
NOTE: This induces the release of the existing IP connectivity services.

When the UE is not attached to a TWAN, the UE attaches for emergency services as described in §6.X.5.2.

When the UE is already attached in MCM mode to a TWAN that supports emergency services, the UE does not need to issue an attach for emergency services as described in §6.X.5.2 but issues a request for PDN connectivity for emergency services as described in § 6.X.5.3 and then shall REGISTER to IMS.
In S2a case, the TWAN-ID (trusted location information)  is propagated as defined in 23.402 [5] § 16 and in 23.228 Annex R and T 
· from TWAG to the PCRF (and to the P-CSCF)

· From TWAG to AS via the 3GPP AAA server and the HSS.

6.X.5.2
UE Attach to TWAN for emergency services (SCM)
In order to obtain access to the EPC for IMS emergency services in the S2a case, the EAP-AKA’ authentication procedures specified in 23.402 [5] § 16 and in 33.402 are used by the UE to authenticate with the TWAN with the addition that the UE adds an emergency indication in EAP-AKA’ signalling sent to the 3GPP AAA server in order to indicate that the EPC access is requested to support emergency services. The TWAN adds in the signalling sent to the 3GPP AAA server (over STa) an indication of whether it supports emergency services. 
Editor’s Note: checks that the UE is not requesting IMS emergency services while roaming are not performed at EPC level  as this control may be useless / redundant with similar checks to be carried out at P-CSCF level (using UPLI provided by the UE is SIP signalling).
Otherwise, once the UE has been authenticated, the 3GPP AAA server forwards over STa the emergency indication to the TWAN. When the EPC access is associated with an emergency indication, the UE shall not send an APN to the network in SCM mode. Anyhow any APN indication that the UE may add in EAP-AKA’ request (SCM) is ignored by the network as the TWAN considers that the target APN is the APN configured within its Emergency Configuration Data and the TWAN does not check whether this APN is part of the subscription of the UE.. 
The emergency indication is also used by the 3GPP AAA server and TWAP/TWAG to give precedence to this EPC access in case of congestion reported via GTP-c and/or Diameter.
6.X.5.3 
UE Request for PDN connectivity for emergency services in MCM

When the UE is connected to a trusted WLAN supporting emergency services  and the multi-connection mode has been selected, the UE uses the PDN connectivity request procedure in order to establish a PDN connection for emergency services. In case of a PDN connection for emergency services the procedure described in 23.402 [5] § 16.8 takes place with following exceptions:

· The UE adds an emergency request indication in the WLCP PDN Connection Request sent to the TWAG

· When the WLCP PDN Connection Request contains an emergency request indication, the TWAG ignores any APN received from the UE in that message, considers that the target APN is the APN configured within its Emergency Configuration Data and does not check whether this APN is part of the subscription of the UE.
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