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1. Overall Description:
In the context of MTCe security discussion in SA3, it is recognized that the SCEF could be possibly controlled by a 3GPP operator, or by a partner operator, or by a 3rd party. SA3 discussed on #79 meeting the risk of 3GPP private subscriber identity (e.g. IMSI/IMPI) exposure at the SCEF, and came to the conclusion that IMSI/IMPI shall not be sent to the SCEF when controlled by a 3rd party which is outside the 3GPP operator’s domain.
However, it is observed that in some of the SA2 solutions in the current TR23.769 (v.1.1.0) and TR23.789 (v.1.1.0), the SCEF is allowed to get hold of the IMSI/IMPI. It is understood by SA3 that, the MTC-IWF is required to receive and store the subscriber’s internal ID (e.g. IMSI) from the HSS for addressing MTC features (e.g. device triggering, group based addressing and identifier, monitoring or reporting MONTE events) in Rel‑12. With the architecture enhanced for service capability exposure in Rel-13, the Rel-12 MTC-IWF is decomposed and some of its functionalities are moved onto the SCEF. While the Rel-12 MTC-IWF is entirely within the control of 3GPP operator, the case with the SCEF is different, hence the concern of IMSI exposure risk at the SCEF.
Therefore, SA3 would like to draw attention of SA2 to this issue, and would encourage SA2 to keep in mind the privacy protection for mobile subscribers when formulating solutions that concerns the handling of subscriber’s internal identities. With regard to SA2 solutions for MTCe (incl. AESE, GROUPE and MONTE), SA3 kindly asks SA2 to ensure that the exposure of 3GPP private subscriber identity (e.g. IMSI/IMPI) at the SCEF is avoided when the SCEF is not controlled by the 3GPP operator.
2. Actions:

To SA2:
SA3 kindly asks SA2 to take the above information into consideration, and take actions where necessary.
3. Date of Next SA3 Meetings:

SA3#80
24-28 August 2015
Tallinn (Estonia)

SA3#81
9-13 November 2015
Anaheim (US)

