Page 1



3GPP TSG-SA WG2 Meeting #108 
S2-151389
San Jose del Cabo, Mexico, 13 - 17 April 2015
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	23.228
	CR
	1129
	rev
	2
	Current version:
	13.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Stage 2 cleanup regarding the WIC registration with a security token

	
	

	Source to WG:
	Samsung

	Source to TSG:
	SA2

	
	

	Work item code:
	TEI12, IMS_WebRTC
	
	Date:
	2015-04-17

	
	
	
	
	

	Category:
	A
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	1. The stage 3 specification allows that the validity period and identities of WWSF/WAF are extracted from the security token.

2. The IMS identities are not necessarily delivered from the WWSF to the UE and/or from the UE to the eP-CSCF.

3. It is not clear from TS 23.228 whether the web authentication can be avoided during the re-registration.

	
	

	Summary of change:
	1. In addition to IMS identities, e.g. the validity period is derived from the security token.

2. The IMS identities inclusion is optional.

3. Web authentication can be avoided in case of registration refreshment.

	
	

	Consequences if not approved:
	Misalignment in stage 2 and stage 3 descriptions

	
	

	Clauses affected:
	U.1.4.5, U.2.1.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


U.1.4.5
W4 (WWSF to WAF)

The W4 reference point is the signalling interface between the WWSF and the WAF. The WWSF obtains an authorisation token from the WAF from which the user's identities, identities of WWSF and WAF, and a lifetime may be derived in the case of IMS registration scenarios based on web authentication and assignment from a pool of user identities.
U.2.1.3
WIC registration of individual Public User Identity based on web authentication

Figure U.2.1.3-1 shows a registration call flow where the WIC registers with IMS based on web authentication with the WWSF.
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Figure U.2.1.3-1: WIC registration of individual Public User Identity based on web authentication

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. The WWSF or WAF authenticates the user using a common web authentication procedure. The WWSF determines the Private User Identity and Public User Identity for the WIC and returns the security token which is issued by the WAF to the WIC. The IMS identities may be provided to the WIC in addition to the security token.
2.
The WIC opens a WSS (secure WebSocket) connection using cross-origin mechanism to the eP-CSCF. Standard cross-origin resource sharing procedures are used to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF.

3.
The WIC sends a REGISTER request to the eP-CSCF via the WSS (secure Web Socket) connection. The request includes the security token received from the WWSF. If the WIC received the IMS identities in Step 1, the request shall include the IMS identities.
4.
The eP-CSCF validates the contents of the security token and obtains the IMS identities being registered. The eP-CSCF then forwards the authorized REGISTER request to IMS to initiate authentication-less IMS registration using TNA (see TS 33.203 [19], Annex U) procedures, with an indication that the authentication has already been carried out.

5.
The S-CSCF responds with a 200 OK message are accepted.

6.
The eP-CSCF sends the OK response back to the WIC.

As the security token may be associated with a lifetime, the WIC may need to periodically refresh its registration. This registration refresh process entails all steps above with following exceptions:

-
For Step 1, the opening of the TLS connection, the downloading of the WIC and the web authentication of the user using the WIC may not be needed.
-
Step 2 may not be needed.
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