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1. Overall Description:

SA2 thanks SA3 for their LS in S3-151198. SA2 is aware of the reply from GERAN 2 to SA3 in GPC150120. SA1 is also aware of the SIDs agreed at SA#67 in Shanghai as attached to SA’s outgoing LS in SP-150170, and, that the GERAN TR 45.820 has now reached the formal v1.0.0 “for information” status level of >60% completion level (see http://www.3gpp.org/DynaReport/45820.htm). 

With regard to the questions raised by SA3 to SA2, SA2 would like to provide the following answers:
Q1: Whether roaming needs to be supported in Cellular IoT?  If so, then is it expected that UEs will roam between countries where encryption is allowed and countries where encryption is not used? 

SA2 Answer: SA2 note that much of their Release 10 work on the mitigation of MTC related core network overload was related to “permanently roaming” MTC devices. Hence, in SA2’s understanding, yes is the answer for both questions.   

Q2: Should SA3 develop the security assuming that there will be some inter-RAT interactions in the future? 

SA2 Answer: SA2 understands that GERAN’s intention is to target low complexity devices. Hence SA2 align with existing statements in [GERAN TR 45.820/the FS_IoT_LC SID in GP-140421] that Inter-RAT mobility is not supported. 

Q3: Is it expected that subscriptions used to access CIoT will be used to access other networks?
SA2 Answer: SA2 believe that SA1 and/or GERAN(2) are best placed to answer this question.


Q4: Are there any requirements in CIoT to provide security that extends beyond the usual endpoints of security in 3GPP networks (e.g. in 2G PS the SGSN). Possible examples of the extended security would be between the UE and GGSN/P-GW or UE to MTC-IWF (if such elements exist in the architecture)?

SA2 Answer: SA2 believes that this question has been largely answered by SA plenary’s decision to open the SA3 SID in SP-150171. Separately, SA2 believes that SA3 is responsible for security requirements.

Q5: Could GERAN2 provide more information on what they mean by “Gb architecture” or “S1 architecture”.

SA2 Answer: SA2 concur with GERAN2’s answer (in S2-150718 = GPC150120), namely that, “Gb architecture” implies a system architecture described in TS 23.060 that uses the protocols defined in e.g.3GPP TSs 24.008, 48.018, 44.064 and 44.065, and, “S1 architecture” implies a system architecture described in TS 23.401 that uses the protocols defined in e.g. 3GPP TSs 24.301 and 36.413. Both architectures imply the use of a USIM.

Q6: Does SA2 or GERAN2 have any guidance on whether SA3’s work should be based on the Gb architecture or S1 architecture or both?

SA2 Answer: SA2 notes GERAN2’s answer (in S2-150718 = GPC150120), and that the SID in SP-150171 (attached to S2-150745 = SP-150170) covers both S1 and Gb based architectures. SA2 also note that they (with assistance from SA3) undertook a long study in TR 23.887 in release 11 on ‘enhancements for Small Data Transmission’ with many optimisations for the S1 based architecture being proposed (but largely not progressed to normative work).  

Q7: In which cases should SA2 be involved?

Following on from SA3’s generation of the security requirements, SA2 believe that they should be involved if there is a significant change in the functional split between network entities. 
2. Actions:

To SA3 group.

ACTION: 
SA2 politely requests SA3 to take the above answers and information into account.
3. Date of Next SA2 Meetings:

SA2#109
15-29 May
Fukuoka (JP)
SA2#110
6-10 July
Dubrovnik (HR)

