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Abstract of the contribution: In this contribution we look in more detail at the destination L2 address to be used for one-to-one communication in Rel13 eProSe-Ext.
1. Introduction
In Rel-12, ProSe communication L2 destination address is confined to group addresses i.e. “ProSe Layer-2 Group ID”, which is a 24 bit identity.

If we want to realize one-to-one communication in rel 13, there are in principle two ways w.r.t. L2 destination addressing:

1) Stick to usage of group addresses(i.e. ProSe Layer-2 Group ID) only
In this case we have to make sure that each UE pair (2 UE’s) performing one-to-one communication belongs to a same group.
2) Work with UE unicast destination addresses 

The response LS from RAN2 in R2-150710 clarified that although RAN is not working on ProSe unicast communication in Rel-13, they do not see a problem if higher layers would include a unicast address as destination address. I.e. no power loop enhancements or HARQ feedback schemes will be included, but unicast addresses can be used as destination address without much problems as long as they conform to the Prose Layer-2 Group ID length currently used.

In this contribution we look in more detail at both alternatives.
2. Discussion
As shown in the introduction, we investigate solutions for both use of group ID (subclause 2.1) and unicast address (subclause 2.2) as Layer 2 destination address for one-to-one communication.
2.1
Use of group ID as L2 destination addresses for one-to-one communication

Two options we have:

A) Unique group (conform Rel-12) configured for any two UE’s that want to communication one-to-one

· Only these 2 UE’s would be a member of the concerning group.

Issues: Seems not a practical solution due to scalability. E.g. if there is a fire brigade consisting of 100 firemen, and they also need to be able to talk individually one-to-one to any other member, we would need to define (100 above 2) = 4950 groups.
 Additionally, in case of one-to-one communication for UE-to-NW relay b/w remote UE and relay UE, we need change on rel12 one-to-many communication mechanism for the relay UE to distinguish packets to forward and identify the destination address. 
B) Use the group ID as destination address, and only support one-to-one communication between members of the same 1-to-many group

It works as follows: 
· Fireman John wants to talk to fireman Peter which is part of the same 1-to-many group.
· John performs a direct discovery procedure to find the Peter. In this step John and Peter may recognize their ProSe UE ID.
· John sends a direct communication request to the group destination (received by all members of the group). In the message he would include the ProSe UE ID of Peter to distinguish from other group members. Then, the other group members neglect the message. 
· John & Peter are assigned IP addresses (e.g. for IPv4 one of the two acts as DHCP server) and start to communicate. 
Issues: Some information of private communication could be exposed to their group members.. Filtering John and Peter’s communication could be a big burden to the other group members. And, their communication could disturb the group communication. John and Peter may setup their own L2 security, but if used, they should maintain both their own L2 security and group L2 security. 
Additionally, in case of one-to-one communication for UE-to-NW relay b/w remote UE and relay UE, we need change on rel12 one-to-many communication mechanism for the relay UE to distinguish packets to forward and identify the destination address.
2.3
Use unicast addresses as L2 destination addresses for one-to-one communication

In Rel-12 for direct communication we have two identifiers as follows;
· ProSe L2 group ID(24bits): Layer 2 Group Identity used for L2 destination address in direct communication
· ProSe UE ID(24bits): Layer 2 UE identity unique within a group used for L2 source address in direct communication
Hence, the ProSe UE ID has a size which would enable its direct use as L2 destination address. However, there are two problems with using the ProSe UE ID as L2 destination addresses:
· Problem A): The ProSe UE ID should be defined in a way ensuring that there are no address collisions with the ProSe L2 group ID.

· Problem B): The ProSe UE ID is not a globally unique UE identification, but only unique within a group.

W.r.t. problem A), we see the following two approaches:

  Option A.1:   Specify different parts of the 24bits address space for L2 group ID and Prose UE ID. 

i.e. either the specifications defines a split in address space or this is left to operators. 

Issues: backward compatibility problem or complicated operational issues need to be considered. 
Option A.2:
RAN may define a one-bit discrimination by which unicast and group destination addresses can be distinguished.

Issues: We assume this could be relatively small protocol change but details should be left to RAN.

Proposal1. we propose to request RAN2 for one-bit discrimination to distinguish L2 group ID and unicast ProSe UE ID. 

W.r.t. problem B), we see the following different approaches:
  Option B.1: 
Use 24 bit unicast L2 destination address for public safety UE’s

We may assume that having a 24bit address space is sufficient to identify public safety UEs. 

Because we don’t need global unique identification, but local uniqueness is sufficiently enough. 
So we need a mechanism to guarantee local uniqueness of the Layer 2 address.
e.g., the L2 destination address(i.e. ProSe UE ID) for one-to-one communication is (pre-) provisioned by the ProSe function to the UE. However, it still has possibility of address collision but 2^24 cases may be enough for the ProSe function to identify the public safety UEs uniquely within itself.
Issues: L2 destination address collision could happen so that we need a resolution method.

It can be resolved by manual or application level. 
Option B.2: 
Use larger(>24bits) unicast L2 destination address for public safety UE’s
Under the assumption that 24 bit is not sufficiently enough, we may directly use a larger UE identity. E.g. a 32 bits application-level unique identity (e.g. same level of EPC ProSe User ID), or a combination of existing ProSe L2 group ID + existing ProSe UE ID. 
Issues: RAN specification should be changed so that we need confirm from RAN WGs. We need define additional Identity for one-to-one communication. If we re-use the application level identify, UE identity could be exposed to other public safety administrative domain.
Proposal2. we propose to use 24 bit unicast L2 destination address in place of the existing L2 group destination address. 

In summary, we would propose the following:
Proposals: 

Based on the above observation, we propose:
1) to use of unicast address as L2 destination addresses for one-to-one communication, 
2) to distinguish group ID and unicast ID with RAN support (i.e. option A.2), 
3) and to use 24 bit unicast L2 destination address in place of the existing L2 group destination address(i.e. option B.1). 

3. Proposal
/// 1st change ///
7.1.1.1
General
ProSe direct communication one-to-one is realised by establishing a secure layer-2 link over PC5 between two UEs.

Each UE has a Layer-2 ID for unicast communication that is included in the Source Layer-2 ID field of every frame that it sends on the layer-2 link and in the Destination Layer-2 ID of every frame that it receives on the layer-2 link.
NOTE:  Layer-2 ID for unicast communication is (pre-) provisioned by the ProSe function, which is the same length of Layer-2 ID for one-to-many communication.
Editor’s note: confliction between Layer-2 ID address for unicast communication and that of one-to-many communication is resolved by RAN WG.
The UE needs to ensure that the Layer-2 ID for unicast communication is at least locally unique. So the UE should be prepared to handle Layer-2 ID conflicts with adjacent UEs using unspecified mechanisms (e.g. self-assign a new ProSe UE ID when a conflict is detected).

The layer-2 link for ProSe direct communication one-to-one is identified by the combination of the Layer-2 IDs of the two UEs. This means that the UE can engage in multiple layer-2 links for ProSe direct communication one-to-one using the same Layer-2 ID.
7.1.1.2
PC5 Signalling Protocol
A PC5 Signalling Protocol is used for control plane signalling over PC5. The PC5 Signalling Protocol stack is illustrated in figure 7.1.1.2.1. The SDU Type field (3 bits) in the PDCP header is used to discriminate between IP, ARP and “PC5 Signalling Protocol”.

Editor’s note: The use of PC5 Signalling Protocol as described in this clause is a working assumption and needs to be reconfirmed.

[image: image1.emf]MAC

PHY

UE A

MAC

PHY

UE B

PC5 Signalling Protocol stack

PDCP PDCP

PC5 Signalling Protocol

PC5 Signalling Protocol

RLC

RLC


Figure 7.1.1.2.1: PC5 Signalling Protocol stack
PC5 Signalling Protocol messages may be sent on a unicast, groupcast or broadcast Destination Layer-2 ID.

The following functionality is enabled by the PC5 Signalling Protocol:

-
1:1 ProSe Communication: Direct Communication Request message (Step 1 in figure 7.1.2.1.1), potentially including the subsequent messages.

Editor’s note: It is FFS whether PC5 Signalling Protocol is used for enablement of other functionality (e.g. eMBMS relay support in clause 7.1.2.1, Cell ID announcement support in clause 7.2.2.3, Public Safety Discovery in clause 6, QoS signalling, service continuity).
7.1.2
Procedures

Editor’s note: Describes the high-level operation, procedures and information flows for the solution.
ProSe direct communication one-to-one is composed of the following procedures:

-
Establishment of a secure layer-2 link over PC5;

-
IP address/prefix assignment.

7.1.2.1
Establishment of secure layer-2 link over PC5
Depicted in figure 7.1.2.1.1 is the procedure for establishment of secure layer-2 link over PC5:
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Figure 7.1.2.1.1: Establishment of secure layer-2 link over PC5
1. UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication.
NOTE: 
The link initiator (UE-1) needs to know the Layer-2 ID of the peer (UE-2) in order to perform step 1. As an example, the link initiator may learn the Layer-2 ID for the unicast communication which  the peer uses by executing a ProSe direct discovery procedure first or by sharing the Layer-2 ID for the unicast communication each other during ProSe one-to-many communication including the peer.
2. UE-2 initiates the procedure for mutual authentication. The successful completion of the authentication procedure completes the establishment of the secure layer-2 link over PC5.

Editor’s note: It is FFS whether the Direct Communication Request message in step 1 and the messages used for authentication in step 2 belong to the same of different protocols. In either case, the PDU Type field in the PDCP header is used to discriminate the PDU Type on the receiver side.
7.1.2.2
IP address assignment
At least the following standard IETF mechanisms are used for IP address/prefix assignment:

-
DHCP based IP address configuration for assignment of IPv4 address.

-
IPv6 Stateless Address auto configuration specified in RFC 4862 [6] for assignment of IPv6 prefix.
One of the two UEs acts as DHCP server or IPv6 default router.

In the ProSe UE-NW Relay case the relay acts as DHCP server or IPv6 default router for all Remote UEs that connect to it over a secure layer-2 link over PC5.

7.1.3
Impact on Existing Entities and Interfaces

Editor's note: Impacts on existing nodes or functionality will be added.
7.1.4 
Topics for further study for one-to-one ProSe Direct Communication

Editor’s note: Topics for FFS will be collected for this particular functionality. 
It is FFS whether the Direct Communication Request message (step 1 in figure 7.1.2.1.1) and the authentication messages (step 2 in figure 7.1.2.1.1) belong to the same or different protocols.

QoS is FFS.

It is FFS whether there is a need for other mechanisms for IP address assignment (e.g. to assist service continuity between the direct path and the infrastructure path between the two UEs, or for the case of an isolated (i.e. non-relay) one-to-one communication).
It is FFS whether one-to-one communication requires real-time network authorisation when the two UEs are in coverage.
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