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Abstract of the contribution: This P-CR provides some background on the existing location procedures during session establishment in Trusted WLAN, which can be used for emergency calls, and proposes two solutions for untrusted WLAN case for inclusion in the technical report.
1. Discussion 

What exists today in 3GPP specifications for Trusted WLAN for VoIMS
TWAN identifier is sent to the PGW and PCRF, and 23.402 specifies that the TWAN Identifier shall include the SSID of the access point to which the UE is attached and at least one of the following elements: 

- the BSSID i.e. the AP MAC address (see IEEE Std 802.11-2012 [64]); 

- civic address information of the AP to which the UE is attached; 

- line identifier of the access point (Logical Access ID see ETSI ES 282 004 [77]) to which the UE is attached.

The TWAN Id may also contain the identifier of the operator of the TWAN. 

· Note that the Public IP address has not been included in the TWAN Identifier because it usually refers to the address of an aggregation node (e.g. BNG) that is a remote node. However, the Public IP address usually provides a good approximation of the UE location.  
· Perhaps HESSID could be useful for some cases such as a University Campus, as it does not require to update databases each time a new WiFi Access Point is added.
IMS related

· For IMS emergency calls, the location information can be provided by the network (PCRF, NASS, HSS) but also by the UE directly in SIP. This is specified in TS 24.229 clause 4.7.5 (Location in emergency calls).

Untrusted WLAN: location information provided by the UE in SIP

· Location information provided by the UE (both for routing to a PSAP and for use by the PSAP itself) is a possibility that we should not rule out, even if it is not possible to provide it from the network.

· In the alternatives specified in TS 24.229 clause 4.7.5, only a) and b) can be used:
-
alternative a) with the Geolocation header field per RFC 6442, and 

-
alternative b) where P-Access-Network-Info header field contains the AP’s MAC address (i.e. BSSID) in the "i-wlan-node-id" parameter.

· In alternative b), the BSSID should be verified. A solution would be to correlate the geographical position derived from the BSSID with the one derived from the Public IP address. As said above, the Public IP address usually provides a good approximation of the UE location. This verification can be done by the P-CSCF.
· Moreover, as said for the trusted WLAN case, HESSID could be useful for some cases such as an University Campus, as it does not require to update databases each time a new WiFi Access Point is added. It is also a MAC address and so could be carried in the “i-wlan-node-id” parameter, which is already defined.
Untrusted WLAN: location information provided via ePDG (UPLI or NPLI)

· Existing mechanisms
· PCRF based mechanism: PSAP discovery requires that the UE location is available at P-CSCF by the network before INVITE is sent to E-CSCF: when receiving INVITE from the UE, the P-CSCF sends a AA-Request (Specific Action = “ACCESS_NETWORK_INFO_REPORT”) to the PCRF, which then sends an IPCAN session modification (Required-Access-Info AVP , Event-Trigger AVP) to the PCEF. 

· HSS based mechanism: The E-CSCF triggers an AS that requests UE location via the HSS per TS 23.228 clause R.5: “The HSS retrieves the requested information from the Access Network. The HSS may not be aware whether the UE is currently camping on 3GPP or Non 3GPP access and may need to request Location Information from the MME, the SGSN and from the TWAN (via the AAA server in this last case)”.

· In both cases, the Access Network (ePDG) needs to provide the UE location. 

How can the ePDG obtain the UE location?

· Alternative 1: if AP uses EAP-AKA
· If the WLAN AP uses EAP-AKA and is connected to a 3GPP AAA server/proxy, then it is possible for the AP to include e.g. the BSSID or the civic location in SWa/STa sent to the 3GPP AAA server/proxy, which would forward the location info later on via SWm to the ePDG. 
· But this is not possible if e.g. the UE authenticates to the WLAN AP  with pre-shared keys, or if the WLAN and mobile services are provided by different operators having no roaming agreements (e.g. the user has a fixed line subscription with operator 1 and mobile services subscription with operator 2)
· Hence, this alternative cannot be selected as the generic solution.
· Alternative 2: Public IP address
· This alternative relies on using the Public IP address allocated by the non-3GPP Access Network to the UE as IPsec tunnel endpoint address: the ePDG obtains it during IKEv2 authentication (as any IKEv2 encapsulating IP packet from AP has it). The ePDG may also provide this information to the AAA server. The AAA server is then able to provide it to the HSS upon HSS request (23.228 § R.5).
· Several public web sites can derive a geographical location from it. For example http://www.ipaddress.com/ip_lookup/ and www.ipaddresslocation.org but as said above the location is not very accurate due to NATted access networks. However, even if it is not a sufficient accuracy that would be needed by the PSAP, it might be sufficient for routing the call to the PSAP. 

· Also, ETSI TISPAN ES 283 035, which defines the interface between the AF (e.g. P-CSCF) and the NASS CLF (Connectivity Session Location and Repository Function), specifies in clause 5.2 how an AF can retrieve the location information and other data related to an access session from the CLF. This can be used only in certain cases, e.g. when the IMS network and the ePDG belong to the same operator. 

· Alternative 3: MAC address via EAP-AKA/IKEv2 (BSSID and/or HESSID)
· In this alternative, the UE reads the WLAN AP MAC address (BSSID) from the beacon and inserts it during IKEv2 procedure in an EAP-AKA message. This does not require IKEv2 changes but only the addition of corresponding 3GPP parameter in EAP-AKA (see TS 24.302 clause 8.2). 

· The 3GPP AAA server then forwards the WLAN AP MAC address (BSSID) to the ePDG via SWm interface. The ePDG would then be able to propagate it to the P-GW, assuming that GTP over S2b is enhanced with BSSID parameter. 

· Operators usually have their own databases that can derive the geographical location from the BSSIDs of their WLAN Access Points. It is also possible to use public databases such as those accessible via http://cellphonetrackers.org/gsm/wifi-tracker.php. 
· BSSID has also been standardized for Trusted WLAN. The only difference is that, while in Trusted WLAN case the trusted WLAN AP provides the BSSID to the TWAG (NPLI), in Untrusted WLAN only the UE can provide the BSSID to the ePDG (UPLI). 

· Therefore BSSID should be verified. A solution would be to check the consistency between the geographical position derived from the BSSID and the one derived from the Public IP address. As said above, the Public IP address usually provides a good approximation of the UE location. This verification can be done by the ePDG, or/and the P-CSCF. In the case of emergency calls, it is proposed to perform the verification at the P-CSCF because P-CSCF can access NASS CLF and both P-CSCF and ePDG are in the same PLMN. 
· Moreover, this can also apply to HESSID, which is also in the form of a WiFi Access Point MAC address (as it is the BSSID of one of the APs of the HESSID network). As said above, this may be useful for e.g. University Campus. 

2. Proposal

To add following text in the TR
6.X
Solution X: Combination of UPLI via SIP and NPLI for User location
6.X.1
Overview

This solution addresses key issue “Key Issue 2: providing to IMS nodes an as trusted as possible location information” for phase 1. It thus focuses on the S2b case.

The solution leverages

1 Information such as the BSSID or HESSID (in “"i-wlan-node-id" parameter “) or Geolocation header field per RFC 6442 that the UE can provide in SIP signalling (PANI).
-
This corresponds to UPLI (User Provided Location Information) and is not entirely trustable. 

2 The outer IP address used to reach the ePDG. 
-
This information is determined by the network, so can be trusted;
-
But this information gives only a rough indication especially when there is NAT between the AP and the ePDG;
-
Mechanisms defined in Rel-11 for FBI (Fixed Broadband Internet access/ TS 23.139) support the transfer of this information from ePDG to PCRF. They need to be enhanced to also support the case of emergency sessions (i.e. not to only apply in case of FBI) and to enable the PCRF to report such information over Rx;
-
The ePDG may also provide this information to the AAA server. The AAA server is then able to provide it to the HSS upon HSS request (23.228 § R.5);

-
The outer IP address used to reach the ePDG may be used to verify whether the BSSID provided by the UE can reasonably be trusted or not (e.g. verifying that the outer IP address does not corresponds to a location in California while the BBISD and/or HESSID corresponds to a location in NY City).
3 In some cases (e.g. EAP-AKA’ authentication on a Trusted AP), the 3GPP AAA server may get a trusted BSSID information and provide it to the ePDG that can further propagate it to the PGW. The 3GPP AAA server may also provide it to the HSS upon HSS request (23.228 § R.5). But this covers only a limited number of cases, e.g. it does not cover the case where the UE is authenticated at a residential AP using Pre-shared keys.

6.Y
Solution Y: Combination of UPLI via EPC and NPLI for User location

6.Y.1
Overview
This solution addresses key issue “Key Issue 2: providing to IMS nodes an as trusted as possible location information” for phase 1. It thus focuses on the S2b case.

The solution leverages on
1 Information such as the BSSID that the UE can provide via the EPC.
-
The solution consists in the UE providing the BSSID or HESSID (MAC address) of the WLAN Access Point it is associated with using EAP-AKA signalling (within IKEv2) to the AAA server, which then provides it via SWm to the ePDG. This information is then delivered by the ePDG to the PGW over S2b, to the PCRF over Gx and to the P-CSCF over Rx;
-
This corresponds to UPLI (User Provided Location Information) and is not entirely trustable. 

2 The outer IP address used to reach the ePDG. 
-
This information is determined by the network, so can be trusted;

-
But this information gives only a rough indication especially when there is NAT between the AP and the ePDG;

-
Mechanisms defined in Rel-11 for FBI (Fixed Broadband Internet access/ TS 23.139) support the transfer of this information from ePDG to PCRF. They need to be enhanced to also support the case of emergency sessions (i.e. not to only apply in case of FBI) and to enable the PCRF to report such information over Rx;

-
The ePDG may also provide this information to the AAA server. The AAA server is then able to provide it to the HSS upon HSS request (23.228 § R.5);

-
The outer IP address used to reach the ePDG may be used to verify whether the BSSID and/or HESSID provided by the UE can reasonably be trusted or not (e.g. verifying that the outer IP address does not corresponds to a location in California while the BBISD corresponds to a location in NY City).
3 In some cases (e.g. EAP-AKA’ authentication on a Trusted AP), the 3GPP AAA server may get a trusted BSSID information and provide it to the ePDG that can further propagate it to the PGW. The 3GPP AAA server may also provide it to the HSS upon HSS request (23.228 § R.5). But this covers only a limited number of cases, e.g. it does not cover the case where the UE is authenticated at a residential AP using Pre-shared keys.
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