SA WG2 Temporary Document

Page 1

SA WG2 Meeting #108
S2-150776
13 - 17 April 2015, San Jose Del Cabo, Mexico
(revision of S2-15xxxx)
Source:
Ericsson
Title:
Restriction of UEs not allowed in IOPS PLMN
Document for:
Approval 
Agenda Item:
6.16
Work Item / Release:
FS_IOPS_St2/Rel-13
Abstract of the contribution: Provides a solution on how to restrict access to an IOPS PLMN.
Discussion
In the IOPS work, we have the following open issue to address:
Editor's note: Whether ACB or other mechanisms are used to restrict any attempt to use this eNB by unauthorized (i.e. non Public Safety) UEs is FFS.

Evaluating current requirements and solutions that are defined to support Access Class Barring and Service Specific Access Control and Extended Access barring (e.g. TS 22.011 & TS23.122, TS36.304) are not suitable to restrict access attempts appropriately without misuse of resources in an IOPS mode of operation for an eNB.  Either they require access to UEs subscription information, which is not available for UEs who are not authorised to operate in IOPS networks (i.e. no backhaul for the eNB) and/or they require ability to interact with NAS layer, by which point the UEs have to use certain amount of resources already and may cause delay of access by the UEs who are authorised to access the IOPS mode of operation. The Access Class barring features allow an operator can prevent all UEs except ACB assigned values 12-14 from accessing the specific cell. This causes the UEs to remain on that cell where it receives the treatment for “access class barring”, i.e. they do not search for coverage of other cells (for the PLMN or other PLMNs where the feature is activated). The same principles are also applied to other similar variety of features as specified in 3GPP specification TS 22.011.
One alternative may be to use the following mechanism from TS 36.304 bold and highlighted (e.g. “Cell reserved for operator use”), where the dedicated IOPS PLMN shall be identified as the EHPLMN configured in the UICC along with the AC status of 11 or 15 and eNB shall in IOPS mode of operation, shall indicate the IOPS PLMN cell(s) as “Not Barred” & “reserved” for the IOPS PLMN:

“5.3
Cell Reservations and Access Restrictions

There are two mechanisms which allow an operator to impose cell reservations or access restrictions. The first mechanism uses indication of cell status and special reservations for control of cell selection and reselection procedures. The second mechanism, referred to as Access Control, shall allow preventing selected classes of users from sending initial access messages for load control reasons. At subscription, one or more Access Classes are allocated to the subscriber and stored in the USIM [4], which are employed for this purpose.

5.3.1
Cell status and cell reservations

Cell status and cell reservations are indicated in the SystemInformationBlockType1message [3] by means of two fields:

-
cellBarred (IE type: "barred" or "not barred") 
In case of multiple PLMNs indicated in SIB1, this field is common for all PLMNs

-
cellReservedForOperatorUse (IE type: "reserved" or "not reserved") 
In case of multiple PLMNs indicated in SIB1, this field is specified per PLMN.
When cell status is indicated as "not barred" and "not reserved" for operator use,

-
All UEs shall treat this cell as candidate during the cell selection and cell reselection procedures.

When cell status is indicated as "not barred" and "reserved" for operator use for any PLMN,
-
UEs assigned to Access Class 11 or 15 operating in their HPLMN/EHPLMN shall treat this cell as candidate during the cell selection and reselection procedures if the field cellReservedForOperatorUse for that PLMN set to “reserved”.
-
UEs assigned to an Access Class in the range of 0 to 9, 12 to 14 shall behave as if the cell status is "barred" in case the cell is "reserved for operator use" for the registered PLMN or the selected PLMN.
NOTE 1:
ACs 11, 15 are only valid for use in the HPLMN/ EHPLMN; ACs 12, 13, 14 are only valid for use in the home country [4].

When cell status "barred" is indicated or to be treated as if the cell status is "barred",

-
The UE is not permitted to select/reselect this cell, not even for emergency calls.

-
The UE shall select another cell according to the following rule:

-
If the cell is a CSG cell:

-
the UE may select another cell on the same frequency if the selection/reselection criteria are fulfilled.

-
else

-
If the field intraFreqReselection in field cellAccessRelatedInfo in SystemInformationBlockType1 message is set to "allowed", the UE may select another cell on the same frequency if re-selection criteria are fulfilled.

-
The UE shall exclude the barred cell as a candidate for cell selection/reselection for 300 seconds.

-
If the field intraFreqReselection in field cellAccessRelatedInfo in SystemInformationBlockType1 message is set to "not allowed" the UE shall not re-select a cell on the same frequency as the barred cell;

-
The UE shall exclude the barred cell and the cells on the same frequency as a candidate for cell selection/reselection for 300 seconds.

The cell selection of another cell may also include a change of RAT.”
Proposal
Update TR 23.797 so the feature “Cell reserved for operator use” can be used to restrict non-supporting UEs, as follows:
*******************First Change***********************************************
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*************** Second Change ****************************

 6.1.1
Functional description

This solution assumes that the eNB is co-sited with, or can reach, a Local EPC instance (including at least the MME, SGW/PGW and means to locally deliver security/access control as required by SA3) which is used in IOPS mode ( i.e. when there is no S1 connectivity to the macro EPC). This allows it to replicate the behaviour of a nomadic system isolated from the network, and it can be based largely on existing specifications.

Editor's note: It is FFS, also in cooperation with SA6, whether the Local EPC used in IOPS mode provides access to local MCPTT application servers for public safety or whether a peer to peer mode of operation is used instead.

In situations when the backhaul to the macro EPC is lost, the following is expected:

-
If the eNB can reach a Local EPC for IOPS mode of operation, the eNB shall use the Local EPC. 

-
If the eNB cannot reach a Local EPC instance, then it should enter a state where UEs do not attempt to select the cells under its control.

Nomadic EPS (also known as deployable systems, including a transportable Local EPC and eNB(s)) assists public safety services in areas where there is no coverage by the standalone IOPS network using Local EPC or the regular PLMN.
This approach allows addition of the IOPS capability with minimum standardization effort.

The eNB enters IOPS-No-backhaul mode of operation after it detects loss of S1 connectivity to the macro EPC. 

In this mode, the eNB starts advertising a PLMN-Id dedicated to IOPS. Only authorized UEs can access this PLMN. UEs should be configured to treat this PLMN-Id with lower preference (for EUTRAN access) so that other PLMNs operating in normal mode are selected first.
The dedicated IOPS PLMN shall be identified as the EHPLMN configured in the UICC along with the Access Class status of 11 or 15 and eNB shall in IOPS mode of operation, indicate/broadcast the IOPS PLMN cell(s) as “Not Barred” & “reserved” for the IOPS PLMN as defined in TS 36.304 [x].  This "Cell reserved for operator use" feature will allow the special public safety UEs to get access to this network while barring other users in the same area.

When an authorized PS UE selects the IOPS-mode cell, it attaches to the dedicated PLMN and is authenticated using security procedures to be identified by SA3.

Editor's note: SA3 shall decide whether or not the UE and the IOPS network need to use different security credentials (from those used in the macro EPC) for authentication and key agreement in the attachment procedure to the IOPS network. Any associated impacts on SA2 aspects needs to handled accordingly.
Editor's note: The use or not of the IMSI as a permanent identity when the UE attaches to the IOPS network will be dependent upon the mechanism and credentials used by the UE to authenticate in the IOPS network which will be decided by SA3.  Any associated impacts on the architecture and procedures defined by SA2 need to be handled accordingly.

If the scope of service of a Local EPC is a single eNB, then all cells served by the eNB shall share the same TAI (assigned for used in IOPS mode) and neighbouring eNBs that are also operating in IOPS mode with the same dedicated PLMN-Id are assigned different TAIs so a TAU is triggered upon mobility. This TAU would result in a TAU Rejection due to lack of suitable credentials/identity, and cause a UE to reattach via the new eNB to its co-sited EPC.

However, if multiple eNBs are configured to be served by a single Local EPC, configuration of TAIs for IOPS can be done according to local operator policies, in such a way that a reselection to a cell operating a PLMN in normal mode shall always trigger a TAU. Allowed EUTRAN PLMNs operating in Normal Mode are configured in the UE as higher priority than the IOPS PLMN.

Editor's note: It is FFS whether a mechanism to autonomously and dynamically establish IOPS networks, comprising Local EPCs and a number of isolated eNB's that can detect this Local EPC and use it, shall be standardized.

If sharing the same PLMN-Id it is assumed the TAI assigned to cells in Nomadic EPS also would be different from the TAIs assigned to eNBs operating in IOPS mode, so as to trigger TAU between these systems.

IP address assignment is performed as usual in the Local EPC.

The Local EPC acts as an IP router among locally attached devices.

Editor's note: It is FFS whether eMBMS for broadcast in IOPS mode under a single eNB cells is supported in this release. 

When a backhaul to the macro EPC is re-established, then the Local EPC S1 connections are released according to the IOPS-eNB policies to move the UEs to Idle mode, and the regular PLMN-Id is announced by the eNB so UEs reselect the normal PLMN and attach afresh to the macro EPC. When eventually all UEs move to the Macro EPC, IOPS is turned off.
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