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Abstract: 
This contribution proposes an alternative way of managing IP flow mobility on a multi-access PDN connection using a new UE ↔ P-GW signalling protocol. 

1 Discussion

To date, two fundamentally different approaches for supporting NBIFOM have been discussed:

a)    Control plane signalling solution: where routing rules are conveyed between UE and P-GW using a combination of GTP-C/PMIP coupled with either EAP (S2a-SCM), WLCP (S2a-MCM), IKEv2 (S2b) or NAS (S5).
b)    User plane signalling solution: where a set of routing rules are not conveyed but the UE or P-GW can notify its peer entity (P-GW/UE respectively) of a change in IP flow routing preference by sending a “redirection packet” for the IP flow which is to be redirected over the newly preferred access technology.

The user plane signalling approach has the advantage of enabling IP flow mobility between pre-established bearers on each access technology in a way that only impacts UE, P-GW and PCRF and without impacts on MME, S-GW, TWAG, ePDG, AAA server and corresponding protocols (GTP-C, EAP, WLCP, IKEv2 and NAS).  It also solves the problem of how to use WLAN to signal a switch in the routing of an IP flow from a failing cellular connection to WLAN when using S2a SCM, which is problematic in the existing control plane signalling approach. However the approach also has some limitations, for example due to the per IP flow negotiation the solution will result in more Gx signalling, also there is no mechanism for a recipient (UE or P-GW) of a “redirection packet” to indicate the reason/cause for rejecting the redirection.   
The current control plane signalling approach addresses the disadvantages listed above of the user plane signalling approach but has the disadvantage that the procedures for handling IP flow mobility between already established accesses impacts a much larger set of network elements and protocols (as listed in the previous paragraph).  In addition it can also be noted that protocols such as EAP and IKEv2 were not originally intended to be used for a significant amount of ‘in session’ signalling (noting that triggers for IP flow mobility may potentially be frequent and correlated with changing radio/load conditions).  It can be noted that NB-IFOM signalling is unrelated to the purposes for which these protocols were originally intended and for which the corresponding platforms (AAA server, ePDG) may have been dimensioned, respectively for authentication (EAP) and IPsec tunnel management (IKEv2). 
An alternative approach which would combine the advantages of both schemes would be to define a new signalling protocol running between the UE and the P-GW herein called IFMP (IP Flow Management Protocol).   Such a protocol would be specified by 3GPP and would be supported over UDP/IP or TCP/IP.     
Note that such an alternative solution as described herein differs from the legacy DSMIPv6 based IFOM solution since the DSMIPv6 solution is contingent on a host based IP session continuity solution and therefore does not meet one of the key requirements of NB-IFOM which is to provide an IP flow traffic routing solution for the case where network based IP session continuity (GTP/PMIP) is used.  In addition the DSMIPv6 IFOM solution is based on the UE piggybacking routing rules on UE initiated binding update messages and is therefore not suitable for network initiated signalling of routing rules. Moreover, the IFMP protocol is not used to establish PDN connections as is the case with DSMIPv6.  The IFMP protocol is only used after a Multi-Access PDN connection has been established in order to trigger UE-initiated or NW-initiated IFOM operations.
1.1 Solution principles

1. A new control plane protocol called IFMP (IP Flow Management Protocol) is defined which is terminated in the UE and the P-GW.  The protocol would be specified by 3GPP and would be supported over UDP/IP or TCP/IP.     

2. The UE (source/destination) IP address would be the same as that which is allocated for the PDN connection whilst the P-GW (destination/source) IP address would be provided within the PCO during the PDN connection establishment. In addition, the PCO is used to negotiate the NBIFOM capability during PDN connection establishment. The UE is configured to only allow the IFMP process to send traffic to the IP address of the PGW.   
3. IFMP messages could be sent over either access technology (3GPP or WLAN), and this would then support the capability for the UE to send IP flow routing rules over a ‘target’ access technology (even over WLAN in SCM mode) in the event of loss of coverage on one of the access technologies.
4. After adding a new access to a PDN connection (i.e. when transitioning to multi-access PDN connection state), the IFMP protocol can be used to provide routing rules. 
2 Conclusion

It is proposed to add the ‘IFMP protocol’ solution to the NB-IFOM technical report.
Proposed updates to 23.861 are shown in the appendix.
3 Appendix - Proposed changes to 23.861

7.X
IP Flow Management Protocol
7.X.1
Overview

The solution specified in this clause enables both the UE and the network to trigger IP flow mobility using a user plane signaling protocol which is supported between the UE and the P-GW.
7.X.1.1
General

The solution is characterized by the following features:
1.  A new signalling protocol called IFMP (IP Flow Management Protocol) is defined which is terminated in the UE and the P-GW.   The protocol would be specified by 3GPP and would be supported over UDP/IP or TCP/IP. 
2.  The IFMP protocol is not a PDN connection establishment protocol (such as DSMIPv6). The IFMP protocol is only used after a multi-access PDN connection has been established (over 3GPP and WLAN accesses) in order to support UE initiated and network initiated IP flow mobility over this multi-access PDN connection.    

3.  After a multi-access PDN connection has been established (over 3GPP and WLAN accesses), the UE establishes an IFMP session with the P-GW. The IP address of the P-GW is provided to the UE within the PCO during the PDN connection establishment. During IFMP session setup the NBIFOM mode of operation is negotiated. This mode can be (a) UE-controlled or (b) NW-controlled.  

4.  IFMP messages may be sent over either access technology according to the preference of the initiating entity (UE or P-GW).  This supports the capability to always send IP flow routing rules over a ‘target’ access technology in the event of loss of coverage on one of the access technologies, even where the target is using WLAN SCM.   
5.  The use of IFMP can save specification and development effort and can minimise the number of network elements impacted by the NB-IFOM feature. 
6.  The solution is applicable to deployments that utilize either an S2a interface (GTP or PMIPv6) or an S2b interface (GTP or PMIPv6) for WLAN interworking. 

7.
The solution places no extra demands on the AAA server (S2a SCM) or ePDG (S2b) when moving flows between access technologies, in the case where bearer configuration procedures do not need to be invoked.   It can be noted that these network elements may have been dimensioned, respectively for authentication (EAP) and IPsec tunnel management (IKEv2) and not for the potentially frequent re-routing of IP flows which can be correlated with changing radio and load conditions.
8.   It is an SA3 decision whether additional security is needed between the UE and P-GW for the purposes of conveying IFMP messages.      The IFMP signalling is carried over a PDN connection so it can benefit from user plane security mechanisms. 
Editors Note: It is an SA3 decision whether additional security is needed for the purpose of conveying IFMP messages between the UE and P-GW and if so in what form.
9.   IFMP messages are carried on the default bearer that is established on each access, as is the case when carrying DHCP or DSMIPv6.  
10. To avoid charging or usage monitoring of IFMP packets, the PCC may be configured to either avoid collecting charging data, prevent billing or prevent usage monitoring for traffic associated with the IFMP port and P-GW IP address.   
12. It is left to Stage 3 to decide if IFMP uses either a system port number, a registered port or a dynamic port number. If IFMP uses a dynamic port number, the port number is supplied to the UE along with IP address in PCO. 
7.X.1.2        NBIFOM capability discovery/negotiation

This solution requires NBIFOM capability negotiation: The UE provides an NBIFOM capability (e.g. as part of PCO) when it requests a new PDN connection and wants to enable NBIFOM for this PDN connection. Similarly, the PGW provides a NBIFOM capability when it accepts the PDN connection request and if the PGW supports NBIFOM and wants to enable NBIFOM for this PDN connection. 

When both the UE and the PGW have provided an NBIFOM capability for a PDN connection, only then do they apply the IP flow mobility procedures specified in this solution, i.e. only then do they add an additional access to the PDN connection and establish an IFMP session to support UE-initiated and NW-initiated IP flow mobility procedures.
7.X.1.3        Routing rules considerations 

The format of the routing rules is as described in Section 7.7.3.5.2.

7.X.1.4        Delivery of routing rules 

Routing rules are exchanged between the UE and P-GW using IFMP.
7.X.1.5        Co-existence of UE-initiated and Network-initiated handling

A choice is made between only allowing the UE to initiate IP flow mobility (UE-controlled mode) or only allowing the network to initiate IP flow mobility (NW-controlled mode). If the UE is provisioned with IFOM routing rules, the UE requests UE-controlled mode during IFMP session setup. If the UE does not request UE-controlled mode, the NW informs the UE that NW-controlled mode will be used.

Editor's note:
It is FFS if the network can override the UE’s request for UE-controlled mode.
7.X.1.7        Co-existence with ANDSF traffic steering

The UE can use the ANDSF routing rules for IFOM when the UE-controlled mode is negotiated. When the NW-controlled mode is negotiated, the UE does not use any ANDSF routing rules (it uses the network-provided rules instead). 

7.X.2        System Impacts 

This solution impacts only the UE, the PGW and the PCRF (when dynamic PCC is deployed).   In order to establish the IFMP session the IP address of the P-GW is provided to the UE during PDN connection establishment.
If SA3 were to conclude that additional security needs to be put in place between UE and P-GW then there would be additional architectural impact since during establishment of the IFMP session the UE would need to establish a security association with the P-GW.  This would require the P-GW to exchange signalling with an AAA server.    
The UE shall be able to:

-
Negotiate the NBIFOM capability when a new PDN connection is established;

-
Trigger UE-initiated IP flow mobility;

-
Accept or reject NW-initiated IP flow mobility;

-
Support the UE-initiated and the NW-initiated IP flow mobility procedures.
-    The UE needs to support a new protocol, which may require additional security protection, subject to SA3 decision  
The PGW shall be able to:

-
Negotiate the NBIFOM capability when a new PDN connection is established;

-
Support the PCC interactions;

-    Trigger network initiated IP flow mobility

-
Accept or reject UE-initiated IP flow mobility;
-
Support the UE-initiated and the NW-initiated IP flow mobility procedures.
-    The P-GW needs to support a new protocol, which may require additional security protection, subject to SA3 decision  
The PCRF shall be able to:

-
Support extended PCC rules;
7.X.3 
Procedures
7.X.3.1
Overview of procedures 
This section provides description of how the IFMP protocol may be used in cases where bearer establishment / modification is not required during IP flow mobility.
The figure below presents an overview of the NBIFOM solution when the IFMP protocol is applied.
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Figure 7.X.3.1-1: Overview of NBIFOM with the IFMP protocol.

The various steps in the figure are discussed below.

1.
The UE requests an initial PDN connection (e.g. via 3GPP access) by including a requested APN and its NBIFOM capability. If the network supports NBIFOM and if the network wants to activate NBIFOM procedures for the requested APN, the network responds by including also an NBIFOM capability. This indicates to UE that the PDN connection can (later) be converted to a multi-access PDN connection by adding a second access. When the UE chooses to add a second access is up to the UE implementation.

2.
At some point later, the UE decides to add a second access to the PDN connection. Therefore, the UE sends a PDN connection request message (e.g. via WLAN access) which includes a requested APN and an NBIFOM indication. This indication informs the network that the request means to add a second access to an existing PDN connection (not to handover an existing PDN connection). The network response includes the IP address of the PGW associated with the PDN connection. The UE is configured to allow traffic to this IP address only from the IFMP process in the UE (this is a typical firewall configuration that many UEs already support).

3.
After the multi-access connection is established, the UE initiates an IFMP session with the PGW. This session can be over UDP/IP or TCP/IP and could be secured with an appropriate scheme (e.g. UDP/DTLS, TCP/TLS). During the IFMP session setup, the UE and the network negotiate an IFOM operating mode. The IFMP session can be setup over any of the two accesses.

When the UE-initiated mode is negotiated:

4.
The UE is provisioned / configured with IFOM routing rules that can be applied in the registered PLMN. Such rules are typically provided by H/V-ANDSF or can be configured by the user.

5.
The UE determines the active IFOM rules (as specified in TS 23.402, TS 24.312) and applies these active rules for routing uplink traffic across the two accesses of the PDN connection. The UE also derives the associated rules for downlink traffic routing and requests from PGW to install these rules by using the IFMP protocol. The PGW is not expected to reject these rules unless there are subscription limitations (e.g. the subscriber is not allowed to route some traffic to 3GPP access). After the rules are installed in the PGW, the UE and the PGW perform traffic steering based on the UE-provided routing rules.

6.
At some point, the UE decides to move an active IP flow from a source access to a target access. This is typically decided after an IFOM rule in the UE changes e.g. because the UE enters a new tracking area, or the OPI value received from RAN changes, etc. Since the UE has modified or new IFOM rules, the UE updates the PGW with a modified or new set of associated rules for downlink routing. After that, the UE and the PGW perform traffic steering based on the modified / new rules and the IP flow is moved to the target access.

7.
When the WLAN interface becomes unavailable in the UE (e.g. due to signal loss, due to interface being disabled by the user, etc.), the UE sends an IFMP message to PGW to inform it that WLAN has become unavailable. In this case, the UE and the PGW will both use the 3GPP access only to route all traffic of the PDN connection. If the WLAN access remains unavailable for a long time, the network may decide to release the associated network resources (the S2a/S2b bearers). In this case, the UE is informed by the network that the PDN connection has only the 3GPP access active. This may be done with existing session management signalling or with an IFMP message sent over the 3GPP access.

8.
When the WLAN interface becomes available again, and assuming the WLAN access is still active in the PDN connection, the UE sends another IFMP message to inform the PGW that the WLAN access is available for traffic routing. After that, the UE and the network perform again traffic steering based on the previously installed routing rules and on the negotiated mode of operation. If the IFOM rules changed in the UE when the WLAN interface was unavailable, the UE updates the PGW with the new / modified rules.

When the NW-initiated mode is negotiated:

10.
When the NW-initiated mode is selected, the UE is not configured (by HPLMN or user) with IFOM rules that can be applied in the registered PLMN. If the UE is configured with IFOM rules by the VPLMN, the UE ignores these rules when the NW-initiated mode is selected.


The PGW determines (e.g. receives from PCRF) a set of routing rules that should be applied for traffic steering across 3GPP and WLAN access.

11.
By using the IFMP protocol, the PGW installs in the UE the corresponding set of routing rules that should be used for uplink traffic steering. The UE is not expected to reject these rules (assuming both accesses are available and in good radio conditions). After that, both the UE and the PGW perform traffic steering across 3GPP and WLAN access based on the PGW-provided set of routing rules.

12.
At some point, the network decides to move an active IP flow from a source access to a target access. This is typically decided by PCRF which can push new/modified PCC rules to PGW (although not yet clear how the PCRF could take such decisions without negatively impacting the user experience). After the PCC rules in the PGW change, the PGW updates the UE with a corresponding set of modified / new set of rules for uplink routing. After that, the UE and the PGW perform traffic steering based on the modified / new rules and the IP flow is moved to the target access.

13.
Same as step 7.

14.
Same as step 8.

7.X.3.2
Detailed description of procedures
This section includes a detailed description of procedures. It augments the above overview section by providing additional procedures explaining how IFMP is used in conjunction with bearer establishment / modification procedures, as may be relevant for example when moving an IP flow that requires a GBR bearer.
7.X.3.2.1
Initial PDN connection establishment over first access

7.X.3.2.1.1
General

The existing PDN connection establishment procedures defined in TS23.401 and TS23.402 are used. The only additional requirements are that:

-    The UE and the PGW can indicate and enable NBIFOM capability for the PDN connection.
7.X.3.2.2
Addition of second access to a PDN connection

7.X..3.2.2.1
 General
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Figure 7.X.3.2.2.1-1: Addition of a second access technology for the PDN connection 

1. The UE establishes PDN connectivity over the second access technology using the initial attach or UE initiated PDN connectivity request procedures specified in TS23.401 or TS23.402.     PCO is used to provide the IP address at the P-GW to be used by the UE when conveying messages using IFMP. 
2-3.  An IFMP session is established between the UE and PGW. During the IFMP session establishment, the NBIFOM operating mode (e.g. UE-initiated or NW-initiated) may be negotiated. Alternatively, the NBIFOM operating mode may be negotiated during the establishment of the PDN connection, e.g. by using PCO. 
The IFMP messages are carried within the established PDN connection and thus utilize the security measures provided by the PDN connection. If additional security measures are required for IFMP signalling and, if so, what security procedures would be required, should be studied and decided by SA3.
4. IP flow routing rules are exchanged using either the Network initiated IP flow mobility procedure of Section 7.X.1.3.3.2 or using the UE initiated IP flow mobility procedure of Section 7.X.1.3.3.3.

7.X.3.2.3
IP Flow Mobility within a Multi-Access PDN connection 

7.X..3.2.3.1 
General

7.X..3.2.3.2 
Network-initiated IP flow mobility 
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Figure 7.X.3.2.3.2-1: IP flow mobility within a Multi-Access PDN connection initiated by Network 

1.
The UE has a multi-access PDN connection provided over both 3GPP and TWAN.

2.  The PCRF determines that the routing rules need updating and informs the P-GW of the routing rules using the IP-CAN Session Modification procedure.

3.  The P-GW uses IFMP to send an Authorise Routing Rule Request message to the UE which includes the new routing rules.   This message also indicates to the UE if the routing rules can be applied immediately or after receiving a Move Flow Request message.
4.
The UE provides a response to the P-GW using an Authorise Routing Rule Response message which is used to either acknowledge or reject the new routing rules.   Steps 5 and 6 below are required only when the Authorise Routing Rule Request indicated that the routing rules can only be applied by the UE after receiving a Move Flow Request message.
5.  The PDN GW may perform one or more bearer modification or bearer deactivation procedures for those flows that were moved from the WLAN access to the 3GPP access and/or for those flows that were moved from the 3GPP access to the WLAN access according to existing procedures defined in TS23.402 and TS23.401.
6.  The PGW instructs the UE to apply the new routing rules using the IFMP Move Flow Request message, where these new routing rules were negotiated previously in steps 3-4.   

It would be left to Stage 3 to determine whether the UE should additionally provide the P-GW with a response to the Move Flow Request message, e.g. to confirm that the message has been received. 
7.  The P-GW informs the PCRF of the completion of the IP CAN Session Modification procedure.
7.X..3.2.3.3 
UE-initiated IP flow mobility 
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Figure 7.X.3.2.3.3-1   : IP flow mobility within a Multi-Access PDN connection initiated by UE
1.
The UE has a multi-access PDN connection provided over both 3GPP and TWAN.
2.
The UE sends an Authorise Routing Rule Request message to the P-GW using IFMP, which includes the routing rules requested by the UE. 

3.  The PDN GW initiates the IP-CAN Session Modification Procedure with the PCRF and provides the updated routing rules to the PCRF. The PCRF determines whether the routing rules satisfy policy and if so the PCRF accepts the updated routing rules and notifies the P-GW. 
4.   The P-GW sends an Authorise Routing Rule Response message to the UE to indicate acceptance of the rule.  This message also indicates to the UE if the routing rules can be applied immediately or after receiving a Move Flow Request message.  Steps 5 and 6 below are required only when the Authorise Routing Rule Response indicates that the routing rules can only be applied by the UE after receiving a Move Flow Request message.
5.   The PDN GW may perform one or more bearer modification or bearer deactivation procedures for those flows that were moved from the WLAN access to the 3GPP access and/or for those flows that were moved from the 3GPP access to the WLAN access.
6.  The PGW instructs the UE to apply the new routing rules using the IFMP Move Flow Request message, where these new routing rules were negotiated previously in steps 3-4.
It would be left to Stage 3 to determine whether the UE should additionally provide the P-GW with a response to the Move Flow Request message, e.g. to confirm that the message has been received. 

7.   The accepted routing rules are applied by the UE and PDN GW and the PCRF is informed of the completion of the IP CAN Session Modification procedure.
7.X.3.2.4
Loss of an access from a PDN connection 

When the UE loses connectivity on one access, it shall use IFMP to signal to the PGW that one access is not available anymore. After that, the UE and the PGW route all traffic on the remaining access. The routing rules in the UE and PGW are not used but are not deleted. When connectivity is recovered on the unavailable access, if the routing rules in the UE remained the same while WLAN was unavailable, the UE shall use IFMP to signal to the PGW that the access is again available. After that, the UE and the PGW route traffic based on the routing rules that have been previously negotiated. If the routing rules in the UE were changed while WLAN was unavailable, the UE shall update the network with the new rules.  
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7. IP CAN session Modification, end
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