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Introduction

The contribution include minor edits to the existing solution 2.in section  5.2.2 for clarification purposes
5.2.2 
Solution 2: wIMPU Single HSS subscription
5.2.2.1
Principles

This solution has the following characteristics:

· Uses the wild carded Public User Identity (wIMPU) featured defined in 23.228 as is with respect to registration, call origination and call termination. Hence S-CSCF and HSS are not impacted. 

· A third party can be allocated one or more wIMPU ranges as needed.
· A single IMS registration is performed per block of wIMPU as defined in 23.228 
· The wIMPU Registrar holds the registration status of WICs who have  been allocated a  individual IMPU. The wIMPU Registrar is located outside the eP-CSCF. 

· The wIMPU Registrar is equivalent to HSS for webRTC users

· All blocks of wIMPU allocated to a third party are associated with a WWSF. Each block of wIMPU allocated to a third party is associated with a different eP-CSCF that is configured within the WWSF. Hence there is a 1:1 relationship between the wIMPU and the eP-CSCF
· The solution supports two options: in the first option, identities are allocated by the third party provider, while in the second option identities are allocated by the IMS provider. In the second option, WIC use their external (non-IMS identities) identities for communication purposes.  This means that third party users can be reached with their external (non-IMS) identities. They can also initiate sessions using their external identities. IMS identities are only used within the IMS domain. IMS identities are allocated to a third-party external user at registration by the eP-CSCF, and a binding is maintained between the external (non-IMS) identity and the allocated individual IMPU within the wIMPU registrar. External identities are SIP based.
· The WWSF allocates a token to WIC based on any successful (web) authentication it carries out. This token provides an identity assertion to the WIC that it includes it in its registration requests. 

· Upon successful WIC authorization of an incoming WIC Registration Request, the eP-CSCF stores in the wIMPU Registrar the binding between the WIC contact, allocated individualIMPU (either by the third party or the eP-CSCF) as well as other relevant registration information for the WIC. 
· There can be multiple contacts associated with an allocated individual IMPU. This happens if the same user registers from two or more different WICs with the WWSF using the same credentials. 
· The eP-CSCF shall support forking a terminating session to an IMPU to all its registered contacts to support the scenario where a user is registered from multiple WICs
· When identities are allocated by the eP-CSCF, the eP-CSCF shall query the wIMPU Registrar for originating sessions to retrieve the registration context  and perform the necessary request modification before routing the session using standard IMS originating procedures. When identities are allocated by the third party, the eP-CSCF uses standard IMS originating procedures to handle the request  
· For terminating sessions, the I-CSCF enhanced for webRTC (I-CSCF) shall query the wIMPU Registrar to validate the registration status of a called IMPU (or an external WIC identity if identities are allocated by the eP-CSCF) before routing the sessions using standard IMS terminating procedures. The I-CSCF shall use the domain name of the target webRTC user to distinguish webRTC users from other IMS users. The I-CSCF shall be configured with the domain names for webRTC users.
5.2.2.2
Architecture
Figure 5.22.2-1 shows the webRTC architecture in support of wIMPU for webRTC access
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Figure 5.2.2.2-1: WebRTC IMS architecture and reference model for wIIMPU Support

Scalability in this architecture shall be accomplished through the use of multiple wIMPUs when a large number of published identities are required to be managed by a third party. Each block of wIMPU shall be allocated a different eP-CSCF. This allows reuse of all existing IMS conventions and no changes are required.
Each WIC shall be associated with a single wIMPU for both options supported in this solution. This association can be dynamic (IMS provider allocated identities), or static (third party allocated identities). The eP-CSCF to be contacted can be discovered using normal DNS procedures in either option.. 
Note that implicit in this architecture for solution 2 is a decomposed architecture for the eP-CSCF. The eP-CSCF includes an Inter-Working-Function (IWF) and a P-CSCF communicating through an internal interface (bundled as eP-CSCF). The IWF is indeed the contact point of the WIC, and what the DNS and discovery procedure will resolve to. The IWF can communicate with any P-CSCF since this is internal. Hence extensibility is easily supported both at the IWF and at the P-CSCF level through the ability of the WIF to communicate with any P-CSCF allocated to the third party (identified by the allocated wIMPU ranges belonging to third party). This decomposed architecture of the eP-CSCF promotes scalability at different levels, resiliency, and redundancy, as opposed to a single box that implements everything. The IWFs can scale separately then the P-CSCFs.
If an eP-CSCF fails then the wIMPU associated with the failed eP-CSCF shall be re-allocated to another eP-CSCF. 
5.2.2.3
Functional entities

5.2.2.3.1
wIMPU Registrar
The wIMPU Registrar holds registration information for individual IMPUs allocated to WICs. An entry is stored for every individual IMPU allocated to a WIC regardless of who allocated the individual IMPU. A single entry may hold multiple WIC contacts for the same individual IMPU. Each entry is created upon successful WIC authorization, and can be updated upon registration of a new contact, or registration attributes stored in there for the entry. An entry is removed upon de-registration or registration timer expiry. 

5.2.2.3.2
eP-CSCF 

The eP-CSCF is a standard eP-CSCF enhanced for webRTC with the following additional mandatory functions:

-
The eP-CSCF shall perform the WIC authorization at WIC registration-
The eP-CSCF can be configured to allocate the individual IMPU for webRTC users. Otherwise allocation shall be done by the third party.

-
The eP-CSCF shall store in the wIMPU Registrar the binding between the allocated individual IMPU, the WIC contact information, as well as other registration related information for a successfully authenticated WIC for the duration of the registration. The eP-CSCF shall remove the registration entry once the registration expires or when the WIC is de-registered.

-
The eP-CSCF shall update the applicable entry in the wIMPU Registrar for every re-registration of a WIC.

-
To handle originating sessions associated with wIMPU-based webRTC access, the eP-CSCF shall query the wIMPU Registrar if identities were allocated by the eP-CSCF to perform the necessary request modification before proceeding with standard originating IMS procedures. If identities were not allocated by the eP-CSCF, standard originating IMS procedures apply. 
-
To handle terminating sessions associated with a wIMPU-based webRTC access, the eP-CSCF shall query the wIMPU Registrar for the contact information of a called webRTC user and shall support forking if the called webRTC user has registered from multiple WICs
-
The eP-CSCF shall be configurable with the domain names associated with wIMPU-based webRTC access and for which the functions defined here apply.

5.2.2.3.3
I-CSCF 
The I-CSCF enhanced for wIMPU-based WebRTC access (I-CSCF) is a standard I-CSCF with the following mandatory additional functions:

-
For terminating sessions, the I-CSCF shall initially query the wIMPU Registrar to validate the registration status of a called webRTC user. If the called webRTC user is registered, the I-CSCF shall proceed with standard IMS procedures for terminating sessions, otherwise the session is rejected. 
-
The I-CSCF shall be configurable with the domain names for which such a query is to be performed. This requires that DNS be configured to ensure that terminating sessions to third party domains are routed to the I-CSCF of the IMS service provider.
Not all I-CSCFs have to enhanced to handle wIMPU-based WebRTC. Tarffic segmentation through DNS can be setup so that domains related to wIMPU-based WebRTC can terminate on enhanced I-CSCFs while other tarfiic can terminate on non-enhanced I-CSCFs.
5.2.2.4
Reference points

5.2.2.4.1
W6 (eP-CSCFto wIMPU Registrar) 

The W6 reference point is between the wIMPU Registrar and eP-CSCF 

5.2.2.4.2
W7 (I-CSCF to wIMPU Registrar) 

The W7 reference point is between the wIMPU Registrar and I-CSCF
5.2.2.5
Flows

5.2.2.5.1
Block Registration of the wIMPU Range

A single IMS registration is required to register the wIMPU block as per existing 23.228 procedures
The eP-CSCF would need to trigger the IMS registration of the wIMPU block with IMS. The following are options for how to trigger the eP-CSCF to register each IMPU block:

1) The wIMPU block could be provisioned in the eP-CSCF so that the eP-CSCF autonomously registers each block upon initialization. Each block of wIMPU and the allocated eP-CSCF for it shall be provisioned in WWSF as well
2) The eP-CSCF could register an IMPU block upon receiving the first individual IMPU registration request from a WIC.

There is a preference for option 1 for its simplicity
5.2.2.5.2
WIC Registration procedure

WIC registers with eP-CSCF using web based authentication. Upon successful authorization, the eP-CSCF shall then bind the WIC to the selected individual IMPU, shall update the registration status, and shall store the necessary information in the wIMPU Registrar. The wIMPU can be allocated by third party or the eP-CSCF.
Note that a WIC may have multiple contacts.

Figure 5.2.2.5.2-1 shows a WIC registration flow to illustrate the above. 

Note that the wIMPU block has already registered in HSS as per existing 23.228 procedures.
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Figure 5.2.2.5.2-1: eP-CSCF allocation of individual Public User Identity to WIC based on web authentication   

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. The WWSF authenticates the user using a common web authentication procedure. Upon successful authentication, the WWSF issues a security token for the user. 

2.
The WIC shall open a WSS (secure Web Socket) connection to the eP-CSCF. Standard cross-origin resource sharing (CORS [zz]) procedures are used to ensure that the WIC originated from a WWSF authorized to access this eP-CSCF.

3.
The WIC shall send a REGISTER request to the eP-CSCF via the WSS (secure Web Socket) connection. The request includes the user identity, as well as the security token received from the WWSF as an attachment to the request.  If the user identity is allocated by the eP-CSCF, then the user external identity (e.g SIP:Bob@enterprise.com) shall be included in the REGISTER request.  

This identity used during registration, will be the same identity that the WIC uses at session origination, and is used, as well, to reach the WIC (terminating session) by any other party. 
4.
The eP-CSCF shall validate the contents of the security token in relation to the user identity. The exact means for doing so are out of scope. 

5.
The eP-CSCF shall query the registration status of the WIC.  

6.
If the WIC is not registered, the eP-CSCF shall store the registration information upon successful WIC authorization.  If the individual IMPU is already registered and the contact is different than the stored one, then this is a new contact associated with the already allocated individual IMPU. If the individual IMPU is already registered and the contact is the same as the stored one then this is re-registration.

If the eP-CSCF allocates an individual IMPU to the registered WIC, it shall store additionally the binding between the allocated individual IMPU and the external received identity.
7
The eP-CSCF shall send the OK response back to the WIC. 
5.2.2.5.3
Origination 
For WIC originating sessions arriving to the eP-CSCF, if the eP-CSCF allocated the individual IMPU then the eP-CSCF shall first retrieve the registration context for the WIC from the wIMPU Registrar. Following that, the eP-CSCF follows standard IMS procedures to further process the session. This applies to all originating sessions.
Figure 5.2.2.5.2-2 shows a session origination flow to illustrate the above
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Figure 5.2.2.5.2-2: Session Origination   

1. The WIC issues an originating session to the eP-CSCF. The identity included in the session initiation request shall be the same identity used during the WIC registration (e.g. SIP:Bob@enterprise.com if the eP-CSCF allocated the IMPU to the WIC)
2. This step is optional and is applicable only when the individual IMPU is allocated by the eP-CSCF. In this step, the eP-CSCF retrieves the registration context and modifies the originating request accordingly.  The eP-CSCF includes the allocated individual IMPU before proxying the session onwards. The external address include in the from field in not touched 
3. The eP-CSCF then performs standard IMS session origination procedure.

5.2.2.5.4 Termination

For terminating sessions arriving at the I-CSCF, the I-CSCF shall validate the registration status of the called IMPU by querying the wIMPU Registrar for that purpose. If the user is registered, the I-CSCF performs the standard IMS procedures for terminating sessions starting with the HSS query. If the user is not registered, the I-CSCF shall reject the session with the appropriate code. 

This additional step performed by the I-CSCF to support wIMPU-based webRTC clients shall be performed by the I-CSCF based on configured domains associated with the called individual IMPU

For terminating sessions arriving at the eP-CSCF, the eP-CSCF queries the wIMPU Registrar for the contact information, the eP-CSCF shall fork the sessiosn to all contacts associated with a called IMPU

Figure 5.2.2.5.3-1 shows session termination flow to illustrate the above
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Figure 5.2.2.5.3-1: Session Termination   

1. The I-CSCF receives a terminating session. The I-CSCF identifies this is a session for a webRTC user using the configured domains for that purpose. This requires that DNS be configured to ensure that terminating sessions to third party domains are routed to the I-CSCF of the IMS service provider. As an example, a WIC user  reached with the same identity used during the WIC registration e.g. SIP:Bob@enterprise.com if the eP-CSCF allocated the IMPU to the WIC), requires that the I-CSCF be configured (see section 5.2.2.3.3) so that all users pertaining to the domain enterprise.com are WIC webRTC users. 
2. The I-CSCF validates through the interaction with the wIMPU registrar if the called webRTC user  is registered and retrieves any registration context if needed to locate the individual IMPU and wIMPU associated with the called webRTC user. 
3. The I-CSCF then performs standard IMS session termination procedure to locate the eP-CSCF for the wIMPU associated with the called webRTC user
4. The eP-CSCF fetches the contact information for the individual IMPU from the wIMPU registrar.

5. The eP-CSCF delivers the session to the WIC associated with the individual IMPU

5.2.2.3 Solution Impacts
The proposed solution has impacts on the I-CSCF. The I-CSCF has to be configured with the domain names for the third party to enable the I-CSCF to distinguish webRTC users from non-webRTC users.
The eP-CSCF shall support forking to handle WIC that has registered with multiple contacts
DNS configuration is required to ensure that terminating sessions to third party domains are routed to the I-CSCF of the IMS service provider    
There are no impacts on the S-CSCF, or HSS.
There is a new database called wIMPU registrar equivalent to HSS for webRTC users
W6 and W7 interfaces shall be standardized
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