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Abstract of the contribution: This contribution proposes a solution to revoke permissions for restricted discovery based on changes (to discovery settings) in the application layer and resulting indication over PC2 towards the ProSe Function about the discovery permission revocation.
Discussion

Revocation of discovery permissions for restricted discovery is one of the items that has been identified for further study (FFS). The following FFS is captured in section 5.4 of TR 23.713:

· It is FFS how changes in the discovery permissions in the ProSe Application Server can be reflected on the already assigned Discovery Filters, e.g. the ProSe Application Server triggers the UE to update the Discovery Filter over PC1, or the ProSe Application Server triggers the update via the ProSe Function (PC2 – PC3) with a Revocation like procedure.
This document presents a solution to revoke permissions for restricted discovery that is based on procedures over the PC2 and PC3 interfaces. The overall solution can be summarized as follows:

· The user changes the discovery settings in the ProSe Application Server over the PC1 interface (out of scope of 3GPP).

· The ProSe Application Server communicates (over PC2) with the ProSe Function of the user’s HPLMN and provides the updated list for discovery permissions. The ProSe Function is then aware of the target users that are still allowed to discover the announcing UE, as well as the target users whose discovery permissions have been revoked.

· The ProSe Function then decides to update the discovery parameters. The method by which this is done is based on local policies e.g. number of users that are still allowed to discover vs those whose permissions have been revoked. Two options are then possible:

· Option 1: the ProSe Function decides to allocate a new ProSe Code for the announcing UE and also updates the Discovery Filters of the monitoring UEs that are still allowed to discover the announcing UE. 

· Option 2: the ProSe Function decides to revoke the Discovery Filters of the UEs whose discovery permissions have been revoked. 

This overall solution allows for a greater flexibility in terms of discovery permission revocation, and the decision to execute Option 1 or 2 is left up to the ProSe Function in the announcing UE’s HPLMN. For example, if only a very small number of users have their discovery permission revoked, then Option 2 may be the action that is taken by the ProSe Function. On the other hand, if a very few users are still allowed to discover an announcing UE then Option 1 may be a better action to take by the ProSe Function. The decision based on the number of UEs is simply an example and other local policies may be used in order to decide between these options.

It is therefore proposed to adopt the general solution described above in the TR 23.713 as a way forward for discovery permission revocation. The details of the solutions with both options are presented below.

**************************  START OF CHANGES **********************
5.X
Revocation of Discovery Permission for Restricted Discovery (non-public safety use)
5.X.1
Procedures

The revocation procedure is made up of two sub-procedures. The first sub-procedure involves the determination of the announcing UE that is affected by the request, as well as determination of the monitoring UEs (those that are still allowed to discover the announcing UE, and those for which the discovery permissions have been revoked) that are affected by the request. The second sub-procedure involves taking an action to enable the discovery permission revocation for which there are two options as follows:

· Option 1: the ProSe Function allocates a new ProSe Code for the announcing UE and updates the monitoring UEs that are still allowed to discover with the corresponding new Discovery Filters.
· Option 2: the ProSe Function revokes the Discovery Filters from the monitoring UEs whose discovery permissions have been revoked.
The decision of Option 1 or Option 2 is left up to the ProSe Function based on its local policies.

The procedure to determine the UEs affected by the revocation request is described in section 5.x.1.1 and the procedure to revoke the discovery permission with both options is described in section 5.x.1.2.

5.x.1.1
Revocation Procedure, Step 1: Determination of Affected Users
The steps involved in this procedure are shown in Figure 5.x.1.1-1 and apply to both non-roaming and roaming cases.
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Figure 5.x.1.1-1: Discovery Permission Revocation – Determination of Affected Users

0. The announcing UE requests revocation of permission for restricted discovery. This is done over application layer signalling and is out of scope of 3GPP. The announcing UE provides its own ProSe Discovery UE ID, Restricted ProSe App User ID, and a list of target Restricted ProSe App User IDs for which discovery permissions are revoked.

1. The ProSe App Server identifies the Restricted ProSe App User ID of the requesting UE, the Restricted ProSe App User ID of the target list of UEs that are still allowed to discover and of the target UEs for which discovery permissions are revoked. The ProSe App Server retrieves the corresponding ProSe Discovery UE IDs. This step is out of scope of 3GPP.

2. The ProSe App Server sends a Discovery Update Request message to the HPLMN ProSe Function of the announcing UE. This message includes the announcing UE’s Restricted ProSe App User ID and its Prose Discovery UE ID, Application ID, N pairs of Target ProSe Discovery UE ID – Target Restricted ProSe App Users ID with a ‘status’ per pair indicating if the target user is allowed to perform restricted discovery or the discovery permission has been revoked.

3. The ProSe Function checks with HSS if the announcing UE is authorised to request the revocation procedure.

4. If the announcing UE is authorised to revoke discovery permissions the ProSe Function sends Discovery Update Acknowledgement to the ProSe App Server.

5. The ProSe Function determines based on local policies how the discovery revocation will be performed. Two options are possible for the revocation of restricted discovery permission as follows:
a. Option 1: the ProSe Function allocates a new ProSe Code to the announcing UE and also provides new corresponding Discovery Filters to the UEs that are still allowed to perform discovery. The details of this option are described in 5.x.1.2.1.
b. Option 2: the ProSe Function revokes the Discover Filters from the monitoring UEs whose discovery permissions have been revoked. The details of this option are described in 5.x.1.2.2. 
5.x.1.2
Revocation Procedure, Step 2: Update of Discovery Parameters
There are two possible options for this step. The ProSe Function in the announcing UE’s HPLMN decides to use either of the options below based on local policies.

5.x.1.2.1
Option 1:  Allocation of a new ProSe Code for the Announcing UE

With this option, a new ProSe Code is allocated to the announcing UE. The monitoring UEs that are still allowed to perform restricted discovery are also provided with the corresponding new Discovery Filters.
The steps for this option are described in Figure 5.x.1.2.1-1. 
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Figure 5.x.1.2.1-1 – Revocation by Allocation of a new ProSe Code

1.a Based on local policies, at the announcing UE’s ProSe Function in the HPLMN, the ProSe Function decides to allocate a new ProSe Code to the announcing UE and accordingly updates the Discovery Filters for monitoring UEs that are still permitted to monitor the announcing UE.

1.b The ProSe Function allocates a new ProSe Code and an associated validity timer. The ProSe Function stores the Restricted ProSe App User ID, the newly allocated ProSe Code and the associated validity timer in the user context.

Step 2 and 3 are executed only when the announcing UE is roaming.
2.
The announcing UE’s ProSe Function in HPLMN shall inform the ProSe Function in VPLMN with an Announce Authorization (Restricted ProSe App User ID, Application ID, validity timer, ProSe Code, UE Identity) message that a new ProSe Code has been allocated. The authorisation request shall include the UE identity information e.g. IMSI or MSISDN and validity timer.
3. The ProSe Function in VPLMN authorises the announcing UE to perform Restricted ProSe Discovery.

4.a The ProSe Function in HPLMN sends a Discovery Update Request (ProSe Code, validity timer, Restricted ProSe App User ID) message to the announcing UE in order to provide it with the updated ProSe Code and validity timer corresponding to the provided Restricted ProSe App User ID.
4.b The announcing UE confirms the receipt of the Discovery Update Request message by sending a Discovery Update Acknowledgement message to the ProSe Function.
5.
The announcing UE stops announcing the old ProSe code and starts announcing the new ProSe Code in the serving PLMN, using the radio resources authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.
Steps 6-8 are executed only when the PLMN ID in the Target ProSe Disc UE ID (obtained earlier in step 2 of procedure in Figure 5.x.1.1-1) indicates a different PLMN. 
6.
If the PLMN ID in the Target ProSe Disc UE ID indicates a PLMN different from the HPLMN, the ProSe Function in the HPLMN contacts the ProSe Function in that PLMN to notify it of the updated ProSe Code to be monitored with a Request Discovery Update (ProSe Code, validity timer, Restricted ProSe App User ID, UE Identity, Target ProSe Disc UE ID, Target Restricted ProSe App User ID, Application ID, type=update) message. The request shall include the UE identity information e.g. IMSI or MSISDN of the announcing UE.
7.a Optionally, the ProSe Function of the monitoring UE sends an Auth Request (Restricted ProSe App User ID, indicator, Target Restricted ProSe App User ID) message to the ProSe Application Server. The ProSe Function locates the ProSe Application Server based on the Application ID. The indicator is set to "restricted discovery/permission ".

7.b If, based on the permission setting, the Restricted ProSe App User ID is allowed to discover the Target Restricted ProSe App User ID, the ProSe Application Server acknowledges with an Auth Response (Target ProSe Disc UE ID, indicator) message. The indicator is set to "restricted discovery/permission ack". The ProSe Function in the other PLMN verifies that the returned Target ProSe Discovery UE ID corresponds to the UE to be monitored.
8.
The ProSe Function of the monitoring UE sends a Request Discovery Update Ack message to the announcing UE’s ProSe Function in order to acknowledge the request to update the Discovery Filter of the monitoring UE.
9.a The ProSe Function of the monitoring UE allocates a new Discovery Filter with the corresponding TTL and sends a Discovery Update Request (Discovery Filter, validity timer, Restricted ProSe App User ID) message to the permitted monitoring UE. The Discovery Filter includes the new ProSe Code to be monitored. The TTL indicates for how long the related ProSe Code in the Discovery Filter is valid after it is received. The Restricted ProSe App User ID corresponding to the updated Discovery Filter shall be included in order for the monitoring UE to identify the old Discovery Filter that needs to be updated. 
9.b The monitoring UE confirms the receipt of the new Discovery Filter by sending a Discovery Update Acknowledgement message to the ProSe Function.
5.x.1.2.2
Option 2:  Revoking the Discovery Filters of the Monitoring UEs with Revoked Discovery Permissions

With this option, the announcing UE’s ProSe Code is not changed. However, the Discovery Filters are revoked from the monitoring UEs whose permissions for restricted discovery have been revoked.
The steps for this option are described in Figure 5.x.1.2.2-1. 
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Figure 5.x.1.2.2-1 – Revocation by disabling of discovery filters

1. Based on local policies at the announcing UE’s ProSe Function in the HPLMN, the ProSe Function decides to revoke the Discovery Filters of the monitoring UEs whose permission to discover have been revoked.

Steps 2-3 are executed only when the PLMN ID in the Target ProSe Disc UE ID (obtained earlier in step 2 of procedure in Figure 5.x.1.1-1) indicates a different PLMN
2. If the PLMN ID in the Target ProSe Disc UE ID indicates a PLMN different from the HPLMN, the announcing UE’s ProSe Function in the HPLMN contacts the ProSe Function in that PLMN to notify it of the revoked discovery permission for the monitoring UE with a Request Discovery Update (ProSe Code, Restricted ProSe App User ID, UE ID, Target ProSe Disc UE ID, Target Restricted ProSe App User ID, Application ID, type=revoke) message. The request shall include the UE identity information e.g. IMSI or MSISDN.

3. The ProSe Function of the monitoring UEs responds with a Request Discovery Update Ack to acknowledge the revocation request. 

4a. The ProSe Function of the monitoring UE sends a Discovery Update Req (Restricted ProSe App User ID, Discovery Filter, TTL) message to the monitoring UE with an indication of revoked discovery permission. The Discovery Filter is updated such that it no longer (partially) matches the ProSe Code of the announcing UE. The monitoring UE updates its Discovery Filter accordingly.
4b. The monitoring UE responds with a Discovery Update Ack message to acknowledge the request received in step 4a. 

**************************  END OF CHANGES **********************
3GPP

SA WG2 TD


Monitoring UE
ProSe Function
HSS
ProSe App Server
VPLMN
HPLMN
0. Provide: its own ProSe Disc User ID, Restricted ProSe App User ID and a list of target Restricted ProSe App User ID for which 
discovery permissions are revoked
Other PLMNs
ProSe Function
2. Discovery Update Request (Restricted ProSe App User ID, ProSe UE Disc ID, App ID, 
 N pairs of Target ProSe Disc UE ID – Target ProSe Restricted App User ID, and a ‘status’ indication per pair)
Announcing UE
1. Identify Restricted ProSe App User ID of requesting UE, target list of UEs that are still allowed to discover, target UEs for which discovery permission is revoked. Retrieve the corresponding ProSe Discovery UE IDs
3. Discovery Update 
Auth
ProSe Function
5. Based on local policies determine whether a new ProSe code is allocated to the announcing UE or the discovery filters are revoked for the UEs with revoked discovery permissions
4. Discovery Update Ack



Monitoring UE
ProSe Function
HSS
VPLMN
HPLMN
Other PLMNs
ProSe Function
Announcing UE
ProSe Function
1. Based on local policies, decide to revoke the Discovery Filters for UEs with revoked discovery permissions
2. Request Discovery Update (ProSe Code, Restricted ProSe 
App User ID, UE Identity, App ID, 
Target ProSe Disc UE ID, Target Restricted 
ProSe App User ID, type=revoke)
4a. Discovery Update Req (Restricted ProSe App User ID, Discovery Filter, TTL)
4b. Discovery Update Ack
3. Request Discovery Update Ack



Monitoring UE
ProSe Function
HSS
ProSe App Server
VPLMN
HPLMN
Other PLMNs
ProSe Function
Announcing UE
ProSe Function
1a. Based on local policies, decide to change the ProSe Code of the announcing UE and update the Discovery Filters for UEs that are still permitted for discovery 1b. Allocate a new ProSe Code for the announcing UE
2. Announce Auth (ProSe Restricted App User ID, validity timer, Prose Code, UE Identity, App ID)
3. Announce Auth Ack
6. Request Discovery Update (ProSe Code, 
validity timer, Restricted ProSe App User ID, UE ID, Target ProSe Disc UE ID, Target Restricted ProSe App UE Identity, Application ID, type=update)
4a. Discovery Update Req (Restricted ProSe App User ID, ProSe Code, validity timer)
7a. Auth Req (Restricted ProSe App User ID, indicator, Target ProSe App User ID
7b. Auth Resp (Target ProSe Disc UE ID, indicator)
9a. Discovery Update Req (Restricted ProSe App User ID, Discovery Filter, TTL)
4b. Discovery Update Ack
9b. Discovery Update Ack
5. Starts using the new ProSe Code
8. Request Discovery Update Ack



