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1. Discussion 

· . Wrt the text presented during the First Conf Call, the Tdoc has been updated to take into account the IFMP solution.
2. Proposal

To update the TR as follows
8.2
Evaluation of solutions for NBIFOM

Editor's note:
This clause will contain the evaluation of each candidate solutions which support NBIFOM.
8.2.1 High level description of the solutions

For evaluation, 4 aspects will be presented:

i)
Impacts to network entities.

ii)
Impacts to Protocols.

iii)
Impacts to other SDOs.

iv)
Additional signalling load: Additional control plane traffic.

The summary of the comparisons for different solutions are embodied in the following table:

NOTE:
Table 8.2-1 below is written to provide an overview, but not for evaluation purpose.

Table 8.2-1: Summary of comparison table of solutions for NBIFOM

	
	Additional signalling load
	Impacts to network entities
	Impacts to Protocols
	Other SDO impacted

	Solution X
	
	
	
	


8.2.2 Evaluation of the solutions to support the negotiation between UE and PGW for transferring IP flows between accesses
This section evaluates following types of solutions to support the negotiation between UE and PGW for transferring IP flows between accesses:

· The “Control Plane” (CP) solutions (such as the one described in § 7.3.2 and in Tdoc S2-150195 from ZTE)

· The “User plane / per flow” (UP / per flow) solution as described in § 7.6.1

· The “User plane / dedicated protocol” (UP / IFMP) solutions as described in Tdoc S2-150190 from Blackberry

The 2 last solutions are collectively called UP solutions.
The User Plane (UP) negotiation between UE and PGW for the transfer of IP flows between accesses has the advantage of:

· Requiring no signalling load on MME / SGW / TWAG / ePDG for the transfer of routing rules: the routing rules signalling are exchanged directly between the UE and the PGW.

· Allowing the usage of the same solution for transporting routing rule for all access types (3GPP, S2b, S2a/SCM, S2a/MCM, GTP, PMIP) 

· All the UP solutions have following impacts: Packets used between UE and PGW for the negotiation of the transfer of IP flows between accesses should be taken into account by the PGW neither for charging nor for usage monitoring. As the SGW/TWAG/ePDG will count these packets, this implies some slight mismatch between PGW and SGW CDR.

· Whether UP solutions provide a quicker negotiation path (when there is no packet loss) than CP solutions depends on the length of the UP transfer queues (for the radio interface) for the UE and whether or not a separate EPS bearer is established for carrying the IFMP messages. 

Analysis of “User plane / per flow” (UP / per flow) solution
The UP / per flow solution (§7.6.1) basically works as follows: to transfer an IP Flow the requesting entity (resp. UE, PGW) sends a "redirection" packet i.e. a packet of this IP flow (5 T-uple) with a TTL=1. This "redirection" request is acknowledged by the other entity (resp. PGW, UE) using an ICMP Time-Exceeded packet.

ICMP Time-Exceeded packets are used by the NBIFOM signalling protocol between the PGW and the UE and are discarded by the NBIFOM layer. Genuine ICMP Time-Exceeded (i.e. ICMP Time-Exceeded packets not triggered by a NBIFOM access transfer) would also be discarded by the NBIFOM layer. The ICMP Time-Exceeded packets used by the UP NBIFOM protocol need to be tagged in order that the NBIFOM layer only discards these packets and not the genuine ICMP Time-Exceeded packets.
The UP / per flow solution actually does not negotiate the transfer of aggregated flows (identified by global filters using e.g. wildcarding / ranges) but negotiates the transfer of individual IP flows: there needs to be one negotiation per current IP flow on the link. No aggregate signalling is possible and when a web application using multiple IP flows is to be transferred to another access, there needs to be one context (state machine) per IP flow of this web application to be transferred. As some web applications may correspond to a large number of IP flows, this means potentially a large number of IP flow transfer contexts.

Observation 1: With UP / per flow solution, the PGW and UE need to maintain table of existing IP flow, in order to be able to initiate an IP flow transfer request per existing IP flow
 “When the UE uses authorized transfer (…) for several IP flows, the UE transmits a "redirection" packet for each one of these IP flows. This may trigger multiple PCC interaction over Gx, i.e. one interaction per IP flow”. Web applications using multiple IP flows are commonly used. Thus the UP solution actually requires more signalling on Gx (one interaction per IP flow) than the CP solution (one interaction per aggregate).

Observation 2: Due to per IP flow negotiation, the UP / per flow solution requires more Gx signalling for the transfer of a web application using multiple IP flows. 

Both UP and CP solutions have to deal with packet loss; considering the case of the UP solution, either the "redirection" packet (TTL=1) or its ack (ICMP) may get lost. Thus the requesting entity (UE/PGW) needs to set a timer per IP flow in order to repeat its "redirection" request when it has not been acknowledged.

Observation 3: Due to per IP flow negotiation, the UP / per flow solution requires one timer per IP flow.

The semantics of the signalling used by the UP solution ("redirection" packet and ICMP ack) is fairly crude and appears like binary information: “please use this access, or please do not use this access”. When both the UE and the network are allowed to issue requests for the transfer of IP flows between accesses, more complex negotiation is needed to indicate whether the request is related with UE subscription, with operator commands (i.e. semi-permanent), or possibly transient (e.g. due to radio environment issues). 

Theoretically, it would be possible to extend the user plane solution with such finer grain negotiation (via adding causes in the "redirection" packet and in the “ICMP” answer). This would actually mean a totally new protocol and one could argue that at least a new ICMP message would need to be defined).

Observation 4: Due to the binary acknowledgment of the ICMP protocol, a better reporting would require a completely new protocol.
Analysis of “User plane / dedicated protocol” (UP / IFMP) solution
To overcome the issues listed above, a solution is to define a dedicated protocol running in the User plane between the UE and the PGW. This protocol can work on an aggregate IP flow level and have elaborate request / rejection causes.

This solution removes signalling load in the Control Plane for the negotiation of the RR between the UE and the PGW but requires the definition of a brand new “IFMP” protocol.

For the purpose of carrying IFMP, the UE (source/destination) IP address would be the same as that which is allocated for the PDN connection whilst the P-GW (destination/source) IP address (and port) would be provided within the PCO during the PDN connection establishment.

The security of this new protocol needs to be carefully analysed as it opens up an IP interface between UE and the PGW. The IFMP solution makes the PGW address known by the UE, but this is similar to DSMIP (where the UE gets the HA address in the PGW).  As the IFMP protocol runs in the PDN connection itself the PGW can enforce that a UE request from this protocol can only apply to the PDN connection where this request has been received . The PGW needs also to enforce that traffic from the UE can only reach the PGW port dedicated to the IFMP.  It is also needed to make sure  that the IFMP signalling cannot be modified en-route between the UE and the PGW: security over the 3GPP/WLAN radio is assumed but also NDS (Network Domain security) within the network (e.g. between the ePDG/TWAG and the PGW) including on inter-operator interfaces
The remaining point to be solved is to prevent another application in the UE (potentially a malware) from sending IP traffic to the port of the IFMP application in the PGW
When a dedicated bearer is needed to carry a set IP flow that are moved between accesses, 2 actions need to be carried out: 1) exchange a request for IP flow mobility between the UE and the network and 2) create / modify / delete bearers. In the IFMP case, the request for IP flow mobility is carried over the User Plane while the actions on the bearers are carried out in the Control Plane. Thus mechanisms are needed to synchronize / correlate the 2 procedures. In the case of Control Plane protocol, an unique Control Plane procedure can carry out both actions thus ensuring a natural synchronization between these actions.
Analysis of “Control plane” (CP) solution
The Control Plane (CP) negotiation between UE and PGW for the transfer of IP flows between accesses (RR negotiation) requires signalling on MME / SGW / TWAG / ePDG to transport routing rules (and thus evolution of WLCP, NAS and SWu/IKE) but 

· It allows aggregate signalling between the UE and the PGW. There is thus no need to maintain a per IP flow table and a timer per IP flow in the PGW and in the UE, and to have per IP flow signalling over Gx;

· It supports proper negotiation in case both the UE and the network are allowed to issue requests for the transfer of IP flows between accesses
· It inherits of all the security defined so far for the CP exchange between the UE and the network (security of the NAS, WLCP, IKE,.. protocols)

Summary
	Solution
	Evaluation

	User plane / per flow solution
	· There is additional signalling load on UE, P-GW and PCRF.  

	Control plane solution (using GTP-C/PMIP)
	· There is additional signalling load on UE, P-GW, PCRF, MME, S-GW, TWAG, ePDG 

	(User plane / IFMP) solution
	· There is additional signalling load on UE, P-GW and PCRF.  


Table 8.2.2-1: Signalling load

	Solution
	Evaluation

	User plane / per flow solution
	· UE, P-GW PCRF and ePDG


	Control plane solution (using GTP-C/PMIP)
	· UE, P-GW, PCRF, MME, S-GW, TWAG, ePDG, and potentially AAA (if S2a SCM supported)

	(User plane / IFMP) solution
	· UE, P-GW, PCRF and ePDG



Table 8.2.2-2: Impacts to network entities

	Solution
	Evaluation

	User plane / per flow solution
	· Specific usage of ICMP and IP (TTL 1) including functionality to ensure the reliability of the exchange between the UE and the PGW (to handle packet loss) 

	Control plane solution (using GTP-C/PMIP)
	· impact to GTP-C, WLCP, IKEv2, NAS and potentially EAP-AKA (if S2a SCM supported) and PMIP (if supported).

	(User plane / IFMP) solution
	· Requires a new protocol (IFMP) terminated in UE and P-GW including functionality to ensure the reliability of the exchange between the UE and the PGW (to handle packet loss) 


Table 8.2.2-3: Impacts to protocols

	Solution
	Evaluation

	User plane / per flow solution
	· None when the existing ICMP can be used

	Control plane solution (using GTP-C/PMIP)
	· None

	(User plane / IFMP) solution
	· Requires new UDP/TCP assigned by IANA unless a dynamically allocated port is used


All solutions impact IKEv2 and the ePDG to negotiate NBIFOM over IKEv2

Table 8.2.1-4: Other SDO impacts

	Solution
	Evaluation

	User plane / per flow solution
	· Single solution to transfer routing rules over any target network, including S2a SCM  or in a network utilising PMIP

· Signalling is needed for each IP flow that needs to be re-routed.

· Additional Gx interactions.

· Re-transmission timer required per IP flow 

· It is not possible to signal the cause for IP flow re-routing or reason for routing rule rejection. 

	Control plane solution (using GTP-C/PMIP)
	· Single procedure can move multiple IP flows.

· Negotiation and rejection of routing rules fully supported

· No solution for sending routing rules over a target WLAN using S2a SCM without modifying EAP.  

· Support for PMIP would require additional effort

	(User plane / IFMP) solution
	· Single procedure can move multiple IP flows

· Negotiation and rejection of routing rules fully supported

· Single solution to transfer routing rules over any target network, including S2a SCM  or in a network utilising PMIP

· PGW would need to allow IFMP traffic on a NBIFOM PDN connection but not taking it into account for its Charging and Usage Monitoring counters.

· NBIFOM control signalling in the user plane may require appropriate user-plane QoS/prioritization of the signalling (e.g. dedicated bearers)

· Proper Firewalling features in the PGW are needed to ensure that a misbehaving UE cannot issue RR related with another UE 
· NDS is needed to ensure integrity protection of IFMP
· Security impacts to prevent a malware from attacking the IFMP stack in the PGW need to be analyzed. This might require further signalling  to set-up the security between the UE and PGW 
· mechanisms are needed to synchronize / correlate the following  procedures: 1) exchange a request for IP flow mobility between the UE and the network and 2) create / modify / delete bearers


Table 8.2.2-5: Other evaluation aspects
� To negotiate NBIFOM over SWu


� To negotiate NBIFOM over SWu
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