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-------  First change: -----

4.1.6
Secured Non-seamless WLAN offload

Secured Non-seamless WLAN offload (NSWO) is an optional capability of a UE.

A UE supporting secured non-seamless WLAN offload (secured NSWO) may, while connected to an Untrusted WLAN access, set-up a secured SWu tunnel with an ePDG and request that IP flows exchanged via this secured SWu tunnel are subject to normal IP-based routing without being handled by a PGW.

 On the UE, the IP flows subject to a Secured Non-seamless WLAN offload service are identified by the same mechanisms than the IP flows subject to a Non-seamless WLAN offload (refer to sub-clause 4.1.5). The UE may use local policies to decide on whether NSWO (per sub-clause 4.1.5) or secured NSWO (per this clause) applies. 

Note: 
For example, the UE may decide upon using secured NSWO when the AP does not advertise support of HS2.0. As another example the UE may decide to use secured NSWO (instead of “regular” NSWO per sub-clause 4.1.5) as soon as it is told by the AAA server that the access is to be considered as “Untrusted” 

For performing the secured non-seamless WLAN offload, the UE needs to acquire a local IP address on theWLAN access, and then to connect to an ePDG indicating a request for secured NSWO. In this case the ePDG allocates the IP address (and/or IPv6 Prefix) for the secured NSWO service to the UE at the establishment of the IKE SA with the UE. The IP address (and/or IPv6 Prefix) for the secured NSWO service is used as the inner IP address of the IPSec tunnel(s) over SWu

It is possible for a UE which also supports seamless WLAN offload (access to a PGW over an SWu link to an ePDG) to perform seamless WLAN offload (access to a PGW ) for some IP flows and secured non seamless WLAN offload for some other IP flows simultaneously.

-------  Next change: -----

4.3.4
ePDG

The functionality of ePDG includes the following:

-
(in case of the access to a HA over SWu) allocation of a remote IP address as an IP address local to the ePDG which is used as CoA when S2c is used;

-
(when NBM/S2b applies) 

-
Functionality for transportation of a remote IP address as an IP address specific to a PDN;

-
Routing of packets from/to PDN GW (and from/to Serving GW if it is used as local anchor in VPLMN) to/from UE; if GTP based S2b is used, this includes routing of uplink packets based on the uplink packet filters in the TFTs assigned to the S2b bearers of the PDN connection;
-
(when a secured NSWO service applies): 
-
UL traffic exchanged over the (secured) SWu tunnel is not forwarded by the ePDG to a PGW but is immediately forwarded by the ePDG towards the PDN: No PGW is involved to provide connectivity service for the UE. 
-
The ePDG allocates the IP address (and/or IPv6 Prefix) for the secured NSWO service to the UE at the establishment of the IKE SA with the UEand does not rely on NBM signalling with a PGW..

-
Routing of downlink packets towards the SWu instance 
-
associated to the PDN connection (when NBM/S2b applies)

-
associated with the IP address it has allocated to the UE (when a secured NSWO service applies or in case of the access to a HomeAgent over SWu);

-
De-capsulation/Encapsulation of packets for IPSec and, if network based mobility (S2b) is used, for GTP or PMIPv6 tunnels;

-
Mobile Access Gateway (MAG) according to the PMIPv6 specification, RFC 5213 [8], if PMIP based S2b is used;

-
Tunnel authentication and authorization (termination of IKEv2 signalling and relay via AAA messages);

-
Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed);

-
Transport level packet marking in the uplink;

-
Enforcement of QoS policies based on information received via AAA infrastructure;

-
Lawful Interception.

-
Allocation of downlink GRE key for each PDN connection within the ePDG, which is used to encapsulate downlink traffic to the ePDG on the PMIPv6-based S2b interface.

-
Accounting for inter-operator charging according to charging principles specified in TS 32.240 [61].

-
Interfacing OFCS through reference points TS 32.251 [62] for EPC nodes.

-------  Next change: -----

4.7.3
IP Address Allocation in Untrusted Non-3GPP IP Access using PMIPv6 or GTP on S2b or using a secured NSWO service.
When an Untrusted Non-3GPP IP access is used two types of IP address are allocated to the UE:

-
An IP address, which is used by the UE within the Untrusted Non-3GPP IP Access Network to get IP connectivity towards the ePDG.

-
One or more IP address(es), which is used by the UE towards the external PDNs 
-
via the allocated PDN GW(s) in case the IP connectivity is for EPC-routed traffic

-
to directly access to the PDN (without anchoring the traffic to a PGW) in case of a secured NSWO service.

The IP address that is allocated by the Untrusted Non-3GPP IP Access Network is used as the end point of the IPSec SAs between the UE and the ePDG. The allocation of this IP address is out of the scope of this specification.

The IP address(es) (and/or IPv6 Prefix)  used towards the external PDN may correspond to the IP address (and/or IPv6 Prefix) that is allocated by the PDN GW(s) in case the IP connectivity is for EPC-routed traffic or to the IP address (and/or IPv6 Prefix) that is locally allocated by the ePDG in case the IP connectivity is for secured NSWO.
The IP address(es) that are allocated by the PDN GW(s) are allocated to the UE when connectivity to a new PDN is initiated. The IP address(es) can be provided by either PDN GW or external PDN as it is specified in clause 5.3.1.1 of TS 23.401 [4]. The ePDG receives the allocated IP address(es) within the PMIP Proxy Binding Acknowledgement or GTP Create Session Response and the ePDG is responsible for delivering the IP address(es) to the UE. The ePDG shall provide the UE with connected PDN information (APN), so that the UE can uniquely associate each allocated IP address with the PDN from where it was allocated.

The ePDG may receive a static IP address (i.e. a static IPv4 address and/or a static IPv6 prefix) from HSS/AAA during IKEv2 tunnel establishment procedure. Then the ePDG should forward the static IP address to the PDN GW.

NOTE:
For static address allocation, a static PDN GW is selected by either having the APN configured to map to a given PDN GW, or the PDN GW identity provided by the HSS/AAA indicates the static PDN GW.

-------  Next change: -----
7.x
Initial Attach for Secured NSWO

This clause is related to the case when the UE powers-on in an untrusted non-3GPP IP access network and requires a secured NSWO service.

In this case the authentication takes place as in case Initial attachment over PMIP or GTP based S2b (for roaming, non-roaming and LBO) as described in sub-clauses 7.2 and 7.4 but is not followed by the set-up of a S2b connection to a PGW. Instead the ePDG allocates (a) “local” IP addres(es) to the UE at the establishment of the IKE SA with the UE .
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Figure 7.x-1: Initial attachment for secured NSWO ( for roaming, non-roaming and LBO)

NOTE 1:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP IP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

The UE may be authenticated and authorised to access the Untrusted Non-3GPP Access network with an access network specific procedure. These procedures are outside the scope of 3GPP.

1)
The (WLAN) Access authentication procedure between UE and the 3GPP EPC may be performed as defined by TS 33.402 [45] and as described for step1 of Figure Figure 7.2.1-1.

2)
The IKEv2 tunnel establishment procedure is started by the UE. This step takes place as described in step1 of Figure 7.2.1-1 with following exceptions:

-
The UE does not request connectivity to a specific PDN providing an APN but indicates a request for secured NSWO. 

NOTE 2:
The way for the UE to indicates a request for secured NSWO is defined in stage 3. It may correspond to a specific value put in the IDr payload of the UE request (e.g. “secured_NSWO”). .

-
As part of the Authorization information sent to the ePDG, the AAA server may provide the ePDG with subscription information on other (regular) APN(s) (containing possibly references to PDN GW(s) serving the UE on these APN(s)) as well as with subscription information on the secured NSWO service (  APN information without any PGW information). As currently defined, the ePDG stores the subscription information received from the AAA for use in case the UE would later request another SWu tunnel. There is no specific constraint on whether the request for secured NSWO corresponds to the first SWu tunnel set-up by an UE..

-
The UE shall indicate the requested type of address(es) (IPv4 address or IPv6 prefix /address or both) in the CFG_Request sent to the ePDG during IKEv2 message exchange but when the UE requests a secured NSWO service the UE should not provide a requested IP address in the CFG_Request (as secured NSWO does not support IP address preservation) (or if the UE provides one IP address, this IP address is ignored by the ePDG).. 

-
No additional authentication and authorisation with an external AAA Server is supported.

3)
When the ePDG has received from the AAA server an indication of the success of the authentication of the UE and the UE had requested a secured NSWO service, the ePDG does not try to contact a PGW (does not set-up a S2b link) but allocates the  IP address (and/or IPv6 Prefix) for the secured NSWO service and stores the mapping between this IP address (and/or IPv6 Prefix) for the secured NSWO service and the SWu tunnel with the UE. 
4)
The ePDG  indicates to the UE that the authentication and authorization with the external AAA server is successful.

5)
The ePDG and the UE finalize the set-up of the IKE SA. As part of this step, the ePDG sends the final IKEv2 message with the  IP address (and/or IPv6 Prefix) for the secured NSWO service allocated to the UE in IKEv2 Configuration payloads..

6)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG terminates the IPSEc tunnel and then normal IP-based routing takes place. In the downlink direction, packets for UE arrive at the ePDG. The ePDG tunnels the packet to the UE via the proper IPsec tunnel.

-------  Next change: -----
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