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Abstract of the contribution: This contribution adds details to two separate enhancements to restricted discovery, where the principles of enhancements were agreed to be included in TR.23.713: 

(1) Restricted discovery where the matching is based both on a section of the ProSe Code generated by the ProSe Function and a section generated by the application. 
(2) Restricted discovery with partial matching of the ProSe Code.
Discussion 1
1. Restricted Discovery with application-controlled extension
1.1 Components of the ProSe Code

Given the agreement that part of the ProSe Code is “reserved for the ProSe application”, it is assumed that a segment of the available ProSe Code namespace is set apart for this type of discovery. It follows that the body of the ProSe Code would need to include two parts:

· a prefix which is assigned by the ProSe Function for Restricted Discovery, and 
· a suffix under the control of the announcing application.
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Figure 1: Possible Layout for ProSe Code for Application-augmented Discovery.
Proposal 1: To support discovery with application-controlled extension, the ProSe Code has the following format: a prefix, which is assigned by the ProSe Function, and a suffix, which is application-controlled.
As an example, the prefix may contain the identity of the announcing application.  
Clearly, it is necessary that the delimitation between the ProSe Function-assigned prefix and the app-specific suffix be known or determinable by any UE directly from the discovery message, in order for the UE to know how to process it. This can be accomplished in two ways:
Option A: The length of prefix is a fixed system parameter and thus applicable to all Discovery with application-controlled extension messages sent over PC5 interface;
Option B: The length of the prefix depends on the application, whose identifier must be sent in the clear in all PC5 Discovery messages with application-controlled extension.
With Option A, an identifier of the announcing application is not necessary, while it becomes mandatory for Option B. The advantage of Option A is simplicity and privacy of announcing application (i.e. non-authorized UEs are not able to determine what applications other UEs are announcing). The advantage of Option B is flexibility, but the complexity and privacy loss make it less attractive that Option A.
Proposal 2: For Discovery with application-controlled extension, the lengths of the ProSe Code prefix and the ProSe Code suffix are fixed system parameters.

Editor’s Note: It is FFS whether a separate Discovery Type is needed for PC5 discovery messages that include only a single Restricted Discovery Prose Code (no application-specific suffix).

Editor’s Note: Discovery with application-controlled extension applies to Restricted ProSe Discovery. It is FFS how it can apply to Open ProSe Discovery.

1.2. On the Application-specific suffix
The following aspects need to be considered:
Matching: As the encoding of the app-specific suffix of the ProSe Code is assumed to be known by the application in the Monitoring UE, it is possible to enable “targeted discovery services” (including full matching and partial matching). By definition, details of the matching of the suffix are out of scope of 3GPP.

Use: If some applications do not wish to make use of this suffix or not of the entire suffix, then that part of the ProSe Code can be set to a reserved value e.g. zero for announcing and ignored for monitoring.

Scope: The implications of the scope of the application-specific suffix (PLMN-specific, regional or global) is left FFS.
Assignment: The app-specific suffix is under the control of the application, and as such is assigned via means out of scope of 3GPP. For example:

1. The ProSe Application Server assigns the suffix using the same procedure that assigns the Restricted ProSe App ID;

2. During the Announce Request or Monitor Request procedure, the ProSe Function contacts the ProSe Application Server and obtains the suffix Code or suffix discovery filter as opaque quantities, and passes them back to the UE;

3. During the Announce Request or Monitor Request procedure, the UE informs the ProSe Function of the chosen suffix Code or suffix discovery filter;

4. Anytime after the Announce Request procedure completes, the UE sets the suffix according to rules/configuration the ProSe Application Server set forth in advance, without having to contact the ProSe Function while the ProSe-Function-assigned prefix is valid.

Proposal 1
It is proposed to add the following to TR 23.713: 
************* First Change ***************
5.X
Restricted Discovery with application-controlled extension (non-public safety use)
5.X.1 
Functional description for Restricted Discovery with application-controlled extension
To support  Restricted Discovery with application-controlled extension, the ProSe Code contains a prefix, which is assigned by the ProSe Function, and a suffix, which is application-controlled. 
Editor’s note: The lengths of the ProSe Code prefix and suffix are FFS.
The following identifiers are defined:

ProSe Code prefix : In Discovery with application-controlled extension, a part of the ProSe Code that is assigned by the ProSe Function.

ProSe Code suffix: In Discovery with application-controlled extension, a part of the ProSe Code that is under the control of the announcing application.

The following principles are followed:
· The UE should indicate in the Announce Request procedure whether it desires Restricted Discovery with application-controlled extension.

· The ProSe Function should indicate in the Monitor Request procedure whether the requested Restricted ProSe App User ID  should be used in Restricted Discovery with application-controlled extension.

************* Next Change ***************
5.X.2 Procedures for Restricted Discovery with application-controlled extension 
5.X.2.1 Announce request procedure
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Figure 5.x.2-1: Announce request procedure for Restricted Discovery  with application-controlled extension
0.
As in TR23.713, with the following addition: The ProSe Application Server, optionally allocates a ProSe Code Suffix for that ProSe Discovery UE ID, stores the binding between the ProSe Discovery UE ID and the ProSe Code Suffix and returns the ProSe Code Suffix to the application client in the UE. 
1.
As in TR23.713, with the following change: For Restricted Discovery with application-controlled extension, the UE sends a Discovery Request message (ProSe Code Suffix-optional, UE Identity, command=announce, Discovery Type= Restricted Discovery with application-controlled extension, Application ID). The ProSe Code Suffix indicating what the UE is interested to announce was either obtained in step 0 or generated by the Application in the UE based on the internal application logic. The Discovery Type is set to " Restricted Discovery with application-controlled extension ".
2.
As in TR23.713.

2.a The ProSe Function sends an Auth Request (ProSe Discovery UE ID, ProSe Code Suffix-optional, indicator) to the ProSe Application Server. The ProSe Function locates the ProSe Application Server based on the Application ID. The indicator is set to "Restricted Discovery with application-controlled extension /announce".
2.b
The ProSe Application Server verifies that the ProSe Code Suffix provided by the UE identified by the ProSe Discovery UE ID is valid and if so returns an Auth Response (ProSe Discovery UE ID, ProSe Code Suffix, indicator) message. The indicator is set to "Restricted Discovery with application-controlled extension, /announce ack". 


The ProSe Function verifies that the received ProSe Discovery UE ID belongs to the requesting UE.   

3.
As in TR23.713, with the following change: The ProSe Code is constructed based on the Application ID or the Restricted ProSe App User ID, and the ProSe Code Suffix which is appended unmodified.
Editor's Note: it is FFS whether the ProSe Code Suffix is also subject to encryption in the ProSe Function or if it is left to the application to apply end to end (i.e. client-server) encryption.
Steps 4 through 7 are as in TR23.713.

5.X.2.2 Monitoring Request procedure

In the Restricted Discovery with application-controlled extension, the UE needs to obtain only the filters and mask for the ProSe Code Prefix. Figure 5.x.2.2-1 shows the procedure. 
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Figure 5.x.2.2-1: Monitor request procedure (roaming)

 0: as in clause 5.1.2.4.
1. As in clause 5.1.2.4, with the following change: the Discovery Type set to “restricted discovery with application-controlled extension /monitor “, and the Application Transparent Container is optional.
2. As in clause 5.1.2.4.
3. As in clause 5.1.2.4, with the following change: the Discovery Type set to “restricted discovery with application-controlled extension /monitor “,and the Application Transparent Container is optional.
4. As in clause 5.1.2.4, but with indicator set to “restricted discovery with application-controlled extension /monitor “, and the N pairs are optional.
5.
As in clause 5.1.2.4, with the ProSe Code replaced by ProSe Code Prefix.
NOTE: Steps 6,7,8a/b and 9 are optional.
6.  As in clause 5.1.2.4.
7.
As in clause 5.1.2.4, with the ProSe Code replaced by ProSe Code Prefix.
8a. As in clause 5.1.2.4.
8b. As in clause 5.1.2.4.
9.
As in clause 5.1.2.4, with the ProSe Code replaced by ProSe Code Prefix.

10.
As in clause 5.1.2.4, with the ProSe Code replaced by ProSe Code Prefix.

11. As in clause 5.1.2.4.
5.X.2.3  Match Report procedure

.
The UE may initiate a Match Report procedure on the ProSe Code Prefix as in TR23.713 if either there is a match on the ProSe Code Suffix (due to the application in the UE having knowledge of the semantics), or there is match on the ProSe Code Prefix- in which case the ProSe Code Sufix is passed to the application at that time.
Discussion 2

Restricted Discovery with Partial matching of ProSe Function-assigned ProSe Codes

In this section we outline some details about partial matching on the ProSe Function assigned restricted discovery ProSe Codes. 

Partial matching support fundamentally requires that the ProSe Code comprise two or more segments, or component codes (not necessarily hierarchical in nature). We call such ProSe Codes “Composite ProSe Codes”. Such structure of an announced ProSe Code must be known in advance by the authorized monitoring UEs.

We also note that the security measures envisioned for Restricted Discovery (as from SA3 TR 33.833) may not preserve the structure of a Composite ProSe Code – structure which is essential to enable partial matching.  Means to uphold the established security requirements for Restricted Discovery while enabling partial matching are left for SA WG3 to specify.

Proposal:  To support partial matching for Restricted Discovery codes assigned by the ProSe Function, the ProSe Function assigns Composite ProSe Codes.

Proposal 2

It is proposed to add the following to TR 23.713 : 

************* Start Changes ***************
5.Y
Restricted Discovery with partial matching (non-public safety use)

5.Y.1 
Functional description of Restricted Discovery with partial matching
To support partial matching for Restricted Discovery codes assigned by the ProSe Function, the ProSe Function assigns Composite ProSe Codes.
The following identifiers are defined:

Composite ProSe Code: In Restricted Discovery, a ProSe Code that is assigned by the ProSe Function and contains a fixed number of Component ProSe Codes.
Component ProSe Code: In Restricted Discovery, a segment of a ProSe Code.
Composite Restricted ProSe App User ID: A Restricted ProSe App User ID configured by the application to be assigned a Composite ProSe Code.
Editor's note: The structure of the Composite ProSe Code and its relation to the Composite Restricted ProSe App User ID, including the maximum value of allowed components is FFS. 
ProSe Mask: The ProSe Mask is provided by the ProSe Function in order to allow the monitoring UE to perform partial matching of  Composite ProSe Codes on the PC5 interface. A ProSe Mask consists of one or more applicable component ProSe Codes.
5.Y.2 Procedures for Restricted Discovery with partial matching 

5.Y.2.1 Announce request procedure

The figure is as in clause 5.1.2.3.
0.
As in clause 5.1.2.3, with the following addition. If the ProSe Application Server allocates a Composite Restricted ProSe App User ID (e.g., to configure a set of users sharing group membership of common interest(s)) the ProSe Application may have multiple bindings between  a component of the Composite Restricted ProSe App User ID and ProSe Discovery UE IDs of UEs that are assigned the same component Restricted ProSe App User ID (e.g., are in the same group or share some common interest). 

1, 2, 2a and 2b: As in clause 5.1.2.3.
3.
As in clause 5.1.2.3, with the following addition: If the Restricted ProSe App User ID is a Composite Restricted ProSe App User ID,  the ProSe Function allocates a Composite ProSe Code.
4, 5,6, and 7: as in clause 5.1.2.3.
5.Y.2.2 Monitor request procedure

The figure is as in clause 5.1.2.4.
0. As inclause 5.1.2.4, with the following addition: The ProSe Application Server may provide to the UE a Composite Target Restricted ProSe App User ID,  identifying, for example,  a set of users to monitor.
1, 2, 3: As in clause 5.1.2.4
4.    As in clause 5.1.2.4, with the following addition:  If the Target Restricted ProSe App User ID is configured  to be a Composite Restricted App User ID, the ProSe Application Server may provide multiple bindings of Discovery UE IDs to this component Restricted ProSe App User ID. 
5. As in clause 5.1.2.4, with the following addition: If the Target Restricted ProSe App User ID is configured  to be a Composite Restricted ProSe App User ID, the ProSe Function retrieves a corresponding ProSe Mask.
NOTE 2: The ProSe Code/Mask may be a Composite ProSe Code/Mask depending on the format of the Target Restricted ProSe App User ID
6. As in clause 5.1.2.4
7. As in clause 5.1.2.4, with the following addition: If the Target Restricted ProSe App User ID is configured  to be a Composite Restricted ProSe App User ID, the ProSe Function retrieves a corresponding ProSe Mask.
8. As in clause 5.1.2.4
9. As in clause 5.1.2.4, with the following addition: “ProSe Code” is replaced by “ProSe Code and/or ProSe Mask”.
10. As in clause 5.1.2.4, with the following addition: “ProSe Code” is replaced by “ProSe Code and/or ProSe Mask”.
11. As in clause 5.1.2.4.
5.Y.2.3 Match Report procedure

As in clause 5.1.2.5.

**************************  END OF CHANGES **********************
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