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1. Introduction

This contribution investigates the architectural consequences of the specific management of identities (and devices) in the public safety environment and its consequences on the management of registration. The NGCN architecture (New Generation Corporate Network) provides an appropriate solution to this issue and a natural support of both IMS and non-IMS based architecture including in roaming cases.
2. Non-SIM-based identities
To the contrary of commercial applications and at least some business critical applications, the Public Safety mission critical applications require a strong decoupling between the UE and the actual user. UEs are often managed as pools with officers taking one UE out of the pool at the beginning of its shift. It may even happen that “UEs out of the box” could be used in crisis situations and no provisioning or O&M operation can be expected before use of the UEs.

However, the actual user shall be registered and authenticated by the MCPTT application before receiving any service. This registration/authentication shall thus be based on an identity which is not linked to any SIM/HSS information, but is an identity managed externally by the MCPTT application itself.

3. NGCM-based architecture
Architecture based on IMS where the MCPTT server considered as an AS is linked to the IMS through ICF interface fails to meet this requirement as the S-CSCF is the actual SIP registrar and relies on HSS stored information for the authentication of the UE.

To allow for the identity management outlined in section 2 and specified in section 4.5.3 (Shareable MCPTT UEs) of TS 22.179, the MCPTT application can be considered as a NGCN (corporate network) as defined in TS 23.228, TS 24.523 and TS 24.525, especially considering the use scenarios detailed in TS 24.523.
The architecture of the MCPTT server connected to an IMS in a Home PLMN is corresponding to Scenario 7 of TS 24.523. The user of the MCPTT application viewed as a corporate network is considered as roaming in a “NGN” when they use for access an LTE PLMN (peering mode). The corresponding architecture is represented in Figure 1 below, copied from figure 9.1.1 of TS 24.523.
In this configuration, the UE is “homed” by the MCPTT application and is considered as a “roamer” in the Home PLMN with which a roaming agreement exists. The benefits of such architecture are as follows:

· The identity of the MCPTT user is managed by the MCPTT application and the de-correlation between user and UE is naturally provided.

· The non-IMS case is dealt with the same architecture when the CNG (Corporate Network Gateway – in fact some sort of SIP proxy) is facing another access network, like a corporate Wi-Fi network or a fixed corporate network.
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Figure 1: NGCN user registering from visited NGN with which NGCN has a roaming agreement
Moreover, the architecture intrinsically supports roaming to a visited PLMN when a roaming agreement exists between the Home PLMN and the visited PLMN as represented on Figure 2 (Figure 9.1.2 of TS 24.523)
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Figure 2: NGCN user registering from visited NGN via NGN with which both visited NGN and NGCN have a roaming agreement
The analysis of the registration sequence of figure 3 (Figure A.1 of annex A.3.2.2 of TS 24.525) highlights both the fact that the message sequences are end to end between the MCPTT (NGCN) UE and the Home (NGCN) MCPTT application and that the identities and credentials are managed by the MCPTT application and not by the intermediate IMS.
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Figure 3 Registration sequence for a UE under a PLMN connected to the MCPTT application as a NGCN
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Figure 4 Registration sequence for a UE under a non-IMS network connected to the MCPTT application

The sequence of Figure 3 is identical from the UE point of view to the sequence presented in Figure 4 which is performing the registration through a non-IMS access network.  It is also identical from the MCPTT server point of view (as NGCN) with the exception of the additional SUBSCRIBE performed by the P-CSCF to be informed about de-registration by the MCPTT application.

4. Conclusion

The architecture where the MCPTT application  is considered as a NGCN which may be connected to an IMS (considered as a NGN) in peering mode, allows to support IMS and non-IMS case without any significant difference in the access protocols, both from UE and MCPTT application point of view. This architecture is recommended and shall be preferred to the “MCPTT application as an AS” architecture which does not allow for the required identity management.

Some limitations appear in the IMS case, compared to the non-IMS one. As the cryptographic tunnel ends at the P-CSCF the algorithms for authentication and encryption are the one supported by the P-CSCF, which may not be the one required by the MCPTT application. Similarly, the IPSEC encapsulation may not be the most appropriate encrypted transport mode.
However, these limitations can be addressed by functional improvement of the P-CSCF to be used by MCPTT UEs, without invalidation the overall architecture concept.
*********************START OF CHANGES*********************************

5.X
Solution X: NGCN-based architecture

5.X.1
Functional Description
This solution focuses on the situation where the UE is in contact with the network. It is intended to be complementary to ProSe solutions that describe the out of coverage cases, and, the UE-to-network-relay cases.

Based on the architectural requirements in clause 4.2 and the existing 3GPP architecture for the support of New Generation Corporate Networks (NGCN), a generic high level architecture is shown in Figure 5.X.1, below. Only the signalling plane has been represented for simplicity. Media is following a similar path.
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Figure 5.X.1 Example of NGCN-based architecture for MCPTT applications
Editor’s Note: Details of southbound interface are FFS.
The figure 5.X.1 represents two MCPTT applications connected to two IMS for PLMN 1 and 2 using the peering mode Application 1 is also directly connected to PLMN 1’ (without intermediate IMS) while application 2 is connected to a corporate Wi-Fi network. 
Editor’s Note: The internal details of MCPPT application have not been represented for simplicity and are FFS.
However, it may be assumed that the application contains several functional entities for group management, PTT management and media processing. The same applies for the connections to the BM-SCs, as they always have a star topology and are independent from the unicast routing assumptions. It is for example possible to implement part of the internal structure of the NGCN with SIP entities similar to IMS ones under Public Safety administrative control with the appropriate Public Safety managed data bases.
The CN GWs (Corporate Network GateWays) between the core networks can be considered containing SIP proxies with border control functions similar to their ICBF counterparts, but with additional security functions. For SIP signalling, the internal interfaces for EPC and IMS are the usual ones, while the interface between an ICBF and CN GW is an Ic interface similar to the usual ICBF-ICBF interface. Additionally, HTTP based signalling is to be considered (for example, xcap) and the CNGW shall also contain an  HTTP proxy function.
Similarly, the southbound CNGW contain SIP proxies with bearer management capabilities (similar to P-CSCF) together with an HTTP proxy. 
5.X.2
Procedures

Only the registration procedure will be given as an example. See below.
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Figure 5.X.2 Registration procedure 

It is to be noted that the registration request is directed to a home domain name which is administered by NGCN and is not in the IMS operator domain. See TS 24.525 Annex A.
It is also to be noted that the security algorithms are those supported by P-CSCF even if the exchange of credentials is end to end between the MCPTT UE and the MCPTT application.
The only difference between the procedure for PLMN1 (with IMS) and PLMN1’ (without PLMN) is that the addess of P-CSCF will provided as part of the PDN attachment data, while the address of the corresponding CNGW shall be discovered by DNS search after the PDN attachment.
Due to the transparent SIP routing performed by the IMS in the NGCN peering mode, the same procedure applies for a very large number of routing cases, subject to proper DNS programming of the various intermediate networks. For example:
· UE->P-CSCF (IMS1)->ICBF (IMS1)->CNGW (App1)
· UE->CNGW (App1)

· UE->P-CSCF (IMS2)->ICBF (IMS2)->ICBF (IMS1)->ICBF (IMS1)->CNGW (App1)
· UE->CNGW (App2)->CNGW (App2)->CNGW (App1)
· …

Other INVITEs, SUBSCRIBEs, PUBLISHs are routed similarly. In particular, INVITE to addresses outside the administrative domain of the NGCN and having a Route header will be routed to the NGCN which will then route them to the final destination by forwarding them back to the IMS domain. This apply for VoLTE call for example.
Management of potential NAT traversals is FFS.
Service continuity in case of change of access network with allocation of a new IP address relies on SIP session restoration (re-INVITE with updated SDP) after re-registration as required.
5.X.3
Impact on Existing Entities and Interfaces

Some minor enhancements of Gm (Gm*) and consequently of P-CSCF may be required, for example:

· Additional transports

· Additional authentication and encryption algorithms

· Management of specific URNs for routing of emergency
· Support of end-to-end encrypted media in SDP bodies
5.X.4
Solution Evaluation

Editor’s note:
The fulfilment of requirements in clause 4.2 will be evaluated.
************************END OF CHANGES*********************************
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