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Abstract of the contribution: This contribution proposes an update of Solution 3 ‘- Monitoring via MME/SGSN. It further refines that solution and describes the different option available with the solution. Further some initial evaluation is provided.
Introduction
Solution 3 describes options A and B so far. The provided update describes more details for each of the options. Additional flexibility comes from allowing for the event configuration via the HSS to report events directly to the SCEF.
Some initial evaluation is provided, e.g. which event is served best by what option or how the different options handle event subscriptions during inter node mobility or in other scenarios.
***** 1st CHANGE *****
6.3
Solution 3 - Monitoring via MME/SGSN
6.3.1


General description

The main idea of this solution is to use direct new interface between MME/SGSN and Service Capability Exposure Function (SCEF) for monitoring event configuration,, reporting etc. Further this solution includes also the functionality of HSS based monitoring and reporting. Thereby gaining flexibility to configure and/or report monitoring events via HSS or via direct new interface.

Before the detection and reporting of Monitoring events, the Monitoring configuration data is provided to the network entities which perform the detection and reporting of Monitoring events. The Monitoring configuration data provides the information related to the detection/reporting of Monitoring events, such as: the Monitoring event type, corresponding actions to the event, the identity of AS which subscribes via SCEF the Monitoring events, the activation/deactivation of each Monitoring event, etc.



To support MTC Monitoring feature in roaming scenario, roaming agreement needs to be made between HPLMN and VPLMN, and the new direct interfaces need to be designed to support roaming.
6.3.1.1
MTC monitoring configuration at SGSN/MME
Figure 6.3.1.1-1 illustrates the procedure of MTC Monitoring configuration at SGSN/MME.
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Figure 6.3.1.1-1: Monitoring call flow at SGSN/MME
1.
The SCS/AS sends a Monitoring Request message to the SCEF with the configuration for a particular monitoring event,such as Monitoring Event ID and associated parameters, Monitoring Event Priority, Monitoring Destination node etc.

2.
The SCEF checks that the SCS/AS is authorised to send monitoring requests and that the SCS has not exceeded its quota or rate of submitting monitoring requests. If this check fails the SCEF sends a Monitoring Response message with a cause value indicating the reason for the failure condition and the flow stops at this step.
3.
The SCEF sends a Monitoring Request message to the HSS with the monitoring event configuration details (e.g.: Monitoring Event ID). The SCEF stores the Monitoring Event ID, the Monitoring Destination node and possibly other parameters.

4.
The HSS verifies the monitoring event information. For option A monitoring events are configured in HSS as part of UE subscriber data.
5.
The HSS sends the Monitoring Response to the SCEF when accepting the Monitoring Request. For option B it includes the address(es) of the serving node(s).
6. The SCEF forwards the Response to the SCS/AS. If the cause value from HSS indicates the SCS/AS is not allowed monitor this event or this UE, or there is no valid subscription information a confirm message is sent with a cause value indicating the reason for the failure condition and the flow stops at this step.
Option A
7.
Based on type of event configuration requested the HSS determines the destination node for the monitoring event. For example in case of monitoring event configuration at MME, the HSS sends a message to MME with the monitoring event data. The UE may be registered with both MME and SGSN, which requires sending Submit Request to both nodes. The Submit Request indicates the monitoring event configuration and the target address for the event report, e.g. the HSS or the SCEF.
8.
SGSN/MME on receiving Submit Request configures the monitoring event by generating a Monitoring configuration context. The MME/SGSN confirms the monitoring request submission. The Monitoring configuration context is stored as part of UE context. The target address for the event report (HSS or SCEF) is also stored in the Monitoring configuration context.
Option B
7.
Based on type of event configuration requested SCEF determines the destination node for the monitoring event based on the information received from SCS and HSS or based on other information. For example in case of monitoring event configuration (or activation/deactivation) at MME, SCEF sends a message to MME with the monitoring event data. The UE may be registered with both MME and SGSN, which requires sending Submit Request to both nodes. The Submit Request indicates the monitoring event configuration and the target address for the event report, i.e. the SCEF address.
8.
SGSN/MME on receiving submit request configures the monitoring event by generating a Monitoring configuration context.  The MME/SGSN confirms the monitoring request submission. The Monitoring configuration context is stored as part of UE context, if the monitoring event configuration is specific for a UE. The SCEF address is also stored in the Monitoring configuration context. The Monitoring configuration context is exchanged between SGSN/MMEs during mobility procedure (e.g. HO/TAU/RAU), so that the target SGSN/MME can be aware of the Monitoring event trigged by the MM procedure and perform corresponding actions e.g. reporting Monitoring event.
9.
The serving node is configured for monitoring.
10.
When the MME/SGSN deletes the UE’s monitoring context due to purging the UE, the HSS knows it when receiving the Purge message. No other signalling is performed in that situation for option A.
11.
For option B the serving node indicates a deletion of the subscribed monitoring event to the target address for the event report, i.e. to the SCEF.










6.3.1.3
Reporting of monitoring events from SGSN/MME

The following figure illustrates the procedure flow of reporting Monitoring events to the SCS/AS.
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Figure 6.3.1.3-1 Reporting monitoring events from the SGSN/MME 
1.
A monitoring event is detected by SGSN/MME.
2.
The SGSN/MME sends a Monitoring event report to the SCEF, which is directly (2.1) or via HSS (2.2). The target address for sending the report is stored by the SGSN/MME as part of the subscribed event. Option A determines using 2.1 or 2.2 based on the target address for the event report. Option B uses only 2.2. 
3.
The SCEF derives the Identity of the Monitoring Destination node from its stored context. For reports where UE identities are included the SCEF may need to map those into anonymous identities and stores the mapping for handling any subsequent API requests that may include those anonymous identities. The SCEF sends the Monitoring event report to the Monitoring Destination node.

6.3.1.4
Charging

Charging is provided on per Monitoring event detection/report basis. The SGSN/MME and SCEF generates CDRs taking into account successful and unsuccessful configuration and delivery of Monitoring event report. The generated CDRs allow also for inter operator charging.
6.3.1.5
Specific Monitoring Event Handling
Monitoring Event: Loss of connectivity

Stage-1 requirement has specified in TS 22.368 that “Loss of connectivity” means it is no longer possible to establish signalling between the MTC Device and the network (i.e. detached). Loss of connectivity event could be configured at serving SGSN/MME. When implicit detach timer expires at serving SGSN/MME “Loss of connectivity” event is detected and reported directly to SCEF via new interface. 
Loss of connectivity may be assumed as a rather rare event so HSS based or option A is preferable. This allows also for keeping such a events subscription permanently for re-installing, e.g. after a potential detach. Event reports both options may send directly to the SCEF.
Monitoring Event: UE reachability

MME receives an indication regarding UE reachability, e.g. an Attach Request message from the UE or MME receive an indication from S-GW that UE has handed over to non-3GPP coverage. MME can provide this information to HSS if it has registered for UE reachability notification. Involvement of HSS to provide this information to SCEF will be inefficient and will increase HSS load. MME can provide this information to SCEF directly especially if this is frequent event. 

For UE using power saving mode, the serving nodes may report when UE become active. The SCEF reports to SCS/AS, which may use this, for example, as a trigger for sending data to the UE. When subscribing to this event, the service requestor indicates whether single or continuous reporting is wanted.
HSS based = option A may be preferable for single events and when those are not re-requested too frequently. For continuous reporting of UE reachability, e.g. the regular reachability periods of a UE using PSM, option A may send reports directly to the address for reports. For frequent reporting re-request option B may be used, which may cache HSS provided information and thereby lower HSS signalling.
Monitoring Event: Location Reporting

The serving node reports when the UE is active in new cell. The SCEF maps that cell to a geo-location and reports to the requestor. When subscribing to location events the service requestor may indicate the required location accuracy. If it allows for RA/TA or cell level tracking, the SCEF select this mechanism here. If only a single event report is requested, the HSS (option A) may just inquire the serving MME/SGSN. For continuous reporting/tracking of location with cell granularity option A may be used with reporting directly to SCEF.
6.3.2
Impacts on existing nodes and functionality

-
New interface needs to be supported between SGSN/MME/HSS and SCEF for Monitoring exposure.

-
HSS needs to store monitoring events configuration data as part of UE subscription data (only option A) and needs to respond to SCEF interrogation.

-
MME/SGSN need to detect configured monitoring event and report to SCEF.
-
For certain monitoring events the SCEF needs to apply the sequence of signalling and processing of using multiple 3GPP interfaces. It needs to generate CDRs also for inter PLMN operator charging. It needs to maintain monitoring contexts that allow for determining the monitoring destination node and any potential mapping between UE identities and anonymous identities.
6.3.3
Solution evaluation

Options A and B differ in the handling of serving node changes and in the handling of subscribing events for UEs that have no serving node allocated. Option A stores event subscriptions in HSS and downloads any subscribed monitoring event configurations to new serving nodes during existing signalling between serving node and HSS. Thereby all possible cases are covered by loading events subscriptions always from HSS to any new serving node. Another advantage of option B is its flexibility of using HSS based or direct reporting to SCEF, which may be chosen from depending on capabilities supported by the different interfaces, e.g. single event reporting via serving node – HSS interface and continuous reporting via direct new interface.

Option B proposes to transfers event subscriptions between serving nodes. When there is a request for monitoring and no serving node is allocated to the UE the SCEF needs to subscribe to HSS for getting notified when there is a new serving node after there was none before. Problematic are also scenarios where a UE changes to a new serving node without retrieving any contexts from old serving node. It can be expected that a variety of scenarios need specific handling and updates if option B should be used for UE specific monitoring. All that is not needed for events that are not UE specific, e.g. when monitoring an area. Here is also no HSS interaction expected.

In addition option B may become an optimisation for monitoring events that include frequent re-requests of event subscriptions. In that case the SCEF may cache HSS provided info. However this optimisation should only be used for UEs that have a serving node allocated and without any extra efforts for scenarios where the serving node changes or gets lost. In that case it should fall back to option A.

Following this evaluation it is suggested to adopt option A for monitoring of UE specific/individual events and combine it with the HSS based monitoring. 
For Option A, where only infrequent event needs to be reported, HSS may inform MME/SGSN to report back the event to HSS which in turn may report it to SCEF.
Option B is suggested to be adopted for events that don’t relate to specific/individual events. Option B may be considered as an optimisation for monitoring events that require frequent re-requests of event subscription, which can remove that load from HSS.

For some events type such as RAT_change or location_change (and others) it can be argued that event triggers already available via PCRF. In such cases, it is indeed possible to access such capabilities via PCRF as well as via MME/SGSN. However, there are cases where an operator may not have activated any location_change event triggers on PCRF for its subscribers, but may be interested in location_change event to be exposed to 3rd parties for certain location-based services. In such cases, requesting location_change directly from MME/SGSN would be efficient. 

In addition, it should be noted that PCC usage is optional per 3GPP specs. It may not be deployed for all types of subscriber sessions (e.g. low ARPU M2M devices) and in that case local policy at PCEF may be used for policy and charging control. In such a deployment, it is not possible to issue monitoring events for affected subscribers via PCRF framework at all. 

Another consideration is frequency of events. For infrequent location_change reporting it may be OK to report it via HSS. However for frequent location_change reporting load on HSS may not be desirable.  In such cases, requesting location_change directly from MME/SGSN would be efficient.

***** End of CHANGE *****
Option B will be used for the monitoring events which are not related to the UE 
3GPP
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