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1. Discussion

The user-plane NB-IFOM solution specified in clause 7.6 is updated and clarified as follows:

1. The UE can transfer an IP flow from access A to access B either (a) with authorized transfer, i.e. after receiving authorization from the network or (b) with autonomous transfer, i.e. without receiving authorization from the network.

· 
Case (a) is used when the UE can transmit an IP flow on access A but is triggered (e.g.) by an IFOM rule to transfer the IP flow to access B.
· In this case, the UE transmits on access B a "redirection" packet for each one of the affected IP flows. A "redirection" packet and its associated IP flow share the same 5-tuple. The UE transmits downlink traffic for an IP flow on access B only after the network accepts its "redirection" packet for this IP flow. Bullet 3 below clarifies how the UE knows if a "redirection" packet is accepted or rejected by the network.
· 
Case (b) is used when the UE can no longer transmit one or more IP flows on access A and must transfer them to access B. This can occur e.g. due to loss of signal on access A, because the user has deactivated access A, etc.
· In this case, the UE does not transmit a "redirection" packet for each affected IP flow. The UE simply transmits uplink traffic for the affected IP flows to access B. When the PGW observes that the UE has autonomously transferred to access B at least one IP flow, the PGW does not transmit any more traffic to access A. This is because an autonomous transfer indicates to PGW that access A is no longer available in the UE.
· Case (b) makes it easy to transfer all IP flows from WLAN to 3GPP access when the WLAN signal is lost.

2. The network can only use case (a) above because the network should always make sure that the UE can transmit traffic to access B before transferring traffic to access B.

3. If the UE receives a "redirection" packet (TTL=1) from the network that requests an IP flow to be transferred to access B, then the UE responds with an ICMP Time-Exceeded packet according to the existing IPv4/v6 procedures. The ICMP Time-Exceeded response is used to notify the network if the redirection request is accepted or rejected:
· 
If accepted, the UE sends the ICMP Time-Exceeded packet to access B.
· 
If rejected, the UE sends the ICMP Time-Exceeded packet to access A.
The same procedure is followed by the PGW: It sends the ICMP Time-Exceeded to access B or access A when the request is accepted or rejected respectively.

Since the UE and PGW use the ICMP Time-Exceeded packet to explicitly indicate if a redirection request is accepted or rejected, handling of unidirectional traffic is not an issue for the authorized transfer. 

4. A "redirection" packet may include a short payload to clearly differentiate it from other packets that may also include TTL=1. For instance, a "redirection" packet may include the string “NBIFOM”.
· 
According to the existing IPv4/v6 procedures, the ICMP Time-Exceeded response would also include (in its payload) the "redirection" packet that triggered the ICMP Time-Exceeded. So, the element that receives an ICMP Time-Exceeded (UE or PGW) knows if it is a response to a "redirection" packet or not.
5. When the PGW receives an ICMP Time-Exceeded packet from UE and the PGW identifies that this is a response to a "redirection" packet, the PGW locally discards the ICMP Time-Exceeded packet (after updating its routing table) and does not forward this packet to SGi.
· 
Note that since the PGW injects a "redirection" packet into an IP flow, it is reasonable to also remove the response to this "redirection" packet from the IP flow.
The same procedure is followed by the UE: An ICMP Time-Exceeded packet identified as a response to a "redirection" packet is not forwarded to the upper layers.
6. The user-plane NB-IFOM solution does not intend to impact the IP layer or any other higher layer. It is envisioned that all processing relative to the "redirection" and ICMP Time-Exceeded packets would be carried out at a functional layer below the IP layer, as shown in the figure below (for the UE case).
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2. Proposal
It is proposed to update the user-plane solution in accordance to the discussion in the previous clause. The proposed changes are shown below.
7.6 
Solutions based on User-Plane signalling

7.6.1 
Solution 1

7.6.1.1 
Overview

The solution specified in this clause enables UE-initiated and NW-IP flow mobility without exchanging routing rules between the UE and the PGW.

7.6.1.1.1
General

The solution is characterized by the following features:

1
The solution is applicable to deployments that utilize either an S2a interface (GTP or PMIPv6) or an S2b interface (GTP or PMIPv6) for WLAN interworking. 

2
The solution has no impact to network functions other than PGW and PCRF.

3
The PGW can receive extended PCC rules via Gx. An extended PCC rule includes the preferred access type for a certain service data flow.

4
The PGW can request NW-initiated IP flow mobility without receiving any assistance information from the UE. The extended PCC rules in the PGW can be used to determine when NW-initiated IP flow mobility should be requested.

5.
The UE or the PGW can request to transfer an IP flow from a source access to a target access within a PDN connection without exchanging routing rules. 

6.
The UE can transfer an IP flow from a source access to a target access either (a) with authorized transfer, i.e. after receiving authorization from the network, or (b) with autonomous transfer, i.e. without receiving authorization from the network. The network can transfer an IP flow from a source access to a target access only with authorized transfer, i.e. after receiving authorization from the UE.
- 
The UE may use autonomous transfer when the UE can no longer transmit one or more IP flows on the source access (e.g. due to loss of signal on the source access, because the user has deactivated the source access, etc.). In all other cases, the UE uses authorized transfer.
7.
When the UE uses autonomous transfer for one or more IP flows, the UE simply transmits uplink traffic for these IP flows to the target access (without a "redirection" packet). When the PGW observes that the UE has autonomously transferred to a target access at least one IP flow, the PGW does not transmit any more traffic to the source access. This is because an autonomous transfer indicates to PGW that the source access is no longer available in the UE.
8.
When the UE or the PGW use authorized transfer for an IP flow, the UE or PGW transmit via the target access a "redirection" packet. An example for a UE-initiated scenario is shown in Figure 7.6.1.1.1-1. The "redirection" packet in this figure can be any packet of IP flow #1 (i.e. has the same 5-tuple with the packets of IP flow #1) but with TTL=1. The "redirection" packet may have a short payload (e.g. "NBIFOM") to explicitly differentiate it from other packets of IP flow #1 that may also have TTL=1. The PGW handles this packet according to the existing IPv4/v6 procedures (i.e. discards the packet and responds with an ICMP Time-Exceeded packet). In addition, however, the PGW interprets the "redirection" packet as a request from the UE to move IP flow #1 from 3GPP access to WLAN access. It is assumed that the network does not charge the "redirection" packets.
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 Figure 7.6.1.1.1-1: 

9.
When the UE or the PGW receives a "redirection" packet via a target access, the UE or the PGW responds with an ICMP Time-Exceeded packet according to the existing IPv4/v6 procedures. This ICMP Time-Exceeded response explicitly indicates if the "redirection" packet is accepted or rejected:
- 
If accepted, the ICMP Time-Exceeded packet is sent to the target access.
- 
If rejected, the ICMP Time-Exceeded packet is sent to the source access.

10.
When the PGW receives an ICMP Time-Exceeded packet and the PGW identifies that this is a response to a "redirection" packet, the PGW locally discards the ICMP Time-Exceeded packet (after updating its Flow Binding Table) and does not forward this packet to SGi. Similarly, when the UE receives an ICMP Time-Exceeded packet that this is a response to a "redirection" packet, the UE does not forward this packet to the upper layers.
11. If the PGW accepts to transfer an IP flow to a target access, the PGW transmits subsequent downlink packets for the IP flow via the target access. Similarly, if the UE accepts to transfer an IP flow to a target access, the UE transmits subsequent uplink packets for the IP flow via the target access.

12. Both UE and PGW maintain a Flow Binding Table that indicates the access via which a certain IP flow should be routed. The Flow Binding Tables in the UE and PGW are synchronized so that uplink and downlink packets of an IP flow are transmitted via the same access type. As an example, the Flow Binding Table can include:

- 
Record #1: IP flow A ( 3GPP access

- 
Record #2: IP flow B ( WLAN access
7.6.1.1.2  
NBIFOM capability discovery/negotiation 

This solution requires NBIFOM capability negotiation: The UE provides an NBIFOM capability (e.g. as part of PCO) when it requests a new PDN connection and wants to enable NBIFOM for this PDN connection. Similarly, the PGW provides a NBIFOM capability when it accepts the PDN connection request and if the PGW supports NBIFOM and wants to enable NBIFOM for this PDN connection. If needed, the PGW may be configured to prohibit NBIFOM for certain APNs. In this case, the PGW does not provide a NBIFOM capability when it accepts the PDN connection request for one of these APNs.

When both the UE and the PGW have provided an NBIFOM capability for a PDN connection, only then they can apply the IP flow mobility procedures specified in this solution, i.e. only then they can add an additional access to the PDN connection and to request UE-initiated and NW-initiated IP flow mobility procedures over the established PDN connection.

1.6.1.1.3 Routing rules considerations 

This solution does not exchange any routing rules between the UE and the network.

1.6.1.1.4 Delivery of routing rules 

This solution does not exchange any routing rules between the UE and the network.

7.6.1.1.5 
Co-existence of UE-initiated and Network-initiated handling 


This solution handles the co-existence of UE-initiated and NW-initiated IP flow mobility based on the solution A in clause 7.8.2.

7.6.1.1.6 
PCC Interactions   

Although the solution does not require the UE and the PGW to exchange routing rules, it assumes that both the UE and the PGW maintain their own routing rules: The UE may have ISRP for IFOM rules and the PGW may have extended PCC rules from PCRF. The extended PCC rules define a preferred access type for a certain service data flow (SDF).

The PCRF can provide updated/new PCC rules to PGW over Gx, e.g. when a new PDN connection is established or when a new access is added to an existing PDN connection. These PCC rules are used by the PGW to trigger NW-initiated IP flow mobility.

In addition, when the PGW receives a UE-initiated IP flow mobility request (i.e. when receiving a "redirection" packet), the PGW may request from PCRF to accept or reject this request (via a session modification procedure). For this purpose, the PGW sends to PCRF information indicating the requested IP flow mobility (e.g. may construct and send a routing rule) and receives from PCRF information indicating if the requested IP flow mobility is accepted or not (e.g. new/updated PCC rules).
When the UE uses authorized transfer (as defined in bullet 6 of clause 7.6.1.1.1) for several IP flows, the UE transmits a "redirection" packet for each one of these IP flows. This may trigger multiple PCC interaction over Gx, i.e. one interaction per IP flow. 
Editor’s Note: Since the solution requires one PCC interaction per IP flow, it may experience scalability issues. It is FFS if such issues could be mitigated.

7.6.1.2  
System Impacts 

This solution impacts only the UE, the PGW and the PCRF (when dynamic PCC is deployed). Since the UE and PGW do not need to exchange routing rules, there is no impact to other functional elements and there is no impact to S2a and S2b interfaces.

The UE shall be able to:

-
Negotiate the NBIFOM capability when a new PDN connection is established;

-
Use its active ISRP for IFOM rules (if any) to trigger UE-initiated IP flow mobility, as specified in clause 7.6.1.1.7;

-
Accept or reject NW-initiated IP flow mobility as specified in clause 7.6.1.1.7;

-
Support the UE-initiated and the NW-initiated IP flow mobility procedures.

The PGW shall be able to:

-
Negotiate the NBIFOM capability when a new PDN connection is established;

-
Support the PCC interactions specified in clause 7.6.1.1.6;

-
Accept or reject UE-initiated IP flow mobility as specified in clause 7.6.1.1.5;

-
Support the UE-initiated and the NW-initiated IP flow mobility procedures;

-
Start a timer after requesting NW-initiated IP flow mobility, as specified in clause 7.6.1.3.3.2.

The PCRF shall be able to:

-
Support extended PCC rules as specified in clause 7.6.1.1.6;

-
Support the PCC interactions specified in clause 7.6.1.1.6.

7.6.1.3 
Procedures

7.6.1.3.1
Initial PDN connection establishment over first access

7.6.1.3.1.1
General

The existing PDN connection establishment procedures are used. The only additional requirement is that the UE and the PGW can indicate that they want to enable the NBIFOM capability for the PDN connection. When both indicate that they support and want to enable the NBIFOM capability, the UE instantiates a logical interface and binds the PDN connection to this interface.

7.6.1.3.2
Addition of one access to a PDN connection

7.6.1.3.2.1
 General

The existing PDN connection establishment procedures are used. The only additional requirement is that the UE includes an indication that indicates to the network not to release the existing PDN connection. The UE does not communicate any routing rules to PGW.

It is assumed that the additional PDN connection shares the same IP address(es) with the initial PDN connection.
7.6.1.3.3
IP Flow Mobility within a PDN connection 

7.6.1.3.3.1 
General

7.6.1.3.3.2 
Network-initiated IP flow mobility 

The PGW can decide to move an existing IP flow from WLAN access to 3GPP access (or vice versa) at any moment, according to its own routing preferences and/or according to extended PCC rules received from PCRF. The PGW is not required to receive any kind of assistance information from the UE before requesting IP flow mobility.

When the PGW wants to move an IP flow (e.g.) from 3GPP access to WLAN access:

1. The PGW sends a "redirection" packet for this IP flow via the WLAN. This "redirection" packet has the same 5-tuple as the associated IP flow and also has TTL=1 so it is discarded by the UE before being delivered to the associated application. The "redirection" packet may also have a short, pre-defined payload (e.g. "NBIFOM") to distinguish it from other packets with TTL=1.
2. The "redirection" packet via WLAN access is perceived by the UE as a request to transfer the IP flow to WLAN access. The UE determines whether to accept or reject this redirection request (see clause 7.6.1.1.5).

3. If the UE accepts the redirection request, it updates its Flow Binding Table and responds with an ICMP Time-Exceeded packet via WLAN access. The UE transmits subsequent uplink packets for the IP flow over WLAN access. When the PGW receives the ICMP Time-Exceeded packet via WLAN access, it updates its own Flow Binding Table and transmits subsequent downlink packets for the IP flow over WLAN access. The PGW locally discards the ICMP Time-Exceeded packet and does not forward it to SGi. This completes the IP flow mobility procedure.

4. If the UE rejects the redirection request, it keeps using the 3GPP access to transmit uplink packets for the IP flow and responds with an ICMP Time-Exceeded packet via 3GPP access. Since the PGW receives the ICMP Time-Exceeded packet via 3GPP access, it determines that the redirection was rejected by the UE so it keeps using the 3GPP access to transmit subsequent downlink packets for the IP flow. The PGW marks the IP flow as non-transferrable and follows the behaviour specified in clause 7.6.1.1.5.

NOTE:
After sending the "redirection" packet, the PGW waits for a short time period (a little longer than the round-trip time) to receive the ICMP Time-Exceeded packet. If the ICMP Time-Exceeded packet is not received within this time period, the PGW may resend the "redirection" packet.
7.6.1.3.3.3 
UE-initiated IP flow mobility 

As specified in clause 7.6.1.1.1, when the UE wants to move one or more IP flows to a target access, the UE can use either authorized transfer or autonomous transfer. The UE uses authorized transfer for IP flows which can be transmitted on the source access but, due to some routing rules in the UE, these IP flows should preferably be transferred to a target access. On the contrary, the UE uses autonomous transfer for IP flows which can no longer be transmitted on the source access, e.g. because the source access becomes unavailable.
UE-initiated IP flow mobility with autonomous transfer

When the UE uses autonomous transfer for one or more IP flows, there is no signalling between the UE and the network. The UE simply moves the traffic of the IP flows to the target access. 
When the PGW observes that the UE has autonomously transferred to a target access at least one IP flow, the PGW updates its Flow Binding Table and does not transmit any more traffic to the source access. This is because an autonomous transfer indicates to PGW that the source access is no longer available in the UE.
Editor’s Note: In some scenarios, the UE may want to use autonomous transfer but it has no uplink traffic to send to the target access. This is not a very frequent scenario but could occur e.g. when the UE receives only a multicast / broadcast IP flow via the source access. How autonomous transfer can be executed in such scenario needs further study.

UE-initiated IP flow mobility with authorized transfer

When the UE uses authorized transfer to move an IP flow (e.g.) from 3GPP access to WLAN access:

1. The UE creates and sends a "redirection" packet for this IP flow via the WLAN. This "redirection" packet has the same 5-tuple as the associated IP flow and also has TTL=1 so it is discarded by the PGW before being forwarded to SGi interface. The "redirection" packet may also have a short, pre-defined payload (e.g. "NBIFOM") to distinguish it from other packets with TTL=1.
2. The "redirection" packet via WLAN access is perceived by the PGW as a request to transfer the IP flow to WLAN access. The PGW determines whether to accept or reject this redirection request by performing the procedures specified in clause 7.6.1.1.6 (PCC interactions) and in clause 7.6.1.1.5.

3. If the PGW accepts the redirection request, it updates its Flow Binding Table and responds with an ICMP Time-Exceeded packet via WLAN access. The PGW transmits subsequent downlink packets for the IP flow over WLAN access. When the UE receives the ICMP Time-Exceeded packet via WLAN access, it updates its own Flow Binding Table and transmits subsequent uplink packets for the IP flow over WLAN access. The UE does not forward the ICMP Time-Exceeded packet to upper layers (i.e. to the application associated with the IP flow). This completes the IP flow mobility procedure.

4. If the PGW rejects the redirection request, it keeps using the 3GPP access to transmit downlink packets for the IP flow and responds with an ICMP Time-Exceeded packet via 3GPP access. Since the UE receives the ICMP Time-Exceeded packet via 3GPP access, it determines that the redirection was rejected by the PGW so it keeps using the 3GPP access to transmit subsequent uplink packets for the IP flow.

NOTE:
After sending the "redirection" packet, the UE waits for a short time period (a little longer than the round-trip time) to receive the ICMP Time-Exceeded packet. If the ICMP Time-Exceeded packet is not received within this time period, the UE may resend the "redirection" packet.

7.6.1.3.4
Removal of an access from a PDN connection 

The UE can remove an access from the existing PDN connection over WLAN and 3GPP access by applying the existing PDN connection release procedures.

7.6.1.3.5 
Loss of an access from a PDN connection 

When the UE losses the WLAN connection, it shall use the UE-initiated IP flow mobility procedure with autonomous transfer (see clause 7.6.1.3.3.3) to transfer to 3GPP access all IP flows that were using the WLAN access. Note that after the UE losses the WLAN connection, the PGW maintains the PDN connection over WLAN for this UE for some time interval (until the TWAG or ePDG initiates the release of the PDN connection over WLAN).
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