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Abstract of the contribution: This contribution provides resolution for FFS in Editor’s Notes in solution of Group based messaging using cell broadcast in TR 23.769.
Discussion

This contribution provides resolutions for the following FFS in Editor’s Notes:

1. Editor’s Note: The UE modes (idle/active CS/PS) that can detect the group trigger/message is FFS.
Ans: no UE impacts are expected on the applicable UE modes (idle/active, CS/PS) to receive cell broadcast for group messages. It is proposed to clarify that normal procedures for UEs to receive cell broadcast messages apply to the use of cell broadcast for group messages.
2. Editor’s Note: It is FFS what is the granularity of the group ID and how the network allocates/reallocates one or more group IDs in which each is associated to one 3GPP internal group identifier for a specific group messaging service.
Ans: the key issue of group identifier and addressing will provide a common mechanism for group based messaging.
3. Editor’s Note: It is FFS on how to deliver group based messaging for MTC devices in power saving mode. 

Ans: according to the following Note 2 in TS 22.368 clause 7.2.14.3: group based addressing, it is not necessary to guarantee the successful reception of a broadcast message. Moreover it is difficult to distinguish the causes of the failure reception of the group messages, e.g. the UE is in limited state, power saving mode, weak channel conditions, etc. Therefore it is proposed to leave network policies for scheduling the retransmission of group based messages for UEs which are group members within a particular geographic area. 

The network shall provide a mechanism to send a broadcast message within a particular geographic area, e.g. to wake up the MTC Devices that are members of that MTC Group; only MTC Devices of the target group configured to receive the broadcast message will recognize it.
   Note 1: 
The geographic area for the broadcast may be a cell sector, a cell or a group of cells.

   Note 2: 
Verification of receipt of a broadcast message is not necessary.
4. Editor’s Note: FFS whether the message ID space that can be used for group messaging based on cell broadcast can be divided between the network-sharing partners without restricting the usability of the approach in shared networks. 
Ans: it is proposed that there is no support of the shared network case in Rel-13. The enhancement to support group based messaging via cell broadcasting in a shared network may be required in a future release, including study of whether the message ID space that can be used for group messaging based on cell broadcast can be divided between the network-sharing partners without restricting the usability of the approach in shared networks.

5. Editor’s Note: roaming considerations for both inbound and outbound roaming are FFS. 
Ans: it is proposed to clarify that the rules for roaming UEs that receive cell broadcasts apply to a roaming UE that receives a cell broadcast for a group.
6. Editor’s Note: How to control that only UEs belonging to a certain group read respective group messages is FFS.
Ans: for security implications, this requires FFS in SA3. An LS for SA3 has been drafted for initiating the study and evaluation work in SA3.
7. Editor’s Note: The type of controlled access is FFS. Examples include: network provided dispersion parameters to be used by each member of the MTC group, or a hashing algorithm based on e.g., IMEI that the UE uses to offset access time. 
Ans: the examples are moved to the impacts section for MTC devices as follows: 

Spread out responses over time possibly according to a default value or information received in the message. For example, a time window of perhaps 30 minutes is provided in the cell broadcast message body. The UE would generate a value, e.g. using its IMEI as input that is randomized over the 30 minutes period and use that value to determine when to send its response.
Following changes are proposed to update solution of Group based messaging using cell broadcast in TR 23.769.
********** First Change **********

5.1.3.1
Solution:  Group based messaging using cell broadcast
5.1.3.1.1
General

Cell broadcast can be used as a solution to trigger or send a message to a group of MTC devices when the geographic area in which the devices are located is known, and/or for use cases where only the subset of devices of an MTC group have to be triggered that are located in a particular geographic area. With this solution group messages may be broadcast based on a Cell Broadcast Service (CBS) / Public Warning System (PWS) type solution as specified in TS 23.041. 
Architecture

In this architecture, the MTC-IWF acts as CBE towards a CBC. The architecture re-uses existing protocols on CBC-BSC, Iu-BC and SBc to send group message to BSC/RNC/MME. 
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Figure 8.1.3.1.1-1: CBS/PWS based group messaging architecture 
An alternative implementation option may be to combine the CBC and MTC-IWF. 


Sending a group message over the Tsp reference point

With this solution a group message is received by the MTC-IWF over the Tsp interface containing group identification, geographic information and group message information, optionally the applicable RATs, optionally the number of times and frequency/rate to broadcast the trigger/message. 

Indiscriminate use of cell broadcast for group messaging could potentially cause a flood of signalling when high amounts of devices respond to the cell broadcast group message at (almost) the same time, which could cause problems for both the mobile network operator and the MTC application owner. To spread the responses of the triggered devices in time, a time window over which the responses should be randomized may be included in the group message.
Group message handling in the MTC-IWF.

If the geographic area in which the devices of the group are located is known in the IWF and if the broadcast message has to be broadcasted in this whole geographic area, the geographic area information does not have to be sent over Tsp. The MTC-IWF queries the HLR/HSS to map the external group identification received over the Tsp interface into an internal cell broadcast group identity. The MTC-IWF may also interrogate appropriate HLR/HSS to select proper CBC node to transmit the group message. CBC can also be configured in the MTC-IWF.
The MTC-IWF adds an indicator of group messaging service in the group message or uses a new message type, e.g. “trigger”, that is for the forwarding nodes, e.g. CBC, MME/BSC/RNC, or eNodeB, to differentiate the group message from other warning messages.
The MTC-IWF optionally adds a time window for randomization in the cell broadcast message body. Here, it is assumed that the MTC-IWF can override the time window for randomization of the responses that it received over the Tsp interface if deemed necessary for network protection.
The MTC-IWF sends the group message to selected CBC.
Internal cell broadcast group identity.

To address a particular MTC group the following approaches can be used for identification of an MTC group in the 3GPP operator domain:

· The cell broadcast message ID IE and,

· Optionally group identification information in the cell broadcast message body

When a dedicated message ID IE is used for group messaging, a mapping from group ID to message ID IE suffices. When multiple groups share a message ID, additional group identification information will have to be added in the message body. It is assumed that both approaches can coexist in an operator deployment. The cell broadcast architecture already contains functionality that allows UEs configured to listen/ not listen to a particular cell broadcast channel and/or cell broadcast messages with a particular message ID to ignore a message. 
When an indicator of group messaging service or a new message type is added in the group message, the forwarding nodes in 3GPP operator domain can enforce policies, e.g. load control, on the group messages which is different from warning messages that are used for PWS.
Group message handling in the CBC

The target location/area is used by the CBC to determine the Cell Broadcast Area for the CBS/PWS type trigger broadcast. The application layer content of the group message is conveyed to the CBS/PWS infrastructure with indication of trigger application, geographic area and optionally radio access nodes, and the number of times and frequency/rate to broadcast.
Group message handling in the MTC device

With this solution, an MTC device that need to be triggered by a group trigger shall be configured to listen to the correct cell broadcast channel and with the Message ID IEs, that will be used to trigger the group to which it belongs. It is assumed that for group triggering Message IDs are used that are not used with other services, to avoid impact on UEs that do not need to be triggered by a group trigger. Processing of the message body of the cell broadcast trigger takes place to process additional group information when multiple groups share a message ID IE.

Based on the received application PDU the UE performs specific actions, e.g. generate application data or establish a connection to the SCS/AS if needed.

Normal procedures for UEs to receive cell broadcast messages in the various UE modes (idle/active, CS/PS) apply to the use of cell broadcast for group messages.
In EPS, an MTC device needs to recognize a paging message for group messaging in terms of a new group indicator IE or UE identity IE. In latter case, the MTC device can be configured with one or more static group IDs for supported group messaging services or it can obtain group IDs from the network based on group ID allocation/reallocation mechanism.
It is not necessary to verify whether or not a group member receives a cell broadcast group message successfully and to distinguish the causes of the failure reception of the group messages, e.g. if the UE is in limited state, is in power saving mode, has weak channel conditions, etc. Therefore it depends on network policies for scheduling the retransmission of the group messages for UEs which are group members within a particular geographic area. Notice that the UE in power saving mode would not be able to receive the group messages even within retransmission cycles.


Scalability

Indiscriminate use of cell broadcast for group messaging could potentially cause a flood of signalling when high amounts of devices respond to the cell broadcast message at (almost) the same time, which could cause problems for both the mobile network operator and the MTC application owner. This should be manageable by limiting the size of the groups or the geographic area in which the broadcast message is sent. Additionally, randomization of the responses can be deployed as described above. 

There is a limitation to the capacity of cell broadcast channels. Frequent usage of cell broadcast triggering for many relatively small groups in a large geographical area may overload the cell broadcast capacity. However, an operator can easily create a pricing strategy - based on the size of the geographic area – that will give an incentive to the application owner to limit the geographic area in which the broadcast message is sent. If most broadcast messages are sent in a relatively small geographic area the capacity impact is reduced. In case multiple group messages have to be sent in a particular geographic area than the available capacity can handle, the cell broadcast system can schedule these messages at a later time (i.e. messages can be queued). Possibly a priority indication can be assigned to high priority messages to affect the scheduling.
Scalability in a Multi-Operator Sharing Scenario

There may be one shared radio access network and CBC in a multi-operator scenario. For emergency broadcast services, this situation is fine due to the low frequency and limited size of broadcast messages. In commercial services, sharing a CBC brings in the potential for competitive issues related to capacity, fair share of costs, and similar issues.

These concerns can be addressed by recognizing the commercial factors in various ways. One approach is to use the number of instances of sending a broadcast trigger and the area in which they are sent as a basis for sharing costs among the operators sharing the resource. Considering issue 2, with multiple operators using this capability, the likelihood increases that capacity limits might be reached. This can be addressed through providing larger capacity CBCs. It is assumed that when multiple operators share a CBC, that inter-operator charging is done based on messages send by the customers of an operator similar to the charging of customers of the cell broadcast services by an operator.
There is no support of the shared network case in Rel-13. The enhancement to support group based messaging via cell broadcasting in a shared network may be required in a future release, including study of whether the message ID space that can be used for group messaging based on cell broadcast can be divided between the network-sharing partners without restricting the usability of the approach in shared networks.

Triggering individual MTC devices

This solution targets at triggering groups of MTC devices. Given above described charging strategy, it is assumed that triggering of individual devices using cell broadcast will not be advantageous in the majority of use cases. It is assumed that other functionality in the operator network is used to trigger individual devices and that this functionality may coexist with cell broadcast triggering of group in network deployments.

Roaming support


The rules for roaming UEs that receive cell broadcast apply to a roaming UE that receives a cell broadcast for a group. If the UE is configured to receive cell broadcasts while roaming, and to receive cell broadcast with the identifier(s) used for group message cell broadcast, then the UE will receive those messages.
Charging implications

It is assumed that charging of group based messaging with this solution is based on charging of group message over the Tsp interface taking into account the message size and the geographic area in which the group message has to be distributed, and optionally the number of times a message needs to be broadcast. 
NOTE:
Charging is not based on the size of the group. 
Security implications

It is assumed that security e.g. to ensure that a group message came from the real SCS is left up to the application layer.

Editor’s Note: Whether this is acceptable is FFS. This will need to be checked with SA3. 

Editor’s Note: How to control that only UEs belonging to a certain group read respective group messages is FFS in SA3.
5.1.3.1.2
Impacts on existing nodes and functionality


The CBC must be modified to:
-
recognise group trigger/message requests and assign the message ID IE to the value(s) allocated for MTC Device triggering (group triggers/messages are differentiated from PWS warning messages by an indicator of group messaging service or a new message type for “trigger”);

-
allow the partners of a shared network (GERAN, UTRAN, E-UTRAN) to share a CBC and allow inter-operator charging similar to the charging of customers of the cell broadcast services by an operator.

· If RAT(s) is provided, forward broadcast message to CN nodes associated with requested RAT(s) in the cell broadcast area.
· The SBc interface may need to be enhanced to support group messaging.
MTC-IWF
· set the message ID IE to the value(s) allocated for MTC Device triggering;

· add an indicator of group messaging service or indicate message type as “trigger” in the group message;

-
optionally, provide additional group identification information in the cell broadcast message body

-
optionally, add randomization window to the cell broadcast message body

-
Interface with CBC.

· Interrogate appropriate HLR/HSS to map external group identifier to internal group identifier 
· Interrogate appropriate HLR/HSS to select proper CBC to transmit the group-based messages, when needed
· Enhanced charging to support group trigger/messaging
MTC devices that are configured to receive broadcast messages will need to:

-
listen on the appropriate broadcast channel(s) for triggering messages;
-
understand the message ID(s) that are to be used by the application;

-
optionally, understand the group identification information in the cell broadcast message body

-
perform the appropriate action after being triggered;

-
MTC Devices need to have controlled access to avoid network overload

-
spread out responses over time possibly according to a default value or information received in the message. For example, a time window of perhaps 30 minutes is provided in the cell broadcast message body. The UE would generate a value that is randomized over the 30 minutes period, e.g. using its IMEI as input, and use that value to determine when to send its response.

Impact to MME:

· Receive and process PWS type trigger request and forward to target eNBs.
· The SBc interface may need to be enhanced to support group messaging.
· If adding a new group indicator IE in the paging message is used to avoid the power consumption issue on legacy UEs, this would require further study in the RAN2 WG for evaluating possible impacts of the solution.
Impacts to RAN:
· PWS was developed for ETWS/CMAS and did not consider commercial services. The current solution needs to be evolved and enhanced for UTRAN/EUTRAN to support commercial group based services.

· If the group message is received from the CBC or MME and recognized as group message by the indicator of group messaging service or the message type of “trigger”, the RAN broadcasts group message in the radio access network.
· If reusing PWS mechanism in EPS for group messaging, the paging message may need to add a new indicator IE of group messaging or use UE identity for group paging, which is to let the MTC device to identify the paging message for group messaging.
Editor’s Note: The optimization of paging mechanism requires further study and evaluation in RAN.
5.1.3.1.3
Solution evaluation

Benefits

-
Solution based on existing CBS/PWS broadcast architecture to trigger groups of MTC devices when the geographic area in which the devices are located is known, and/or for use cases where only the subset of devices of an MTC group have to be triggered that are located in a particular geographic area need to be triggered.

 Cons:

-
Application needs to ensure that the UEs that need to receive the trigger have received the trigger. If some in the group did not receive the trigger, the SCS/AS/MTC Server may have to individually trigger them.

-
The Group trigger/message may have to be broadcast multiple times to aid in UEs within the group to receive the trigger.

-
Applicability of CBS/PWS is limited to the servicing PLMN.
-
Applying PWS, i.e. ETWS/CMAS, in EPS for delivering group message may cause more power consumption on legacy UEs supporting PWS if using ETWS/CMAS indicator to recognize a paging message for group messaging by the MTC devices.
-
The CBC/MME/eNodeB need to be configured with all Message IDs of supported group messaging services so as to differentiate the warning message from group messages if using Message ID as an indication of a group messaging indicator.
-
There is no support of the shared network in this release.
-
All group message solutions need to take the following into account:

-
Many devices where this would seem applicable (e.g., utilities/meters) will be aggregated behind gateways so only the gateway needs to be triggered. 

-
Routine events should be scheduled and not triggered. Emergency or non-routine events are more suitable for triggering if UEs are monitoring for broadcasts. Battery/power savings devices may be in power savings mode for long periods and not continuously monitoring for broadcasts.

NOTE:
CT1 is responsible for CBS/PWS Stage 2 in TS 23.041. SA2 will study the feasibility of a broadcast solution for group triggering/messaging and CT1 will be responsible for Stage 2 normative specifications.

NOTE: 
RAN2 is responsible for evaluating the related functionalities in RAN2 domain to reuse PWS for applying group based messaging in EPS.
5.1.4
Overall evaluation

Editor's note:
Use this section for evaluation of key issues.
********** End of Changes **********
3GPP

SA WG2 TD


_1473667423.vsd

