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Abstract of the contribution: The contribution proposes to create the baseline for the Control Plane signalling NBIFOM solution in TR 23.861 for S2b.
1. Discussion
The proposed solution has the following properties:
-
The NBIFOM support is negotiated in both 3GPP and WLAN accesses during the UE requested PDN connectivity procedures. The UE indicates support for NBIFOM in PCO and IKEv2 signalling.

-
In 3GPP access, the UE sends the routing rules via NAS signalling to the MME.
-
In WLAN access, the UE sends the routing rules via IKEv2 signalling to the ePDG.

-
A default routing rule exists for packets not matching any of the routing rules.
-
The UE provides a relative priority of the routing rules. The rule with the lowest priority is the default route. When the UE performs IP flow mobility procedure, the UE can update the priority of a routing rule or change the routing access type of a particular rule.
-
When a routing rule becomes valid, it can be applied:

-
on all IP flows including existing IP flows and future IP flows to be established; or

-
only on future IP flows to be established. The routing rule does not change the access type of the existing IP flows that match the traffic selector criteria in the rule.
-
Upon adding an access, the UE may provide routing rules without a routing filter indicating that no traffic shall be routed on the newly added access. This enables the UE to speedily move traffic to this access without requiring authentication over the new access.
-
The UE requests to move IP flows from a source access to a target access by sending the request preferably over the target access (up to UE decision).

-
In WLAN access, the ePDG includes the routing rules and an NBIFOM indication in the Create Session Request message to the PDN GW.
-
In 3GPP access, the UE sends a PDN Connectivity Request to the MME including an "NBIFOM" indication. The MME includes the routing rules and an NBIFOM indication in the Create Session Request message to the S-GW.
-
When a new access is added to a PDN connection, based on the presence of an "NBIFOM" indication in the Create Session Request message, the PDN GW allocates the same IP address for the UE as for the PDN connection the UE has established over the existing access. The PDN GW establishes a new GTP tunnel while maintaining the previous GTP tunnel as well if valid routing rules exist for the existing access.
2. Proposal
It is proposed to update TR 23.861 as shown below:
* * * First Change * * * *

7.5.x
Solution X: Control Plane signalling solution
7.5.x.1
Overview

This solution leverages control plane signalling to support UE-initiated and Network-initiated IP flow mobility. The control plane signalling transports the routing rules and coordinates the operation between the UE-initiated and Network-initiated IP flow mobility signalling solutions if both operations are initiated simultaneously and resolves any conflicts, if necessary.
Editor’s Note: The addition of network-initiated procedures is TBD.
In UE-initiated IP flow mobility procedures, the UE makes a routing decision based on the current radio conditions of the WLAN and/or 3GPP access, operator policy or user preferences. The routing decision is sent to the PDN GW. The PDN GW will then send the routing rules to the PCRF. A control plane signalling approach is used to support the routing rules installation and navigate the IP flow mobility.
7.5.x.1.1 
Support for NBIFOM
In 3GPP access, the NBIFOM support is negotiated during the UE requested PDN connectivity procedures using PCO as defined in TS 23.401 [8].
In WLAN access, the NBIFOM support is negotiated during UE-initiated PDN connectivity procedures via IKEv2 signalling as defined in TS 23.402 [2].
7.5.x.1.2 
Routing Rules
The routing rules include the following attributes:

- 
Rule Identifier: it is used to reference a routing rule in the communication between the UE and the PGW. It has to be unique within a PDN connection.

-
Routing Filter(s) / Traffic Selector(s): the routing rule includes one or more traffic selectors. A traffic selector consists of IP header parameter values/ranges used to identify an IP flow. The traffic selector is unidirectional and can be different for uplink and downlink traffic.
Editor’s note: Whether application ID can be included in the Routing Filter is FFS.
A default routing rule is specified by using a wild card traffic selector. The default routing rule does not contain any other traffic selectors. The default routing rule is used to indicate the default routing access type for IP flows without explicit route assignment.

-
Priority: it defines the order the rules are applied. The default routing rule has the lowest priority.

-
Access Type: it specifies the access technology (3GPP or WLAN) the IP flow is routed on.
- 
Applicability: it specifies whether the routing rule is applicable to existing IP flows at the time the rule becomes valid:

-
the routing rule can either apply to all IP flows including existing IP flows and future IP flows to be established; or 

-
the routing rule can only apply on future IP flows. In this case, the routing rule does not change the access type of the existing IP flows that match the traffic selector criteria in the rule.
The routing rules are exchanged as follows: 
- 
The routing rules can be negotiated in both WLAN and 3GPP accesses. 

- 
In 3GPP access, the UE sends the routing rules via NAS signalling to the MME during the UE requested PDN connectivity and the UE requested bearer resource modification procedures as defined in TS 23.401 [8].
-
In WLAN access, the UE sends the routing rules via IKEv2 signalling to the ePDG during the UE-initated PDN connectivity procedures as defined in TS 23.402 [2]. 
-
The S-GW/ePDG sends the routing rules to the PDN GW via the GTP protocol for GTP-based S5/S8. The S-GW/ePDG sends the routing rules in the Create Session Request message to the PDN GW. The PDN GW provides the routing rules to the PCRF. The UE does not apply the routing rules until the PDN GW has acknowledged them.
-
When the UE performs IP flow mobility procedure, the UE can update the priority of a routing rule or change the routing access type of a particular rule.

-
Upon adding an access, the UE may provide routing rules without a routing filter indicating that no traffic shall be routed on the newly added access. This enables the UE to speedily move traffic to this access without requiring authentication over the new access.
7.5.x.1.3
IP flow mobility procedures

The UE requests to move IP flows from a source access to a target access by sending the request preferably over the target access, however this is up to the UE decision. This can avoid lost signalling when the radio conditions on the source access (e.g. WLAN) are degrading or when the 3GPP network has control plane congestion and traffic needs to be moved from 3GPP to WLAN.
If updated routing rules result in that no IP flows left for a particular access, the PDN GW should not release the PDN connection for that particular access unless the PDN connection is explicitly torn down by the UE or by the network.
7.5.x.2
System Impacts 

7.5.x.2.1  
UE 

The UE is enhanced to support:

-
indicate support for NBIFOM in the PCO and IKEv2 signalling to the PDN GW.

-
send routing rules in NAS signalling.
-
send routing rules in IKEv2 signalling.
-
send an establishment cause for the PDN establishment indicating NBIFOM when an access is added for a PDN connection.
-
route the IP flow(s) by referring also to the access type in the routing rules (uplink direction).
Editor’s note: More study is needed to determine which NAS procedure is impacted – e.g. moving the last IP flow from one access to another could result in initiating detach procedures rather than just the bearer resource modification. 
7.5.x.2.2  
MME
The MME is enhanced to support:

-
indicate support for NBIFOM to the PDN GW.
-
receive and process a PDN connection establishment request to support NBIFOM connectivity.
-
transport routing rules received from UE via NAS signalling to the S-GW.
7.5.x.2.3  
S-GW
The S-GW is enhanced to support:
· indicate support for NBIFOM to the PDN GW.

· transport routing rules sent from the MME to the PDN GW.
7.5.x.2.4  
ePDG
The ePDG is enhanced to support:

-
indicate support for NBIFOM to the PDN GW.
-
transport routing rules received from the UE via IKEv2 signalling to the PDN GW.
7.5.x.2.5  
PDN GW
The PDN GW is enhanced to support:
- 
the negotiation in PCO for the support of NBIFOM during the UE requested PDN connectivity procedures. 
-
keep both GTP tunnels with S-GW and ePDG simultaneously (i.e. multi-access PDN connection).
-
send and receive routing rules over S5/S8 and S2b.

-
receive an indication from the MME, S-GW or ePDG of whether they support NBIFOM or not.
-
route the IP flow(s) by referring also to the access type in the routing rules (downlink direction).
7.5.x.2.6 
SGSN
Editor’s note: SGSN impacts and GERAN/UTRAN procedures are TBD.
7.5.x.2.7 
PCC Enhancements

The PCC is enhanced to support:

-
multiple IP-CAN types simultaneously associated with the same Gx session and IP address for both WLAN and 3GPP access.
-
extend the IP-CAN level Gx signalling to allow PCRF to send access type routing information per SDF to the PDN GW.

-
receive update from PDN GW about the current access type for each IP flows for the new and updated routing rules and accordingly install / modify PCC rules and/or routing rules.
7.5.x.3
Signalling Flows 

7.5.x.3.1
 Initial PDN connection establishment over first access

7.5.x.3.1.1
PDN connection establishment over 3GPP access

The UE performs the initial attach and PDN connection establishment over E-UTRAN access as specified in TS 23.401 [8] clause 5.3.2.1, or the addition of a new PDN connection as specified in TS 23.401 [8] clause 5.10.2, with the following additions:
- 
If the UE supports NBIFOM, it indicates support for it to the PDN GW in the PCO of the Attach Request. The UE also includes the initial routing rules in the Attach Request with the access type set to 3GPP.
-
The MME indicates support for NBIFOM and includes the routing rules in the Create Session Request message to the S-GW. 
-
The S-GW indicates support for NBIFOM and forwards the routing rules in the Create Session Request message to the PDN GW. The routing address for 3GPP access is the S-GW IP address.
-
The PDN GW initiates the IP-CAN Session Establishment Procedure with the PCRF. In this request, if the PDN GW supports NBIFOM, the PDN GW provides the routing rules to the PCRF. The PCRF may modify the routing rules for the downlink and/or uplink, and send the modified routing rules to the PDN GW.
-
If the PDN GW supports NBIFOM, the Create Session Response message contains an indication in the PCO. The PDN GW sends the Create Session Response to the S-GW that includes the accepted routing rules.
-
The S-GW sends the Create Session Response message including the accepted routing rules to the MME, and the MME forwards the accepted routing rules to the UE in the Attach Accept message.
7.5.x.3.1.2 Initial PDN connection establishment over WLAN access
The procedures are the same as described in clause 7.2.4 of TS 23.402 [2], with the following additions:
-
The UE discovers a WLAN and performs the authentication and authorization procedure with 3GPP EPC via the WLAN access. IKEv2 authentication and tunnel setup procedure are performed via the WLAN access between the UE, ePDG and 3GPP AAA Server/HSS as specified in TS 33.402 [10]. 
-
If the UE supports NBIFOM, it indicates support for it to ePDG using the CFG_SET configuration payload in the IKE_AUTH request. 
-
The UE also queries the network support of NBIFOM using the CFG_REQUEST configuration payload in the IKE_AUTH request.
-
The UE also includes the initial routing rules using the CFG_REQUEST configuration payload in the IKE_AUTH request with the access type set to WLAN.
-
The ePDG includes the routing rules in the Create Session Request message to the PDN GW.
-
If dynamic PCC is supported, the PDN GW initiates the IP-CAN Session Establishment Procedure with the PCRF. In this request, if the PDN GW supports NBIFOM, the PDN GW sends the routing rules to the PCRF. The PCRF may modify the routing rules for the downlink and/or uplink, and send the modified routing rules to the PDN GW. 
-
If the PDN GW supports NBIFOM, the Create Session Response message contains an indication in the PCO. The PDN GW sends the Create Session Response message to the ePDG that includes the accepted routing rules by the PDN GW.
-
The ePDG confirms the UE’s NBIFOM capability and indicates the network support of NBIFOM along with the routing rules accepted by the PDN GW to the UE using the CFG_REPLY configuration payload in the IKE_AUTH response.

7.5.x.3.2
Addition of an access to a PDN connection
7.5.x.3.2.1
Addition of WLAN access
The UE has successfully attached to 3GPP access and established a PDN connection over 3GPP access using GTP as described in clause 7.5.x.3.1.1.
Subsequently the UE performs the WLAN attachment, and requests to establish a PDN connection using the same APN, and attempts to use both accesses for the same PDN connection simultaneously. 
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Figure 7.5.x.3.2.1-1: Addition of WLAN access to the PDN connection
Figure 7.5.x.3.2.1-1 shows the particular case when the UE is first connected to a 3GPP access and then it requests addition of a WLAN access.

1.
The UE discovers a WLAN and performs the authentication and authorization procedure with 3GPP EPC via the WLAN access as specified in TS 23.402 [2] clause 7.2.1 step 1. 

2.
IKEv2 authentication and tunnel setup procedure are performed via the WLAN access between the UE, ePDG and 3GPP AAA Server/HSS as specified in TS 33.402 [10]. The UE includes the updated routing rules using the CFG_REQUEST configuration payload in the IKE_AUTH request. For IP address preservation, the UE includes the same address (IPv4 address or IPv6 prefix/address or both) that was allocated during its attachment to 3GPP access into the CFG_REQUEST configuration payload in the IKE_AUTH request. The UE may provide routing rules without a routing filter indicating that no traffic shall be routed on the WLAN access.
3. 
The ePDG includes the routing rules and an NBIFOM indication in the Create Session Request message to the PDN GW.
4. 
Based on the presence of the NBIFOM indication in the Create Session Request message, the PDN GW allocates the same IP address for the UE as for the PDN connection the UE has established over the 3GPP access and establishes a new GTP tunnel with the ePDG while maintaining the previous GTP tunnel with the S-GW if valid routing rules exist for the 3GPP access. If dynamic PCC is supported, the PDN GW initiates the IP-CAN Session Modification Procedure with the PCRF. The PDN GW sends the routing rules to the PCRF. The PCRF may modify the routing rules for the downlink and/or uplink, and send the modified routing rules to the PDN GW.
5. 
The PDN GW records the routing rules in its bearer context table. The PDN GW links the flow(s) established over the WLAN access to the flows of the same PDN connection established over 3GPP access, i.e. using the same entry in the EPS bearer context table, or creating a new entry in the EPS bearer context table and linking these two entries. The PDN GW sends a Create Session Response message to the ePDG that includes the accepted routing rules by the PDN GW.
6. 
The ePDG indicates to the UE that the authentication and authorization with the external AAA server is successful.
7.
The ePDG sends the routing rules accepted by the PDN GW to the UE using the CFG_REPLY configuration payload in the IKE_AUTH response.
8.
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction complying with the routing rules is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP-based routing takes place. In the downlink direction, the packet for UE arrives at the PDN GW. The PDN GW tunnels the packet to the ePDG based on the routing rules. The ePDG then tunnels the packet to the UE via the IPsec tunnel.
9.
Appropriate 3GPP resource release procedures are executed for the resources associated with the flows that were moved onto the WLAN access as specified in TS 23.402 [2].
7.5.x.3.2.2
Addition of 3GPP access
The UE has successfully attached to WLAN access and established a PDN connection over WLAN access using GTP as described in clause 7.5.x.3.1.2. 
Subsequently, the UE performs the initial attach procedure over the E-UTRAN access and requests to establish a PDN connection using the same APN. The procedure is the same as specified in TS 23.401 [8] clause 5.3.2.1 or 5.10.2 with the following additions:
· The UE sends a PDN Connectivity Request to the MME including an "NBIFOM" indication. The UE includes the routing rules in the Attach Request. The UE may provide routing rules without a routing filter indicating that no traffic shall be routed on the 3GPP access.
· Based on the "NBIFOM" indication, the MME selects the same PDN GW as the UE connects to in WLAN access network. The MME includes the routing rules and an NBIFOM indication in the Create Session Request message to the S-GW.
· The S-GW forwards the Create Session Request message to the PDN GW. The routing address for 3GPP access is the S-GW IP address.
· Based on the presence of an NBIFOM indication in the Create Session Request message, the PDN GW allocates the same IP address for the UE as for the PDN connection the UE has established over the WLAN access. The PDN GW establishes a new GTP tunnel with the S-GW while maintaining the previous GTP tunnel with the ePDG if valid routing rules exist for the WLAN access. The PDN GW initiates the IP-CAN Session Modification Procedure with the PCRF. The PDN GW sends the routing rules to the PCRF. The PCRF may modify the routing rules for the downlink and/or uplink, and send the modified routing rule to the PDN GW.
· The PDN GW records the routing rules in its bearer context table. The PDN GW links the flow(s) established over the 3GPP access to the flows of the same PDN connection established over WLAN access, i.e. using the same entry in the EPS bearer context table, or creating a new entry in the EPS bearer context table and linking these two entries. The PDN GW sends the Create Session Response message to the S-GW that includes the accepted routing rules by the PDN GW.
· The S-GW sends the Create Session Response message including the accepted routing rules to the MME, and the MME forwards the accepted routing rules to the UE in the PDN Connectivity Accept message.
· Appropriate 3GPP bearer setup or modification procedures are executed for the resources associated with the flows that were moved onto the 3GPP access. 
7.5.x.3.3
IP flow mobility within a PDN connection
7.5.x.3.3.1
IP flow mobility within a PDN connection with UE-initiated resource request from 3GPP access to WLAN access
The UE can move one or more IP flow(s) from the 3GPP access to the WLAN access. The UE should update the routing rules via the WLAN access.
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Figure 7.5.x.3.3.1-1: IP flow mobility within a PDN connection initiated over WLAN access 
1.
The UE is connected simultaneously to 3GPP and WLAN accesses and establishes multiple IP flows of the same PDN connection as described in clauses 7.5.x.3.1 and 7.5.x.3.2.

2.
The UE sends the INFORMATIONAL request to the ePDG, which includes the updated routing rules requested by the UE using the CFG_REQUEST configuration payload. 

3.
The ePDG sends a Bearer Resource Command message to the PDN GW. The message includes the updated routing rules. The ePDG includes the default EPS bearer ID (i.e. Linked Bearer ID) based on the mapping between the Security Association and the PDN connection. The ePDG sends the updated routing rules to the PDN GW.

4. The PDN GW initiates the IP-CAN Session Modification Procedure with the PCRF. In this request, the PDN GW provides the updated routing rules to the PCRF.
5. The PDN GW sends an Update Bearer Request message to the ePDG which includes the accepted routing rules.

6. The ePDG sends an Update Bearer Response message to the PDN GW.

7. The ePDG sends the INFORMATIONAL response to the UE that includes the updated routing rules accepted by the PDN GW using the CFG_REPLY configuration payload.

8.
Appropriate WLAN resource allocation procedures are executed for the resources associated with the flows that were modified or added in the WLAN access.
9.
Appropriate 3GPP resource release procedures are executed for the resources associated with the flows that were modified or removed in the 3GPP access. 
10.
The PDN GW indicates to the PCRF whether the PCC decision could be enforced or not.
7.5.x.3.3.2
IP flow mobility within a PDN connection with UE-initiated resource request from WLAN access to 3GPP access
The UE can move one or more IP flow(s) from WLAN access to 3GPP access. The UE should update the routing rules via the 3GPP access. 
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Figure 7.5.x.3.3.2-1: IP flow mobility within a PDN connection initiated over 3GPP access
1.
The UE is connected simultaneously to 3GPP and WLAN accesses and establishes multiple IP flows of the same PDN connection as described in clauses 7.5.x.3.1 and 7.5.x.3.2.

2.
The UE includes the updated routing rules in the Request Bearer Resource Modification message and sends the message to MME.
3.
The MME sends the Bearer Resource Command message including the updated routing rules to the S-GW.
4.
The S-GW sends the Bearer Resource Command message including the updated routing rules to the PDN GW. The routing address for 3GPP access is the S-GW IP address.
5.
The PDN GW initiates the IP-CAN Session Modification procedure and provides the updated routing rules to the PCRF. The PCRF stores the updated routing rules, updates the PCC rules based on the updated routing rules and sends an acknowledgement to the PDN GW including updated PCC rules, if appropriate.
6.
Appropriate 3GPP resource allocation procedures are executed for the resources associated with the flows that were modified or added in the 3GPP access.

7. 
Appropriate WLAN resource allocation procedures are executed for the resources associated with the flows that were modified or removed in the WLAN access.
8.
The PDN GW indicates to the PCRF whether the PCC decision could be enforced or not.
7.5.x.3.4
Removal of an access from a PDN connection
When the UE disconnects from the WLAN access and remains connected only to the 3GPP access, refer to TS 23.402 [2] clause 7.4.3. 
When the UE disconnects from the 3GPP access and remains connected only to the WLAN access, refer to TS 23.401 [8] subclause 5.3.8.2. 
NOTE: 
If the UE wants to keep the IP flows from an access to be detached from, the procedure specified in clause 7.5.x.3.3 shall be performed before the UE detaches from the old access.
The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed in EPC.
7.5.x.3.5
Addition of an access for multiple PDN connections to the same APN

When a UE having multiple PDN connections to the same APN via one access attaches to a second access, the UE needs to decide which of the multiple PDN connections to use by both accesses simultaneously.

When the UE having multiple PDN connections to the same APN via the 3GPP access attaches to the WLAN access, the UE performs NBIFOM procedures only for the PDN connections that are subject to IP flow mobility.

When the UE having multiple PDN connections to the same APN via the WLAN access attaches to the 3GPP access, the UE performs NBIFOM procedures only for the PDN connections that are subject to IP flow mobility. 
Since the UE cannot refer to a particular PDN connection, the UE repeats the UE requested PDN connectivity procedure until the desired PDN connections have been established and perform NBIFOM procedures for the desired PDN connections.
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