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Abstract of the contribution: This contribution discusses the usage of NAI in different scenarios for Equivalent Service Provider.
1. Discussion
CT4 sends a LS S2-14xxxx/C4-142095 to ask the usage of NAI with Equivalent Service Provider.

SA2 agrees during last meeting in S2-143475: 
"The UE determines which WLAN access networks directly interwork with the home operator by discovering which WLAN access networks support the HPLMN or the home network domain name or a domain name of an equivalent service provider."
"If the UE is not roaming or if the UE is roaming and the PSPL is not set to "prefer 3GPP RPLMN", and if the UE has selected a WLAN that directly interworks with the home operator (either the HPLMN or an equivalent service provider) then the UE shall use a root NAI."
1.1 Roaming scenarios
The possible scenarios for direct connection between SP and Home Network are depicted in Figure 1. 
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Figure 1 Scenario for direct connection between SP and Home Network
Scenario 1: Service Provider 1 provides the connectivity to the WLAN access network without its own AAA proxy. In such deployment the WLAN access network is considered as as being deployed by 3GPP operator 1. All the authentication messages will be routed directly to the HPLMN’s AAA server and root NAI shall be used, which is the only AAA server present. As recommended by RFC 4282 [2], home realm must be used in root NAI. Therefore, root NAI with domain name based on the HPLMN ID (MCC/MNC of operator 1) shall be used in this scenario.
Scenario 2: Service Provider 2 provides the WLAN access network. This scenario can be considered a sort of network sharing, by both 3GPP operator 1 and operator 2. However for security and for maintaining also the user traffic separate, since it is unlikely the traffic of operator1’s customer will be routed to operator 2 network and vice versa, the WLAN will be deployed using two different SSIDs and with traffic segregation, such as using different VLANs. This scenario is equivalent to the scenario 1, where root NAI shall be used with domain name based on the HPLMN ID (MCC/MNC of operator 1 or operator 2) shall be used in this scenario.
Scenario 3: Service Provider 3 provides the WLAN access network. Service provider 3 and operator 1 have an agreement in order to allow operator1’s customer to connect to the WLAN. The Service Provider 3 can be considered as equivalent SP by 3GPP operator 1. The authentication message is routed via the AAA of SP3 to the AAA server of the HPLMN. In this scenario the two operators has a direct interconnection and the AAA SP3 server is configured to send authentication request related to operator1’s user recognised by realm to the Home network . The interconnection is direct interconnection so Root NAI shall be used with domain name based on the HPLMN ID (MCC/MNC of operator 1).

Scenario 4: Service Provider 4 provides the WLAN access network to Operator1 and Operator2. Service Provider 4 has an agreement with operator1 and operator 2 separately. Service Provider 4 is considered as equivalent SP by both 3GPP operator 1 and operator 2. In order to route the authentication message correctly to PLMN1 or PLMN2, Root NAI shall be used with domain name based on the HPLMN ID (MCC/MNC of operator 1 or operator 2).
Scenario 5: The WLAN access network is shared by Service Provider 5 and Service Provider 6. Service Provider 5 is considered as equivalent SP by 3GPP operator 1 while Service Provider 6 is considered as equivalent SP by 3GPP operator 2. In this scenario, decorated NAI should be used with domain name based on the HPLMN ID (MCC/MNC of operator 1) and SP5 or based on the HPLMN ID (MCC/MNC of operator 2) and SP6. However, for security and for maintaining also the user traffic separate, since it is unlikely the traffic of operator1’s customer will be routed to SP6 and vice versa, the WLAN will be deployed using two different SSIDs and with traffic segregation, such as using different VLANs. Based on this analysis, this scenario is the same of scenario 3 and Root NAI can be used with domain name based on the HPLMN ID (MCC/MNC of operator 1 or operator 2).
Conclusion 1: Root NAI shall be used with domain name based on the HPLMN ID when the UE selects a WLAN belongs to an equivalent service provider of the HPLMN.
The possible scenarios for indirect connection between SP and Home Network are depicted in Figure 2. 
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Figure 2 Scenario for indirect connection between SP and Home Network

Figure 2 shows scenarios where the Home operators has a roaming agreement with Operator A and B and not directly with Service Providers. So the Service Providers SP8 and SP9 have no information about the presence of Operator1, which enables via its agreement with them to allow user to connect to the WLAN on behalf of Operator1. In all these scenarios when the operator1’s customer connects to service provider SP8 and SP9 shall use the Decorated NAI in order to indicates to AAA SP8/SP9 that the authentication shall be routed via Operator A’s AAA. Furthermore Operator A from the decoration NAI is able to recognise that the requests coming from AAA SP8/SP9 belongs to Operator1’s customer. So it can forward the request to Operator1. 

The figure show the operator B, the operator1’s user will never select the OperatorB since it has not a roaming agreement and consequently is not included in the PSPL list. 

1.2 How detect direct or indirect connection

Consider the scenario where the UE supports ANDSF Rel-12 and the AP support Passpoint Rel-2. The ANDSF has the PSPL which includes a prioritized list of service providers preferred by the UE's 3GPP home operator for WLAN roaming. Referring to the example in figure 1 and figure 2 the Operator1’s UE PSPL includes the realm of {Operator A, SP3, SP8}.
How the UE becomes however of the presence of intermediate SP. Passpoint Rel 2.0 mandates that AP supports the in ANQP element the Network Access Identifier (NAI) Realm (see Passpoint 2.0 [6] and IEEE 802.11-12 [7]. This network element includes the realm of corresponding SP or other entities whose networks or services are accessible via AP. For example AP of SP3 will advertise the realms of {SP3, Operator 1}, while the AP of SP8 {SP8, Operator A, Operator 2}. 

The UE can compare the realm received in Network Access Identifier (NAI) Realm with its home network realm. If the realm of its home network is found, the UE can select the AP and then can send the Root NAI, since the Home operator I directly connected to that service provider, for example if UE connected to SP3 (as specified in 8.2.1.6
).
In case that with the Realm in Network Access Identifier (NAI) Realm does not include the Home network realm, the UE can compare with the realm in PSPL list and if realm in a Network Access Identifier (NAI) Realm the UE can select that realm and to build the Decorated NAI. For example for SP8 Access Identifier (NAI) Realm = {SP8, Operator A, Operator 2}, PSPL = {Operator A, SP3, SP8}, so the UE detects that Operator A is present in both lists, hence the SP8 can be selected and the Decorated NAI to be used is Operator1!username@OperatorA . It should be noted that also the following Decorated NAI can be used OperatorA!Operator1!username@SP8. However, this kind of decorated NAI is not defined by 3GPP TS 23.003 [2]. Therefore, we can only use decorated NAI Operator1!username@OperatorA in this scenario. 
Other proprietary means based on local configuration in UE may indicates which intermediate operator shall be selected for various SP, e.g. the UE can be configured with indication that when SP9 is available (or SSID9) which Decorated NAI shall be used, e.g. homenetwork!username@SP9.
If the UE Is not able to detect which are realm of the intermediate operator to be selected, the decorated NAI can not be construct and used.

Conclusion 2:

· If the AP and UE supports Passpoint 2.0 and the Network Access Identifier (NAI) Realm ANQP message includes the Home Operator realm (HPLMN or equivalent SP to HPLMN), the WLAN is directly connected to Home Network and Root NAI shall be used. Otherwise, if the PSPL list and the list of realm in Network Access Identifier (NAI) Realm includes one or more common realm, the UE shall use the Decorated NAI constructed selecting the common realm with the highest priority. 
· If the AP or the UE does not support Passpoint 2.0, if the UE based on local configuration is aware that the WLAN at which connected to (e.g. based on SSID) has a direct connection with Home Network, the Root NAI shall be used. If the UE is aware that the WLAN at which connected to (e.g. based on SSID) has an indirect connection with Home Network, the Decorated NAI shall be used. In this case how the the local configuration is provided and how is managed is out of the 3GPP scope.
· In any other case the UE shall use the Root NAI.
1.4 WLAN IEEE802.1x support and roaming interconnection

The WLAN network for supporting EAP-SIM/AKA/AKA’ is configured to support IEEE802.1x [3], so the AP supports the Authenticator functionality to transport EAP message over RADIUS/DIAMETER, hence the AP implements a RADIUS/DIAMETER client
 and the EAP/RADIUS request are sent to the AAA proxy which the AP is connected. Generally the AP of a visited network is not directly connected to the all AAA in the all possible Home network with which the Visited SP has a roaming in place. This is due to scalability problem, management to update the information, configuration, etc. So the authentication requests are transmitted via an AAA proxy in the visited network.

The interconnection between operator and the configuration of AAA interconnection is addressed in in GSMA guideline
 [4] and in WBA WRIX specification [5]. 
2. Proposal

It is proposed to adopt the following conclusions.
Conclusion: 
Q1: CT4 understand the Root NAI should be used to route the authentication message directly from UE to 3GPP AAA Server of the HPLMN or a service provider equivalent to the HPLMN. In the HPLMN case, the existing Root NAI format can be reused as defined in TS 23.003, i.e., realm derived from the IMSI. In the HPLMN equivalent service provider, the format of the Root NAI to use is not defined.
If root NAI shall be used in this case, does it mean the authentication message could be routed directly from WLAN to the HPLMN’s 3GPP AAA Server based on the HPLMN included in root NAI? 
Or does it mean the message should be routed from WLAN to the equivalent SP’s AAA server based on the realm of the SP possibly included in a new type of root NAI? 

A1: If the UE has selected a WLAN that supports an equivalent service provider, the authentication message could be routed directly from WLAN to the HPLMN’s 3GPP AAA Server or from WLAN to the HPLMN’s 3GPP AAA server via the SP’s AAA proxy, depending on different deployments. In any scenario, the UE shall use a root NAI with domain name based on the HPLMN ID (MCC/MNC) in the authentication message.
The Root NAT and Dedicated NAI shall be used as described in the following:
· If the AP and UE supports Passpoint 2.0 and the Network Access Identifier (NAI) Realm ANQP message includes the Home Operator realm (HPLMN or equivalent SP to HPLMN), the WLAN is directly connected to Home Network and Root NAI shall be used. Otherwise, if the PSPL list and the list of realm in Network Access Identifier (NAI) Realm includes one or more common realm, the UE shall use the Decorated NAI constructed selecting the common realm with the highest priority. 
· If the AP or the UE does not support Passpoint 2.0, if the UE based on local configuration is aware that the WLAN at which connected to (e.g. based on SSID) has a direct connection with Home Network, the Root NAI shall be used. If the UE is aware that the WLAN at which connected to (e.g. based on SSID) has an indirect connection with Home Network, the Decorated NAI shall be used. In this case how the the local configuration is provided and how is managed is out of the 3GPP scope.
· In any other case the UE shall use the Root NAI.
Q2: Is the equivalent SP realm only dedicated to one HPLMN? If not, how do we route the authentication message from equivalent SP AAA server to the 3GPP AAA Server of the correct HPLMN? 
A2: The equivalent service provider may have contract with multiple 3GPP operators and be considered as equivalent service provider by these 3GPP operators. The authentication message can be routed back to multiple PLMNs via this service provider. The realm in the root NAI is used to route the authentication message from the equivalent SP to the 3GPP AAA server of the correct HPLMN. Subscribers from other PLMNs may also connect to the SP realm and shall use dedicated NAI with domain name of SP and its own HPLMN ID.

If the realm is unknown by any AAA which received it, the authentication shall be rejected.

Can the same equivalent SP realm be also used by subscribers other than those served by the HPLMN?
Yes. The Service provider can have it own customers and it can have a roaming agreement with an unlimited number of operators. 
Q3: For direct routing towards HPLMN equivalent service provider, is it expected that a sub domain of the ".3gppnetwork.org" domain name administrated by GSMA will be used or can any valid public domain be used to identify the HPLMN equivalent service provider?
A3: If the operator is a Mobile Operator ".3gppnetwork.org" is used. If the operator is Non-mobile operator any valid FQDN can be used.
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� From TS 23.402 “The UE determines which WLAN access networks directly interwork with the home operator by discovering which WLAN access networks support the home network domain name”


� There are variant based on usage of CAPWAP and implement RADIUS/DIAMETER client in WLAN AC, or authenticator in BNG, but this physical implementation does not impact the general behavior.


� It should be noted that the guideline is from 2004 and it refers to only EAP-SIM and to RADIUS, but the basic requirement for configuration of RADIUS may be consider applicable to DIAMETER. The update of this guideline is under discussion in GSMA.
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