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Abstract of the contribution:

The paper proposes a solution to implement flexible service control in the IMS core when the WebRTC user accesses the IMS via third party WebRTC web server.
Discussion

The IMS_WebRTC work in Rel-12 defined the following registration scenario as described in Annex U in TS 23.228,
· WIC registration of individual Public User Identity based on web authentication, and 

· WIC registration of individual Public User Identity from a pool of Public User Identities.

In R13 WebRTC WID, the following scenarios are considered,

· third-party WebRTC access in the case where the 3rd party allocates IMS identities from a block where the associated subscription corresponds to a class of users supported by the WebRTC environment (e.g., enterprise associates) rather than a single end user.  

· third-party realization of communication services (e.g., enterprise) either instead or in addition to those provided by the IMS operator.
In these scenarios considered in R12 and R13, the WebRTC user can access IMS network via a third party WebRTC server, and the authentication and registration of the WebRTC user is closely associated with the third party WebRTC server. However, different third party WebRTC servers can have different business relationships and different registration profiles with the IMS operator. For example, a less trusted third party WebRTC server may have little service access permission because of security or other credit related concerns, and a third party WebRTC server with a more tightly coupled relationship with the IMS operator may have more service access permissions. It means that when an individual IMS subscriber Alice subscribes to IMS services A, B, and Alice accesses the IMS via a low trusted third party WebRTC server, Alice may only be allowed to use service A. On the contrary, when Alice accesses IMS via a highly trusted third party WebRTC server, Alice may be allowed to use service A, B, C, where service C is subscribed to the IMS operator by the third party.

In addition, when the IMS core knows the WebRTC server information, it’s easier to trigger, for example, various specific web oriented services according to different web server requirements.

Thus even the same WebRTC user may experience different IMS services via different third party WebRTC servers. Therefore, it is important to inform the IMS core via which third party WebRTC server the WebRTC user is accessing the IMS, and then the IMS operator can implement flexible service control policies according to different third party WebRTC servers. In this document, the flexible service control policies are not described in detail, since it can be implementation specific logic. In this document, we concentrate on how the IMS core obtains the third party WebRTC server identity. How to use this identity is not described.

Proposal

It is proposed to update 23.706 as follows.
* * * First Change * * * *
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* * * Next Change * * * *

7.2.x
Solution x: WebRTC service control
7.2.x.1
Solution Principles

This solution allows the IMS operator to provide different services based upon the third party WebRTC server that is used to download the WIC from. Such service differentiation can be as a result of, for example, different business relationships and service level agreements between third party WebRTC servers and the IMS operator. 
The solution has the following principles:
-
The identity of the third party WebRTC server is transmitted to the S-CSCF via eP-CSCF during the registration procedure. The S-CSCF can notify the AS via which third party WebRTC server the WebRTC user is accessing the IMS core, either in the registration procedures or in the call procedures. Thus the AS can implement flexible service control according to not only the IMS user service subscription but also certain third party WebRTC server service control policy, where the third party service control policy is preconfigured in the AS or downloaded from HSS.
NOTE 1:
How the identity of the third party WebRTC server is used in the AS is dependent on practical deployment and can be service specific and thus is not described in this document.
7.2.x.2
Reference Architecture

Figure 7.2.x.2-1 shows the standard WebRTC IMS architecture as it is defined in 3GPP TS 23.228 [x].

The HSS, AS and related interfaces are shown in addition for clarity.
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Figure 7.2.x.2-1: WebRTC IMS architecture 

7.2.x.3
Procedures

7.2.x.3.1
WIC Registration and service control of individual Public User Identity
In this scenario, the user has an IMS subscription and accesses the IMS via a WebRTC web server (WWSF). The WWSF may be located in a third party network and have a business subscription with the IMS operator. 

Figure 7.2.x.3.1-1 shows a registration and call procedure where the S-CSCF obtains the WWSF identity and uses the WWSF identity to implement service control together with AS.
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Figure 7.2.x.3.1-1: WIC registration for class of users using web authentication

Figure 7.2.x.3.1-1 is the same as the individual WebRTC user registration procedure defined in 3GPP TS 23.228 [x], but with the following differences:

4.
The eP-CSCF validates the contents of the security token and confirms that the IMS identities being registered are authorized by the security token. If the authorization token is valid, the eP-CSCF obtains the associated authorization information, including the IMPI and IMPU of the associated user, the WWSF identity, and the authorization token scope, as specified in 3GPP TS 33.203 [y], Annex X. 

5.
The eP-CSCF forwards the authorized REGISTER request to the IMS core network to initiate authentication-less IMS registration using TNA (see 3GPP TS 33.203 [y], Annex U) procedures, with an indication that the authentication has already been carried out. The REGISTER message contains the WWSF identity.

8.
The I‑CSCF determines the S‑CSCF and forwards the register request towards the S-CSCF, which contains the WWSF identity.

11.
The S‑CSCF sends register information including the WWSF identity to application servers matching initial filter criteria in the downloaded service profile. 

17.
S‑CSCF can include the WWSF identity in the invite request that is sent to application servers as a result of initial filter criteria evaluation.

7.2.x.3
Impacts

The solution implies: 

· The eP-CSCF is required to include the WWSF identity in the REGISTER message.
· The WWSF identity is taken into consideration when the S-CSCF and the AS perform service control.
* * * End of Change * * * *
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